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Abstract. Protocols for password authenticated key exchange (PAKE) allow two parties who share
only a weak password to agree on a cryptographically strong key. We revisit the notion of PAKE in the
framework of universal composability, and propose a relaxation of the PAKE functionality of Canetti
et al. that we call lazy-extraction PAKE (lePAKE). Roughly, our relaxation allows the ideal-world
adversary to postpone its password guess even until after a session is complete. We argue that this
relaxed notion still provides meaningful security in the password-only setting.

As our main result, we show that several PAKE protocols that were previously only proven secure
with respect to a “game-based” definition can in fact be shown to realize the lePAKE functionality in
the random-oracle model. These include SPEKE, SPAKE2, and TBPEKE, the most efficient PAKE
schemes currently known.
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1 Introduction

Protocols for password authenticated key exchange (PAKE) allow two parties who share only a weak password
to agree on a cryptographically strong key by communicating over an insecure network. PAKE protocols
have been studied extensively in the cryptographic literature [6,5,7,13,23,10,11], and are compelling given the
widespread use of passwords for authentication. Even though the current practice is to implement password-
based authentication by using TLS to set up a secure channel over which the password is sent, there are
many arguments in favor of using PAKE protocols in conjunction with TLS [20]. Several PAKE protocols
are currently under active consideration for standardization by the IETF [26].

Defining security for PAKE protocols is made challenging by the fact that a password shared by the
parties may have low entropy, and so can be guessed by an adversary with noticeable probability. This must
somehow be accounted for in any security definition. Roughly speaking, the security guaranteed by a PAKE
protocol is that an attacker who initiates @) online attacks—i.e., actively interferes in @) sessions of the
protocol—can make at most @) password guesses (i.e., at most one per session in which it interferes) and
can succeed in impersonating a party only if one of those guesses was correct. In particular, this means that
offline attacks, in which an adversary merely eavesdrops on executions of the protocol, should not help the
adversary in any way.

Two paradigms of PAKE security. In the cryptographic literature there are two leading paradigms for
rigorously defining the above intuition. The first is the so-called “game-based” definition introduced by Bellare
et al. [5]. In this definition, a password is chosen from a distribution with min-entropy &, and the security
experiment considers an interaction of an adversary with multiple instances of the PAKE protocol using
that password. A PAKE protocol is considered secure if no probabilistic polynomial-time (PPT) attacker
can distinguish a real session key from a random session key with advantage better than @ - 27" plus a
negligible quantity.

A second approach uses a “simulation-based” definition [7,10]. The most popular choice here is to work
in the framework of universal composability (UC) [9], and this is what we mean from now on when we refer
to a simulation-based definition. This approach works by first defining an appropriate ideal functionality for
PAKE; a PAKE protocol is then considered secure if it realizes that functionality. Canetti et al. [10] pur-
sued this approach, and defined a PAKE functionality that explicitly allows an adversary to make password
guesses; a random session key is generated unless the adversary’s password guess is correct. As argued by
Canetti et al. [10], this approach has a number of advantages. A definition in the UC framework is better
suited for handling general correlations between passwords, e.g., when a client uses unequal but related
passwords with different servers, or when two honest parties in a session use different but closely related
passwords due to mistyping. A UC definition also ensures security under arbitrary protocol composition,
which is useful for arguing security of protocols that use PAKE as a subroutine, e.g., for converting sym-
metric PAKE to asymmetric PAKE [12,18] or strong asymmetric PAKE [20]. This is especially important
in the context of PAKE standardization, because strong asymmetric PAKE protocols can strengthen the
current practice of password-over-TLS authentication while achieving optimal security in the face of server
compromise.

Is there an inherent price for simulation-based security? Simulation-based security for PAKE is
a desirable target. Unfortunately, the current state-of-the-art [10,25,22,8] suggests that this notion is more
difficult to satisfy than the game-based definition. In particular, the most efficient UC PAKE protocol [8] is
roughly a factor of two less efficient than the most efficient game-based PAKEs such as SPEKE [19,28,17],
SPAKE? [4], or TBPEKE [31].

Perhaps surprisingly, we show here that this “gap” can be overcome; in particular, we show that the
SPEKE, SPAKE2, and TBPEKE protocols—which were previously only known to be secure with respect to
the game-based notion of security—can be shown to be universally composable (in the random-oracle model).
The caveat is that we prove universal composability with respect to a (slightly) relaxed version of the PAKE

! Variants of EKE [6] shown to be universally composable [1,8] may appear to be exceptions, but EKE requires an
ideal cipher defined over a cryptographic group, and it is not clear how that can be realized efficiently.



functionality originally considered by Canetti et al. At a high level, the main distinction is that the UC
PAKE functionality of Canetti et al. [10] requires an attacker conducting an online attack against a session
to make its password guess before that session is completed, whereas the relaxed functionality we consider—
which we call lazy-extraction PAKE (1ePAKE)—allows the attacker to delay its password guess even until
after the session completes. (However, the attacker is still allowed to make only a single password guess per
one actively attacked session.) On a technical level, this relaxed functionality is easier to realize because it
allows the simulator to defer extraction of an attacker’s password guess until a later point in the attacker’s
execution (see further discussion in the technical overview below). Nevertheless, the lazy-extraction PAKE
functionality continues to capture the core properties expected from a PAKE protocol. In particular, as a
sanity check on the proposed notion, we show that lePAKE plus key confirmation satisfies the game-based
notion of PAKE with perfect forward secrecy (PFS) [5,2,3].

Implications for PAKE standardization. Recently, the Crypto Forum Research Group (CFRG), which
is an IRTF (Internet Research Task Force) research group focused on the discussion and review of uses of
cryptographic mechanisms, initiated a PAKE selection process with the goal of providing recommendations
for password-based authenticated key establishment for IETF. Originally, 4 candidates were under consider-
ation by the CRFG in the symmetric PAKE category, but currently only SPAKE2 and CPace remain under
consideration. Our results contribute to this selection process by validating SPAKE2 as well as CPace when
the latter includes additional elements such as the protocol transcript in the key derivation hash.

1.1 Technical Overview

There is a fundamental technical justification for an efficiency gap between known game-based-secure PAKE’s
and UC PAKE’s. The reason is that the UC PAKE functionality, as defined by [10] and used in all subsequent
works, requires the adversarial password guesses to be online (and straight-line) eztractable from adversary’s
messages to PAKE protocol instances run by honest parties. Recall that for a PAKE to be UC secure there
must exist an efficient simulator which simulates PAKE protocol instances given access to the ideal PAKE
functionality, which in particular requires the simulator to specify a unique explicit password guess for each
PAKE instance which the real-world adversary actively attacks. (The ideal PAKE functionality then allows
the simulator, and hence the real-world adversary, to control the session key output by this instance if the
provided password guess matched the password used by that PAKE instance, and otherwise the session key is
random and thus secure.) The fact that the simulator must specify this explicit password before the attacked
PAKE instance terminates, requires the simulator to online extract the password guess committed in adver-
sary’s messages. Moreover, this extraction must be performed straight-line, because universal composibility
prohibits rewinding the adversary.

Unfortunately, online extraction cannot be done for many efficient game-based PAKE’s listed above,
because in these protocols each party sends a single protocol message which forms a perfectly hiding commit-
ment to the password. Specifically, if g generates group of prime order p then in SPAKE2 each party sends
a message of the form X = ¢* - (P;)?" where z < Z,, P1, P> are random group element in the CRS, and
i=1 or 2 depending on the party’s role. In TBPEKE this message has the form X = (P; - (Py)7(P®))? and
in SPEKE it is X = H(pw)® where H is a hash onto the group. These commitments are binding under the
discrete logarithm hardness assumption (the first two are variants of Pedersen commitment [30], the third
one requires ROM), and they equivocable, i.e. the simulator can “cheat” on messages sent on behalf of the
honest parties, but they are perfectly hiding and thus not extractable. These commitments can be replaced
with extractable ones, but it is not clear how to do so without increasing protocol costs (or resorting to ideal
ciphers over a group).

PAKE with post-execution input extraction. However, in all the above schemes the final session
key is computed by hashing the protocol transcript and the Diffie-Hellman key established by this PAKE
interaction, e.g. Z = ¢g**"*> in SPAKE2 or Z = (H(pw))**'*2 in SPEKE. Since this final hash is modeled as
a Random Oracle, an adversary who learns any information on the session key must query this RO hash
on the proper input. If the information in this hash query suffices for the simulator to identify the unique



password to which this query corresponds, then a protocol message together with the final hash inputs do
form an extractable commitment to the unique password guess the adversary makes on the attacked session.

However, the hash used in the final session key derivation is a local computation each party does in a “post-
processing” stage which can be executed after the counterpart terminates the protocol. Therefore a simulator
which extracts a password guess from adversary’s protocol message(s) and this local hash computation
might extract it after the attacked session terminates. By the rules of the PAKE functionality of Canetti
et al. [10], such extraction would happen too late, because the PAKE functionality allows the simulator
to test a password guess against a session but does so only when this session is still active (and has not
been attacked previously e.g. on a different password guess). Indeed, it would seem counter-intuitive to
allow the ideal-world adversary, i.e. the simulator, to provide the unique effective password guess after the
attacked session completes. Nevertheless, this is exactly how we propose to relax the UC PAKE functionality
in order to accommodate protocols where input-extraction is possible, but succeeds only from adversary’s
post-processing computation.

The relaxation we propose, the lazy-extraction PAKE, will require the ideal-world adversary to “interrupt”
a fresh session while it is active in order to then perform the post-execution password test (we will call such
tests “late” password tests). This models the UC PAKE requirement that an adversary can use an honest
PAKE session as a password-testing oracle only if it actively attacks that session, and in particular it still
holds that passively observed sessions do not provide any avenue for an attack. (To keep the new elements
of the lazy-extraction PAKE model clear we use separate terms, resp. RegisterTest and LateTestPwd, for this
new type of online session interruption and for the late password test, see Section 2.) Moreover, even if the
adversary chooses this “lazy-extraction attack” route, the functionality still allows for only a single password
test on an actively attacked session. This requirement effectively commits a (computationally bounded)
real-world adversary to a unique password guess on each actively attacked session, because an adversary
who performs the local computation related to more than one password test would not be simulatable in
the model where the ideal-world adversary can submit at most one such test to the lazy-extraction PAKE
functionality.

Explicit authentication and perfect forward security. To test the proposed lazy-extraction UC PAKE
notion we show two further things. First, we show that any lazy-extraction UC PAKE followed by a key
confirmation round upgrades lazy-extraction UC PAKE to PAKE with explicit (mutual) authentication
(PAKE-EA) [14], but it also realizes a stronger variant of lazy-extraction PAKE functionality which we call
the relazed UC PAKE. In the relaxed PAKE model, the adversary can still make a (single) late password
test on an actively attacked session but such sessions are guaranteed to terminate with an abort. Hence, the
attacker cannot use a late password test to compromise a session. Intuitively, if a lazy-extraction PAKE is
followed by a key confirmation and the attacker delays its late password test until after the key confirmation
is sent, then the key confirmation must fail and its counterpart will abort on such session. Hence, the “late
password test” reveals if the tested passworded was correct but it cannot reveal a key of an active session.

Secondly, we show that any relaxed UC PAKE satisfies the game-based notion of PAKE with perfect
forward secrecy (PFS) [5,2,3]. (A similar test was done by Canetti et al. with regard to the original UC PAKE
notion [10].) Intuitively, since the lazy-extraction attack avenue against a relaxed PAKE cannot be used to
compromise keys of any active session, it follows that all active sessions, i.e. all sessions which terminate with
a session key as opposed to an abort, are as secure in the relaxed UC PAKE model as they are in the original
UC PAKE model of Canetti et al. In particular, they are secure against future password compromise.

Relation to prior work. Jarecki et al. [21] recently introduced the relaxed UC PAKE model in the context
of the asymmetric PAKE (aPAKE) functionality [12], and showed that this relaxation is necessary to prove
security of the OPAQUE protocol proposed in [20]. As discussed above, the lazy-extraction PAKE model
goes further than the relaxed PAKE model, and this further relaxation appears to be necessary in order to
model protocols like SPEKE, SPAKE2, and TBPEKE as universally composable PAKEs. (See Section 2 for
the precise specifications of the lazy-extraction PAKE and the relaxed PAKE models.)

Hasse and Labrique [15] have recently argued that CPace [16] realizes a variant of the lazy-extraction UC
PAKE functionality, but the variant of this notion they consider seems unsatisfactory, e.g. it appears not
to imply security of passively observed sessions, and it appears to be not realizable as stated (see Section 2



for discussion). They also argue that adding a key-confirmation step suffices to convert such protocol into a
standard UC PAKE, while we show that the result is still only a relazed UC PAKE.?

1.2 Paper Overview

In Section 2, we introduce the two relaxations of the UC PAKE functionality, namely the lazy-extraction
UC PAKE and relaxed UC PAKE functionalities, respectively abbreviated as lePAKE and rPAKE, together
with the extension of the latter to explicit (mutual) authentication. In Section 3, we show that SPAKE2
scheme of [4] is a secure lePAKE under the Gap CDH assumption. In Section 4, we show that any lePAKE
protocol followed by a key confirmation round is a secure rPAKE-EA, i.e. rPAKE with explicit authentication.
In Section 5, we show that that every rPAKE-EA protocol satisfies the game-base notion of PAKE with
perfect forward secrecy, and that every lePAKE protocol by itself already satisfies weak forward secrecy.
In Appendix B, we include the proof that TBPEKE [31] is a secure lePAKE protocol under appropriate
assumptions, and we explain that this proof extends to similar results regarding SPEKE [19,28,17]. Some
details of the above proofs are deferred to Appendices A and C. Finally, we provide game-based proofs for
SPAKE2 as supplementary material.

2 Relaxations of UC PAKE

In Fig. 1, we present the PAKE functionality as defined by Canetti et al. [10], and compare it with two
relaxations that we refer to as relazed PAKE (rPAKE) and lazy-extraction PAKE (lePAKE). We explain at
a high level the differences between these various formulations. In the original PAKE functionality Fpake,
after a party initiates a session (but before the party generates a key) the attacker may try to guess the
password used in that session by making a single TestPwd query. If the attacker’s password guess is correct, the
session is marked compromised; if not, the session is marked interrupted. When a session key is later generated
for that session, the attacker is given the ability to choose the key if the session is marked compromised, but
a random key is chosen otherwise. Importantly, the attacker is only allowed to make a password guess for a
session before the key is generated and the session terminates.

In both the relaxed PAKE functionality F,pake and the lazy-extraction PAKE functionality Fiepake, the
attacker is given the ability to make a password guess for a session even after a session key is generated
and that session has completed. Formally, this is allowed only if the attacker makes a RegisterTest query
before the session key is generated; this indicates the attacker’s intention to (possibly) make a password
guess later, and models active interference with a real-world protocol execution. (Of course, the attacker also
has the option of making a password guess before a key is generated as in the original Fpake.) Having made
a RegisterTest query for a session, the attacker may then make a LateTestPwd query to that session after the
session key K is generated. Fipake and Fiepake differ in what happens next:

— In Fipake, the attacker is only told whether or not its password guess is correct, but learns nothing
about K in either case.

— In Fiepake, the attacker is given K if its password guess is correct, and given a random key otherwise.?

It is easy to see that both Fpake and Fiepake are relaxations of Fpake, in the sense that any protocol
realizing Fpake also realizes F,pake and Fiepake. Although, as defined, Fiepake and Frpake are incomparable,
the version of Fiepake in which the attacker is additionally notified whether its password guess is correct (cf.
Footnote 3) is a strict relaxation of F,pake-

Following the work of Groce and Katz [14], we also consider PAKE functionalities that incorporate explicit
(mutual) authentication, which we refer to as PAKE-EA.* Intuitively, in a PAKE-EA protocol a party should

2 In [15] this is explicitly claimed not for CPace itself but for its asymmetric (aPAKE) version called AuCPace.

3 Note that here the attacker is not explicitly notified whether its password guess is correct. While it is arguably
more natural to notify the attacker, we obtain a slightly stronger functionality by omitting this notification.

4 Although Canetti et al. [10] informally suggest a way of modeling explicit authentication in PAKE, the functionality
they propose seems unacceptably weak in the sense that it does not require a party to abort even when an attacker
successfully interferes with its partner’s session.



Session initiation
On (NewSession, sid, P, P’, pw, role) from P, ignore this query if record (sid, P, ,-,-) already exists. Otherwise
record (sid, P, P’, pw, role) marked fresh and send (NewSession, sid, P, P’, role) to A.

Active attack

— On (TestPwd, sid, P, pw*) from A, if 3 a fresh record (sid, P, P’, pw, ) then:
e If pw™ = pw then mark it compromised and return “correct guess”;
e If pw* # pw then mark it interrupted and return “wrong guess”.
— On (RegisterTest, sid, P) from A, if 3 a fresh record (sid, P, P’,-,-) then
mark it interrupted and flag it tested.
— On (LateTestPwd, sid, P, pw*) from A, if 3 a record (sid, P, P’, pw, -, K)
marked completed with flag tested then remove this flag and do:

Key generation
On (NewKey, sid, P, K*) from A, if 3 a record (sid, P, P’, pw, role) not marked completed then do:

— If the record is compromised, or either P or P’ is corrupted, then set K := K*.

— If the record is fresh and 3 a completed record (sid, P’, P, pw,role’, K') with role’ # role that was fresh when
P’ output (sid, K'), then set K := K.

— In all other cases pick K <x {0,1}".

Finally, append K to record (sid,P,P’, pw, role), mark it completed, and output (sid, K) to P.

Fig. 1. UC PAKE variants: The original PAKE functionality Fpake of Canetti et al. [10] is the version with all
gray text omitted. The relaxed PAKE functionality F,pake includes the gray text but omits the boxed portions; the
lazy-extraction PAKE functionality Fiepake includes the gray text but omits the dashed portions.



Session initiation

On (NewSession, sid, P, P’, pw, role) from P, ignore this query if record (sid, P, ,-,-) already exists. Otherwise
record (sid, P, P’, pw, role) marked fresh and send (NewSession, sid, P, P’, role) to A.

Active attack

— On (TestPwd, sid, P, pw*) from A, if 3 a fresh record (sid, P, P, pw,-) then:
e If pw™ = pw then mark it compromised and return “correct guess”;
e If pw™ # pw then mark it interrupted and return

— On (RegisterTest, sid, P) from A, if 3 a fresh record (sid, P, P’,-,-)
then mark it interrupted and flag it tested.

— On (LateTestPwd, sid, P, pw*) from A, if 3 a record (sid, P, P’, pw, -, K)
marked completed with flag tested then remove this flag and do:

Key generation and explicit authentication

“wrong guess”.

If pw* = pw then return “correct guess” to A.
If pw* # pw then return “wrong guess” to A.

— |On (GetReady, sid, P) from A, if 3 a record (sid, P, P’, pw, role) marked ‘

fresh then re-label it ready. ‘

— On (NewKey, sid, P, K*) from A, if 3 a record (sid, P, P’, pw, role) not marked completed then do:

Finally, append K to record (sid, P, P’, pw, role), mark it completed, and output (sid, K) to P.

If the record is compromised, or P or P’ is corrupted, , then set K:=K".

Else, if the record is fresh or ready, and 3 a record (sid, P, P, pw, roIe’)‘

marked ready s.t. role’ # role then pick K «+x {0, 1}".

Else, if the record is and 3 a completed record (sid, P, P, pw,role’, K') with role’ # role that was
fresh when P’ output (sid, K'), then set K := K'.

In all other cases, .

Fig. 2. The Fipake-ea functionality for relaxed PAKE-EA. The original PAKE-EA of Groce and Katz [14] corresponds
to the version with gray text omitted. The boxed text highlights the differences from Fpaxe.



abort if it did not establish a matching session key with its intended partner. As in the case of PAKE, the
original PAKE-EA functionality introduced by Groce and Katz required the attacker to make its password
guess before the session key is generated, while we introduce a relaxed version of the PAKE-EA functionality,
denoted F pake-ea and shown in Fig. 2, that allows the attacker to delay its password guess until after the
session has completed.® If the attacker’s guess is correct, it is notified of that fact; our relaxation thus parallels
that of F.pake. Note that such late password guess can only be performed on aborted sessions, since the
attacker must send a RegisterTest query before the session completes, which marks the session interrupted,
and by the rule of explicit authentication, an interrupted session must result in aborting.

Besides the intuitive appeal of our relaxed definitions, we justify these relaxations by showing that it is
easy to realize Frpake-ea in the Flepake-hybrid world (Section 4), that any protocol realizing Fpake satisfies
perfect forward secrecy (Section 5), and that any protocol realizing Fiepake satisfies weak forward secrecy
(Section 5.3).

Note on the relaxed PAKE functionality used in [15]. A preliminary version of the lazy-extraction
PAKE functionality, referred as “relaxed PAKE” therein, appeared in an early version of [21] and was
adopted by [15] as a model for the CPace protocol. This version is imprecise in several respects: First, it
does not require the adversary to explicitly attack an online session via a RegisterTest query before issuing a
LateTestPwd query on a completed session. This appears too weak, e.g. because it allows an adversary to issue
LateTestPwd queries even on passively observed sessions. On the other hand, it restricts the adversary from
making a LateTestPwd query upon completion of the matching counterpart’s session (with a matching sid
but not necessarily a matching password), which appears too strong, because a man-in-the-middle attacker
can make P’ complete with a random key or an abort, and this does not affect its capabilities regarding party
P. Our lazy-extraction PAKE functionality makes this notion more precise, and in Appendix B we show that
TBPEKE [31] and SPEKE [19] realize the lePAKE fuctionality under (Gap) CDH and SDH assumptions.
Since CPace [15,16] is a close variant of SPEKE these results will therefore apply also to CPace if its key
derivation hash is modified to include additional elements such as the protocol transcript (see Section 3.1).

3 Security of SPAKE2

We consider SPAKE2 as a motivating example for our work. SPAKE2 was proposed by Abdalla and
Pointcheval [4] and shown secure in the game-based PAKE model [5] under the CDH assumption in the
ROM. SPAKE?2 is, to the best of our knowledge, the most efficient PAKE protocol which does not assume
ideal cipher over a group. Its costs are 2 fixed-base and 1 variable-base exponentiations per party, and it is
round-minimal because it can be executed in a single simultaneous round of bi-directional communication.

We give independent proofs that SPAKE2 realizes lazy-extraction UC PAKE and that it meets the game-
based PFS definition, which was not considered in [4]. The lazy-extraction UC PAKE result is tight with
respect to Gap CDH, but the game-based PFS result is not: we require a special assumption introduced
in [4] for which a reduction to Gap CDH is known, but this is not tight. Still, since we do not know that
lazy-extraction UC PAKE security implies PFS security, this result is the only one we have for the PFS
security of (raw) SPAKE2.° Below, we only include the proof that SPAKE2 realizes the lazy-extraction UC
PAKE functionality. The direct proofs that SPAKE2 realizes the game-based PAKE (with tight reduction)
and game-based PAKE with PFS (with security degradation) are included as supplementary material.

We recall the two-flow, simultaneous round SPAKE2 protocol of [4] in Fig. 3, with some notational choices
adjusted to the UC setting.

5 While relaxing the Groce-Katz functionality, we also make some minor changes to their original: (1) we make the
parties symmetric, and do not require the server to generate a session key first, and (2) we allow the adversary
to force a party to abort by sending a (NewKey, sid, P, L) message. (This second modification is required, and its
omission appears to be an oversight of Groce and Katz.)

6 Note that the combined results of Sections 4 and 5 show that SPAKE2 followed by a key confirmation round is
PF'S secure with tight security with respect to Gap CDH.



Public parameters: generator g and random elements M, N of group G
of prime order p; hash function H: X — {0,1}"

‘P on (NewSession, sid, P, P’, pw, client): P’ on (NewSession, sid, P’, P, pw’, server):

T <R Zp Y <R Zp

X g% M Y e gv - NP
X Y

Y« Y/N™ X« x/M7

K « H(sid, P, P, X, Y, pw,Y?) K' < H(sid, P, P', X, Y, pw’, X¥)

output K output K’

Fig. 3. SPAKE2 protocol of [4]

Theorem 1. SPAKE?2 realizes the Lazy-Extraction PAKE functionality Fiepake in ROM under the Gap-CDH
assumption.

CDH and Gap CDH assumptions. Recall that the Computational Diffie-Hellman (CDH) assumption
states that, given generator ¢ and two random elements X = g%, and Y = ¢® in a cyclic group of prime
order, it is hard to find Z = CDHy(X,Y) = g®®. In the gap version, the problem must remain hard even if
the adversary has access to a Decisional Diffie-Hellman oracle.

Simulator for SPAKE2. The UC simulator SIM for SPAKE2, given in full in Fig. 4, acts as the ideal
adversary, with access to the ideal functionality Fiepake (shortened to F in the subsequent discussion and
proof). The goal is to emulate (except for negligible probability), the real-world interactions between the
environment Z, any real adversary A, and the real SPAKE2 protocol.

Thus, SIM must simulate messages that appear to come from the real players, respond appropriately to
adversarial messages, and answer random oracle queries consistently. SIM has access to the F interface, but
not the secret inputs (i.e, the passwords) of the honest players.

We briefly describe how SIM simulates client P’s interaction with Z/.A; the server case is similar since the
protocol is symmetric. SIM first embeds trapdoors into the CRS, i.e., it picks m,n < Z, and sets M = g™
and N = ¢g". To simulate the protocol message X, SIM picks z < Z, and sets X = ¢*. Since X is also
uniformly distributed in the real protocol, the environment cannot tell the difference. When A queries the
random oracle H(sid, P, P’, X, Y’ pw, W), SIM decides whether it corresponds to a valid password guess:
SIM first computes the exponent & such that X = g* - MP", using the CRS trapdoor m, and then checks if
W = (Y'/NP%)% If so, then SIM stores (Y',pw). If A later sends a protocol message Y’ aimed at P, then
this is an online attack: when .4 makes the RO query, SIM picks a random string K as the output, and stores
K together with (Y’, pw). Then, when A sends Y’, SIM sends (TestPwd, sid, P, pw) to F, and if F replies
“correct guess,” then SIM sets P’s key to K by sending (NewKey, sid, P, K) to F; if F replies “wrong guess,”
then SIM sends (NewKey, sid, P,0%) to F (and F will set P’s key to a random string). On the other hand, if
A makes the RO query after sending Y’, then this is a postponed attack, so SIM sends (RegisterTest, sid, P)
to F when A sends Y’, and later sends (LateTestPwd, sid, P, pw) to F when A makes the RO query; upon
F replying a key K, SIM “programs” the RO output as K.

Record keeping. For each party identifier P and session identifier sid, the simulator SIM stores a state
75 containing the following values:

— The role role € {client, server} of P in this session.

— The private exponent exp used in the network messages, « for C and y for S. In the first few games,
this exponent has the same meaning as in the protocol, however, in the final simulator, it is the actual
discrete log of the simulated network message.

— The transcript of the session includes variables (C,S, X,Y, X*, Y*), where C,S are party identifiers for
client and server respectively, X,Y are simulated messages, and X*, Y* are adversarial messages. Note



that SIM only directly stores messages X and Y* for clients (copying Y from the server if it exists), and
symmetrically stores Y and X* for servers (copying X from the client if it exists). Unknown values are
set to L.

— The password pw of the party. This value is only set and used in intermediate games when the simulator
knows the parties’ passwords and needs to directly verify password guesses.

— A table guesses mapping values Z* to tuples (pw, k*), representing potential password guesses, and
corresponding keys, made by the adversary using the random oracle H. If an adversarial network message
Z* is received, the simulator can then look up the corresponding password pw, which it sends to F to
test; if the guess is correct, SIM instructs F to set the final key as k*, and otherwise lets F pick a random
key.

— A flag waiting set to T if no adversarial message Z* has been received for this party and sid, and F
otherwise. This flag ensures that the first adversarial message for each (P, sid) pair is processed, and all
others are ignored.

The simulator additionally stores a global value g5 which is the maximum number of paired sessions, upper
bounded by the total number of values Z* sent by .A.

Let Realz 4 spakez be the probability of the event that environment Z with adversary A outputs 1 in
the real world, and Idealz v .spake2 be the corresponding probability in the ideal world. The goal is to
show that ‘Realzy_A’sp/_\KEz — Idealz’s|M75pAKE2| is negligible.

We use the well-known sequence-of-games proof strategy to show that we may move from the real game to
the simulator in a manner indistinguishable to the environment, except for negligible probability. We begin
with Game 0, the real game, and move through a series of steps, each of which we show to be indistinguishable
from the previous, to the final simulator. The full code of intermediate Games 1-4 is illustrated in Appendix C.
Throughout the proof, Gi denotes the probability that Z outputs 1 while interacting with Game i.

Proof of Theorem 1.

GAME 0. This is the real world, in which A4 interacts with real players, and may view, modify, and/or drop
network messages.
RealZ7A,5pAKE2 =Pr [GO]

GAME 1. (Simulate real world with trapdoors) We now simulate the behavior of the real players and the
random oracle. The simulation is exactly as the real game, except for the inclusion of record keeping, and
embedding of trapdoors in M and N, i.e, setting M = g™; N = ¢g" for known m and n. The embedding of
trapdoors is not noticeable to the environment as M, N are still drawn from from the same distribution as
before, thus:

Pr [G1] = Pr [GO].

GAME 2. (Random key if adversary is passive) If the adversary passes a simulated Z message sent to
(sid, P) without modification, output a random key for P instead of the true random oracle output. The
environment notices this change only if A makes a hash query that would result in an inconsistency, namely
H(sid,C,S, XY’ pw, W = ¢*¥), where X' = ¢g* MP¥ Y’ = g NP* are the simulated messages. We check
for such queries, and abort if any occur.

We may reduce this event to Gap-CDH as follows: Consider an adversary Bs against Gap-CDH. On
generalized CDH challenge” (A; = g%, - JAg, = g%, By = gbr, - , By, = gb%), the reduction indexes
sessions (sid, P, P’), and embeds X; = A; - MP¥i| Y = B; - NP¥i when generating the simulated messages
for the ith session. The reduction can re-use the code of G2, except for the cases where it requires the secret
exponents a; and b;: (1) to generate K « H(sid,C,S, X,Y, pw, Y% {or X%}) and (2) to check for the “bad
event” of an inconsistency in the hash response. To handle case (1), the reduction stores an additional value
K for each session (sid,C,S) which is set randomly when either the reduction must handle case (1), or when
A queries H(sid,C,S, X", Y’, pw, W) such that the password is correct and DDH(X',Y’, W) holds (checked

via the DDH oracle): if either of these events happens again the same value of K is used. The check of case

7 The generalized CDH problem is tightly equivalent to the CDH problem by random-self reducibility.
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generate CRS
M + g™, N « g" for (m,n) <=r Zp
return M, N

on (NewSession, sid, P, P’, role) from F
if T3¢ 2 1: return L
(X,Y) « (L, 1)
if role = client :
C,S8) «+ (P, P
24 R Zp; X — M*, Z +— X
if w3 # 1 and 75 role # client: Y + w5l Y; il X + X
else if role = server :
C,8) «+ (P',P)
24 RrZLp; Y+ N*, Z+Y
if w3 # 1 and 75 role # server: X < mii X; malY <Y
w5t (role,z,C,S,X,Y, L, L, 1,1,T)
send Z from P to A

on Z* from A as msg to (sid,P)
if 2% = | or m.waiting = F: return L
(role,-,C, S, X,Y,-, -, -, guesses, -) + ma?
K« 0"
if role = client :

Tl Y — 7

if Z* =Y jump to end
else if role = server :

w5t X* — 77

if Z* = X: jump to end
if w5 .guesses[Z*] = (pw, k*):

reply < (TestPwd, sid, P, pw) to F

if reply = “correct”: K <+ k*
else: send (RegisterTest, sid, P) to F
end: ¢ . waiting = F

send (NewKey, sid, P, K) to F

on H(sid,C,S, X", Y’ pw, W) from A:
if Tu[sid,C,S, X', Y, pw, W] = L:
K <& {07 1}H; (j”g) — (J-v J—)
if 78 £ 1 & m-7dexp—m - pw
ifrgd £ 1 g n-n8lexp—n-pw
if 784X = X" and 78%Y =Y’ and W = ¢*%: abort
else if 78 X = X’ and W = (Y'/NP¥)® .
if Y = 7. Y*: P < C; jump to late_test_pw
else: 78 guesses[Y’] + (pw, K)
else if 744 Y =Y’ and W = (X'/MP¥)?.
if X' = 7% X*: P+ S; jump to late_test_pw
else: 754 guesses[X'] + (pw, K)
jump to end
late_test_pw: reply < (LateTestPwd, sid, P, pw) to F
K < reply; if no reply, abort
end: Ty[sid,C,S, X", Y’ pw, W] + K
send Tn[sid,C,S, X', Y’ pw, W] to A

Fig. 4. UC Simulator for SPAKE2.
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(2) can be done via the DDH oracle, i.e., by querying DDH(A;, B;, W): if the bad event occurs, By solves the
CDH challenge with answer W. Thus:

|Pr [G2] — Pr [G1]| < Advg ™.

GAME 3. (Random simulated messages) On (NewSession, sid, P, P’, role), if this is the first NewSession for
(sid, P), set Z < g7 for z <—¢ Z,, and send Z to A as a message from P to (P’, sid). Note that we may now
compute the original exponents via: £ = m - ngd.exp —m-pwand y=n- W%’d.exp — n - pw. This change is

not observable to the environment, as it is merely a syntactic change in the calculation of the exponents:
Pr [G3] = Pr [G2].

GAME 4. (Random keys if adversary does not correctly guess password) We now detect when an adversarial
hash query corresponds to a password guess. We can detect this event by inspecting the X', Y’, pw and W
values provided to the hash oracle. Let us assume the adversary is guessing the client’s password (the server
case is symmetric). To make a password guess against the client, the adversary must set X' = 78X, i.e.,
use the simulated message sent by the client. The adversary can use any choice of Y’, but to correspond
with a specific password guess, the following must hold: W = (Y’/NP¥)# (where  is the exponent such that
wgid.X = g®MP"). In other words, W must be the value that would be used by a real client if Y’ were sent
as the server’s message. If such a password guess query is detected, we check if Y’ was previously sent as
an adversarial message on behalf of the server: if so, and if the password guess is correct, we program the
random oracle to match the previously sent key. If Y/ was not previously sent, we note the values Y', pw
queried by the adversary and the random key K output by the RO. If Y’ is later sent as the adversarial
message, and the password is correct, we output the stored key K. If the password is incorrect, we output a
random key independent of the RO table. If at any point a second password guess (correct or incorrect) is
detected for the same sid and party, we abort the game.

This change is noticeable to the environment only in the abort case, i.e, the case where the adversary
makes two password guesses with a single (X', Y”) transcript, i.e.:

H(sid,P,P', X", Y’ pw,Z) and H(sid,P,P’, X", Y’ pw', Z"),
such that pw # pw’, and
CDH(g™*/MP*¥ g™ /NP¥) = Z and CDH(gmm/Mp“’/,g"y/Np“’,) =7

Call this event bads. It can be split into two cases: 1) for one of the passwords pw* € {pw,pw’} it holds
that X/ = MP¥" or Y/ = NP*" i.e., there is a collision between the guessed password pw* and the secret
exponent x or y or 2) there is no such collision. Case 2, which we denote badi, can be reduced to Gap-CDH,
as shown in Lemma 1. Case 1 can be reduced to Gap-DL as follows: Adversary Bs o on Gap DL challenge
A = g%, sets simulated messages as: X; = A- g2+ and Y; = A - g4, picking a fresh random A; , and A,
for each session (sid,P,P’). In the ith session (for every i), By.2 uses the DDH oracle to check for bady. If
true, By o further checks if Y/ = NPw™ or X' = MP*" for one of the passwords: in the former case this means
that Y/ = NP¥ = A . g%v, so npw = a + Ay, and By can output the DL solution is a = npw/A; ,, and
the latter case is symmetric. We have that

Pr [G4] — Pr [G3]| < AdvEPh + AdvgPH,

GAME 5. (Use Fiepake interface) In the final game, we modify the challenger so that it uses the Register Test, TestPwd
and LateTestPwd interfaces to check passwords, and the NewKey interface to set keys. This is an internal
change that is not noticeable to the environment, thus

Pr [G5] = Pr [G4].

In addition, this simulator perfectly mimics the ideal world except for the cases where it aborts, which
we have already shown to happen with negligible probability, so:

Idealz sim spake2 = Pr [G5].
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Thus the distinguishing advantage of Z between the real world and the ideal world is:
|Idealz sim,spake2 — Realz 4 spakez| < AdVgSDH + AdVgBE + AdVgEEH,
which is negligible if Gap-CDH is hard. O

Lemma 1. For every attacker A, there exists an attacker By (whose running time is linear in the running
time of A) such that:
1 GCDH
Pr[G4 — bad,] < Advy

Proof. Consider an attacker B4 against GCDH. It receives a challenge (M = g™, N = ¢") and wants to
find CDH(M, N) = g™™. The attacker emulates G4, except for setting the CRS values as M, N from the
challenge instead of randomly. It uses the DDH oracle to carry out the three checks in the if/else if/else if
structure of the hash response, and for detecting the bad event.

In particular, it detects the bad event bad}1 when it sees two hash queries (sid, X',Y’, pw,Z) and
(sid, X', Y’ pw’, Z") such that pw # pw’, and both of the following hold, where either z or y is known
(i.e, chosen by the attacker as the exponent for a simulated message):

CDH(g™* /MP®, g™ [NP¥) = Z (1)

CDH(g™ /MP" g™ IN?) = 2/ 2)

The attacker can then solve for the CDH response, g™, as follows.
First, write Z = ¢%; Z’ = ¢* for unknown z,z’ € Z,. Considering only the exponents in Eqs. (1) and (2),
we have that:

m(z — pw) - n(y — pw) = z (3)
m(z —pw') -n(y — pw') =2’ (4)
Assume that the attacker knows the exponent x (the other case is symmetric). Scaling Egs. (3) and (4)
by resp. (z — pw’) and (z — pw), gives:
m(z — pw')(z — pw) n(y — pw) =z (z — pw’) (5)
m(z — pw)(z — pw') -n(y — pu') = 2" (z — pw) (6)
Subtracting Eq. (6) from Eq. (5) allows us to remove the unknown y term:
mn(z — pw)(z — pw')(pw' — pw) =z - (z — pw’) — 2" - (x — pw) (7)
Finally, we may solve for the desired CDH value:
g = (ZErw) | gpw—e)y1/ (z—pw)(—pw’) (pu—pw’)
This is possible as long as we are not dividing by zero, i.e., if pw # x and pw’ # x, which is explicitly

excluded in the definition of event bad) (see Case 2 of G4 for handling of this case).
O

Remark. The proof relies on the gap version of CDH [29], and it seems hard to prove security from the
standard CDH assumption. The Decision Diffie-Hellman oracle is used throughout the proof to maintain
consistency of answers to RO queries, and that this is needed even to deal with sessions in which the
adversary is passive: the reduction still needs to be able to consistently deal with the sessions where the
attacker is active and the attacker may adaptively decide to launch an active attack after seeing one of the
protocol messages. The same happens for all the other PAKE protocols we describe next.
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3.1 Extensions to TBPEKE, SPEKE, and their variants

In Appendix B, we prove that the TBPEKE protocol proposed by Pointcheval and Wang [31] also realizes
the lazy-extraction PAKE functionality under the same assumptions which were used to prove its game-
based security. Moreover, since TBPEKE is a representative example of a class of protocols which includes
SPEKE [19,28,17] and CPace [15,16], the same holds for these other protocols as well, or for their close
variants. These additional examples show that the lazy-extraction PAKE model captures a broad class of
practical PAKE protocols.

The proof that TBPEKE is a secure lazy-extraction PAKE follows the same structure as the one we give
for SPAKE2, but a stronger computational assumption is required to exclude the possibility that an attacker
can place multiple consistent queries to the Random Oracle (see Appendix B). It is straightforward to adapt
our security proof for TBPEKE to show that lazy-extraction UC PAKE functionality is realized under the
same assumptions also by SPEKE.® Since CPace is a close variant of SPEKE, this holds also for CPace if
additional elements, such as the protocol transcript, are included in the key derivation hash.”

4 Adding Explicit Authentication

We will show that any protocol that securely realizes the lazy-extraction UC PAKE functionality Fiepake,
followed by a key confirmation round, is a secure realization of the relaxed UC PAKE-EA functionality
Fepake-Ea- (See Section 2 for the definition of these functionalities.) This protocol compiler construction is
shown in Fig. 5

P on (NewSession, sid, P, P’, pw, client): P’ on (NewSession, sid, P’, P, pw’, server):

(NewSession, sid, P, P’, pw, client) (NewSession, sid, P', P, pw’, server)

\ 1ePAKE prot. IT \

_ (sid, k) (sid, k")
= PRF4(1) K' = PRF,/(1)
¢ = PRF%(2) - - 7s = PRF/(3)
v = PRF.(3) c . — vs = PRF4(2)
if 7s = 7y¢: output (sid, K) if 7¢ = vs: output (sid, K')
else: output (sid, L) else: output (sid, L)

Fig. 5. Compiler from lePAKE protocol IT to rPAKE-EA protocol IT’.

Theorem 2. Protocol II' shown in Fig. 5 realizes the Relazed PAKE-EA functionality F.pace-ga if II realizes
the Lazy-Extraction PAKE functionality Fiepake and PRF is a secure PRF.

Figure 6 shows the simulator used in the proof of Theorem 2, but the full proof of this theorem is deferred
to Appendix A.

Compiler from PAKE to PAKE with entity authentication. If we replace the lazy-extraction PAKE
functionality with the (standard) PAKE, then the same compiler construction realizes the (standard) PAKE

8 For instance, in the case of SPEKE (in which ¢ = G(pw)), one can adapt the proof for TBPEKE by simulating
the random oracle G as U - V7).

9 In CPace [15] the key derivation hash includes only the session ID and the Diffie-Hellman key, while our proof of
TBPEKE security assumes that it includes also party IDs, the password-dependent base, and the transcript.
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On (NewSession, sid, P, P’, role) from F
If there is no record (sid,P,...) then:
Send (NewSession, sid, P, P’, role) to A and store (sid, P, P’, role) marked fresh.
On (TestPwd, sid, P, pw™) from A
If there is a fresh record (sid,P,...) then:
Send (TestPwd, sid, P, pw™) to F;
If F replies “correct guess” then pass it to A and mark this record compromised.
If F replies “wrong guess” then pass it to .4 and mark this record interrupted.
On (RegisterTest, sid, P) from A
If there is a fresh record (sid,P,...) then:
Mark this record interrupted and flag it tested.
On (NewKey, sid, P, k™) from A
If there is a record (sid, P, P’, role) not completed then:
Define k as follows:

If this record is compromised, or P or P’ is corrupted, then set k := k*.

Else if this record is interrupted (tested or not), then set k <—r {0,1}".

Else set k := L.

If £ # L then:
If role = client then set 7 := PRF(2) and 7 := PRF(3);
If role = server then set 7 := PRF(3) and v := PRF(2);
Else, i.e., if k=1, pick 7 <—x {0,1}", set v:= 1, and send (GetReady, sid, P) to F;
Mark record (sid,P,P’,role) “completed with key k and tag v”;
Send 7 to A as the authenticator from P to P’.
On delivery of an authenticator from A
If record (sid, P, P’,role) is marked “completed with key k and tag +”, and A sends a purported authenticator,
denoted 7, to protocol instance (sid,P) then:
If (sid, P, P, role) is flagged tested:
Send (RegisterTest, sid, P) to F.
If £ # L then:
If 7" = ~ then send (NewKey, sid, P, PRFx(1)) to F.
If 7% # ~ then send (NewKey, sid, P, L) to F.
If k = L (i.e., the record was fresh right before it became completed) then:

If there is a completed record (sid, P’, P, role’) for role’ # role, which was
marked fresh right before it became completed, and which sent out
authenticator 7’ s.t. 7* = 7/, then send (NewKey, sid, P,0") to F.

Else send (NewKey, sid, P, L) to F.

On (LateTestPwd, sid, P, pw™) from A
If there is a record (sid, P, ...) marked “completed with key k", and flagged tested:
Remove the tested flag from this record;
If A did not send an authenticator to protocol instance (sid,P) then send
(TestPwd, sid, P, pw™) to F;
Else send (LateTestPwd, sid, P, pw*) to F;
If F replies “correct guess” then send k to A.
If F replies “wrong guess” then send k¥ < {0,1}" to A.

Fig. 6. Simulation for relaxed PAKE-EA protocol in Figure 5.
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with explicit authentication functionality. In other words, by dropping the “laziness” of the underlying
PAKE protocol, we get a compiler from PAKE to PAKE with explicit authentication. While technically
not a corollary of Theorem 2, it is clear that the proof of Theorem 2 can be slightly modified to prove this
conclusion: In that proof, the simulator SIM sends a password test (i.e., send a LateTestPwd message to
Fepake-ea) only if A does so (i.e., sends LateTestPwd message aimed at Fiepake played by SIM); therefore, if
both SIM and A are not allowed to do a late password test, the simulation will still succeed.

While the fact that PAKE plus “key confirmation” yields PAKE with explicit authentication is well
known, to the best of our knowledge, there has been no proof of this in the UC setting.

SPAKE2 with key confirmation. An immediate corollary of Theorems 1 and 2 is that SPAKE2 with key
confirmation realizes the relaxed UC PAKE-EA functionality F,pake-ga under the Gap-CDH assumption in
ROM. Fig. 7 shows the resulting 3-flow protocol with the client as the initiator.

Public parameters: generator g and random elements M, N of group G
of prime order p; hash function H: X — {0,1}"

P on (NewSession, sid, P, P’, pw, client): P’ on (NewSession, sid, P’, P, pw’, server):

T <R Zp Y <R Zp

X+ g° - M Y < g¥ - N7
X X « x/mm

K « H(sid, P,P', X, Y, pw’, X¥)
¥.rs) K',7s,7s + PRF/ (1), PRF./(3), PRF./(2)
Y « Y/NP¥ TS

k < H(sid, P, P', X, Y, pw, Y?)

K, 7c,vc < PRFi(1), PRF.(2), PRFy(3)

if 7s = v¢: output K L if 7c = vs: output K’
else: output L else: output L

Fig. 7. SPAKE2 with key confirmation.

5 PAKE Relaxations and PFS

In this section we prove that any protocol that realizes the Relaxed PAKE functionality satisfies the stan-
dard game-based notion of security for PAKE protocols offering perfect forward secrecy (PFS). This is an
important sanity check for the definition, as it shows that the extra power given to the ideal-world adver-
sary by the late test feature does not weaken the security guarantee for PAKE sessions that are completed
before passwords are corrupted. We show that a similar argument can be used to show that the weaker
Lazy-Extraction PAKE definition implies a weak form of PFS, referred to as weak F'S, where security in the
presence of password leakage is only guaranteed with respect to passive attackers [24,27].

5.1 Defining PFS

We recall the standard game-based notion of security for PAKE protocols and which follows from a series of
works [2,3] that refined the security notion proposed by Bellare, Pointcheval and Rogaway in [5]. Section 3
and supplementary material include the full details.
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The definition is based on an experiment in which a challenger emulates a scenario where a set of parties
P1,...,Pn, each running an arbitrary number of PAKE sessions, relies on a trusted setup procedure to
establish pre-shared long-term (low-entropy) passwords for pairwise authentication. Passwords for each pair
(P;,Pj) are sampled from a distribution over a dictionary D; we assume here the case where D is any set
of cardinality greater than one, and each password is sampled independently and uniformly at random from
this set.! A ppt adversary A is challenged to distinguish established session keys from truly random ones
with an advantage that is better than password guessing.

The security experiment goes as follows. The challenger first samples passwords for all pairs of parties,
generates any global public parameters (CRS) that the protocol may rely on and samples a secret bit b. The
challenger manages a set of instances 7/, each corresponding to the state of session instance j at party P,
according to the protocol definition. The adversary is then executed with the CRS as input; it may interact
with the following set of oracles, to which it may place multiple adaptive queries:

EXECUTE: Given a pair of party identities (P;, P;) this oracle animates an honest execution of a new PAKE
session established between the two parties and returns the communications trace to the attacker. This
gives rise to two new session instances 7% and 7r§», which for correct protocols will have derived the same
established session key.

SEND: Given a party identity P;, an instance j and a message m, this oracle processes m according to the

state of instance 7] (or creates this state if the instance was not yet initialized) and returns any outgoing
messages to the attacker.

CORRUPT: Given a pair of party identities (P;, P;), this oracle returns the corresponding pre-shared pass-
word. )

REVEAL: Given a party identity P; and an instance j, this oracle checks 7 and, if this session instance has
completed as defined by the protocol, the output of the session (usually either a secret key or an abort
symbol) is returned to the attacker. ‘

ROR: Given a party identity P; and an instance j, this oracle checks 7] and, if this session instance has
completed as defined by the protocol and this session instance is fresh, the adversary is challenged on
guessing bit b: if b = 0 then the derived key is given to the attacker; otherwise a new random key is
returned.!!

Eventually the adversary terminates and outputs a guess bit b’. The definition of advantage excludes trivial
attacks via the notion of session freshness used in the ROR oracle. Formal definitions are given in the
supplementary material, here we give an informal description. Two session instances are partnered if their
views match with respect to the identity of the peer, exchanged messages and derived secret keys—the first
two are usually interpreted as a session identifier. A session is fresh if: a) the instance completed; b) the
instance was not queried to ROR or REVEAL before; ¢) at least one of the following four conditions holds:
i. the instance accepted during a query to EXECUTE; ii. there exists more than one partner instance; iii. no
partner instance exists and the associated password was not corrupted prior to completion; iv. a unique fresh
partner instance exists (implies not revealed).

A PAKE protocol is secure if, for any ppt attacker interacting with the above experiment and placing at
most gs queries to the SEND oracle, we have that

| Pr[b’ =b] —1/2]| < ¢s/|D| + ¢,

10 This assumption is standard for the corruption model captured by this game-based definition. If correlated pass-
words were allowed, then corrupting one password might reveal information that allows the attacker to trivially
infer another one; preventing trivial attacks in this setting leads to a definition in the style of [5], where the cor-
ruption of a password must invalidate ROR queries associated with all correlated passwords; this means the whole
dictionary if no restrictions is imposed on the distribution. The finer-grained definition of password corruption we
adopt here does not easily extend to the case of arbitrary correlations between passwords. See the supplementary
material for a discussion. The UC definition covers arbitrary password sampling distributions and the results we
prove in this section should extend to any reasonable game-based definition that deals with more complex password
distributions. This is clearly the case for the concrete distributions discussed in the supplementary material.

We use RoR (Real-or-Random) for this oracle rather than the standard TEST oracle designation to avoid confusion
with the test and late test requests that are included in the UC PAKE ideal functionality definitions.
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where € is a negligible term.

The original definition proposed by Bellare, Pointcheval and Rogaway [5] allows for stronger corruption
models—fixing the corrupt password maliciously and revealing the internal state of session instances—which
we omit here; it is straightforward to adapt our proof to the case of malicious password setting. We also do
not deal with the asymmetry between client and server (also known as augmented PAKE) as this is outside
the scope of this paper.

Known results for UC PAKE. Canetti et al. [10] introduced the notion of UC-secure PAKE and proved
that this definition implies game-based security of the protocol as defined in [5]. Our proof that Relaxed
PAKE implies game-based PAKE with PFS follows along the same lines and relies on two auxiliary results
from that original proof that we recover here; the first result concerns a generic mechanism for the handling
of session identifiers called SID-enhancement and the second one is a general result for security against
eavesdroppers.

Given a two-party protocol II, its SID-enhancement I1’ is defined as the protocol that has the parties
exchange nonces and then uses the concatenation of these nonces as SID. This transformation converts
any protocol IT that assumes SIDs provided by an external environment as the means to define matching
sessions, into another one that generates the SID on-the-fly as required by the syntax of the game-based
security definition. Both the original proof and the one we give here show that the UC security of IT implies
the game-based security of IT’. Intuitively, an environment simulating the PFS-game above can wait until
the SID for the enhanced protocol is defined before calling NewSession to initiate the session of the parties
in the UC setting.

For security against eavesdroppers, Canetti et al. show that no successful ideal world adversary can place
TestPwd queries on sessions for which the environment Z instructed the adversary to pass messages between
the players unmodified (i.e., to only eavesdrop on the session). We give here the intuition on why this is the
case and refer the interested reader to [10] for a detailed proof.

The crucial observation is that, for eavesdropped sessions, the ideal-world adversary generates all the trace
and hence has no side information on the password;this means that for every environment Z for which the
ideal-world attacker might place such a query, there exists an environment Z’ that can catch the simulator; Z’
operates as Z, but it uses a high-entropy password for the problematic session: in the real-world a session the
two honest parties will end-up with matching keys with probability 1—one assumes perfect correctness here
for simplicity—whereas an ideal-world adversary placing a TestPwd can never match the same behaviour.
Indeed, querying a wrong password to TestPwd leads to mismatching keys with overwhelming probability
in the ideal world and the ideal-world adversary cannot guess the password correctly except with small
probability.

This argument extends trivially to LateTestPw queries, as these must be preceded by a RegisterTest query
prior to session completion that also leads to mismatching keys with overwhelming probability. Furthermore,
the above reasoning also applies when the ideal-world adversary may have the extra power of simulating
an ideal object, i.e., the UC-secure PAKE protocol is defined in an F-hybrid model. Indeed, whatever
environment Z may have leaked to the ideal-world adversary via calls to F, there exists an environment Z’
that catches S as above.

5.2 Relaxed PAKE Implies PFS

Theorem 3. Let F be an ideal object such as a random-oracle or an ideal-cipher. If IT securely realizes
Fipake without explicit authentication, in the (Fcrs, F)-hybrid model, then its SID-enhanced version IT' is
PFS-secure according to the game-based definition given above.

Proof. (Sketch) The overall structure of the proof matches that given in [10].

Fix some dictionary D with |D| > 1 and any ppt adversary A’ attacking IT’ in the game-based setting
and placing at most gs; queries to the SEND oracle. Construct an environment Z that either interacts with
the “canonical” (dummy) real world adversary A or with the ideal-world adversary S and Fpake. This
environment runs A’ as a subroutine and emulates the entire PFS game for it; in particular, it creates all
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the pre-sampled passwords itself, as well as the secret bit b. The CRS is initially obtained via the real/ideal
world adversary, and it is provided to A’. The oracle queries placed by A’ are answered as follows:

— EXECUTE and SEND queries are answered by first instructing the real/ideal world adversary to perform
the necessary message exchanges, and then providing the observable trace or response to A’. We omit
here the details on how to handle SIDs, which we handle as in [10]: Z can wait until the SID is fixed in
IT’ before calling NewSession and then proceed as stated for subsequent steps in the protocol.

— CORRUPT queries are simply answered by giving the password to A’.

— REVEAL and ROR queries are answered by looking at the output tape of the corresponding party session
to obtain the generated session key, and then proceeding as in the game-based definition.

— F queries are passed on to the real/ideal-world adversary and the answer is returned back to A’.

When the adversary terminates, Z returns 1 if and only if b = ¥’. In short, the environment is constructed
such that the probability that Z outputs 1 when interacting with A in the real world is identical to the
probability that the game-based PFS experiment returns 1 when interacting with A’.

Let us now look at the ideal world. The UC security of the protocol guarantees the existence of an ideal
world adversary S that presents a view to Z that is computationally close to that which is observable in the
real world. We consider the setting of Z running A’ as a subroutine and interacting with this S.

The first observation is that here the PFS attacker A’ only gets information on the hidden bit b when
querying ROR on a session declared fresh by the PFS experiment. We will show that the PFS attacker has
no information on the derived keys for such fresh sessions for four different cases: 1) all sessions created by
Execute queries placed by PFS attacker A’; 2) sessions where the PFS attacker was active and S placed a
LateTestPw query after the session completed; 3) sessions where the PFS attacker was active and S did not
place a TestPw query before the session completed; and 4) sessions where the PFS attacker was active and
S placed a TestPw before the session completed for an incorrect password. Note that this leaves a fifth case
yet untreated, which is the same as the fourth one, except that password is correct. We handle this case at
the end of the proof.

Case 1. Let us first consider sessions established as a result of EXECUTE queries placed by A’. Recall all
such sessions are fresh unless the session key is explicitly revealed to A’. Here we apply the argument stated
for eavesdroppers by Canetti et al, which excludes any TestPwd or LateTestPwd queries. Note that in this
case, the session key output by the ideal functionality can only be revealed to A’ by Z through a reveal
query. However, if this occurred for either of the partner sessions, the freshness condition would not hold.
This means that the session key established for a created via an EXECUTE query is totally hidden from A’
in the ideal world.

Case 2. Note that all sessions not captured in the previous case were established as a consequence of SEND
queries placed by the PFS adversary and recall that at most ¢, such sessions can occur.

We next show that, for these sessions, if S placed a LateTestPwd query, this does not help S and A’ in
obtaining information about a key that is used by the ROR oracle. To see this, note that any session that
is late-tested gives rise to an independent session key in the ideal world that cannot be fixed via TestPwd;
moreover, LateTestPwd reveals nothing about this key to S§. Again, any session that is declared fresh by
the game-based experiment cannot have been revealed explicitly to A’, which means the session key is
information-theoretically hidden from it. Note that the above argument holds independently of the fact that
the password might have been corrupted prior to session acceptance and somehow included in a query to F.

Cases 3 and 4. For remaining cases of fresh sessions where A’ might get information about b, we cannot
exclude that the ideal-world adversary S has made a successful TestPwd query prior to session acceptance.
However, it is clear that, if such a query is not placed, then the same argument we used for the previous
cases applies and the established key is also information-theoretically hidden from the adversary A’, which
covers case 3. For Case 4, we note that the same argument still applies if the TestPwd query is placed with
a wrong password, as in this case S can get no side-information on the session key via the functionality.
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We can now conclude the proof as in [10]. We have shown that all secret keys on which A’ can be challenged
in the ideal world are information theoretically from it hidden from A’, unless S is able to make a successful
TestPwd query on a session that was established as a result of a SEND query placed by the PFS adversary.
We know that there are at most g5 such sessions. We argue that the overall probability that S makes such a
TestPwd query is at most ¢, /|D|. This is because, for those sessions to be fresh, the associated password was
not corrupted by A’ before session completion, and hence cannot have been leaked to S before the TestPwd
query was placed. Note that this argument holds for any possible because all prior communication between
Z and S that could transfer information on the password to S (both protocol messages and calls to F) are
created by A’, and A’ cannot have information on the password if the session is fresh.

This means that an up-to-bad argument can be used to show that the ideal-world view of Z is ¢s/|D|-
close to that of a modified experiment in which Z outputs 1 with probability exactly 1/2. Combining the
various terms one derives that the game-based advantage is upper-bounded by ¢s/|D| + €, where € is the
distinguishing advantage of Z. O

5.3 Lazy-Extraction PAKE Implies Weak FS

The proof of the above theorem can be adapted to show that any protocol that realizes the Lazy-Extraction
UC PAKE functionality is secure under a weak form of game-based security: the attacker is not allowed
to corrupt the passwords of sessions against which it launches an active attack. This notion of game-based
security for PAKE is sometimes called weak FS. We summarize how the proof can be adapted.

The first step is to notice that the same argument that excludes any simulator that places TestPwd or
LateTestPwd queries for eavesdropped sessions under the relaxed UC PAKE definition still applies in the lazy
extraction setting. This means that all cases in the proof except for case 2) can be handled as before: case
1) concerns eavesdropped sessions, whereas all other cases are related with the TestPwd query, for which the
behavior of the ideal functionality is the same as in the theorem. This leaves LateTestPwd queries.

The important observation here is that LateTestPwd can be handled exactly as TestPwd queries: under
weak FS the attacker A’ can no longer corrupt a password for an actively attacked session, and hence
the relevant password is hidden from the simulator during the entire execution. The probability that the
simulator gets the password right is therefore 1/|P| in each LateTestPwd query. On the other hand, if the
simulator guesses wrong, it receives no information about the correct session key (it gets a random string
from the lazy-extraction UC PAKE functionality). Since we know that the ideal world adversary can place at
most one LateTestPwd or TestPwd query, and that at most ¢, actively attacked sessions exist, the implication
follows from the same up-to-bad reasoning and holds with the same bound.

5.4 Practical implications

Putting together the results in Section 3 and Section 4 we obtain positive results for rPAKE secure protocols
in the Universal Composability framework, namely SPAKE2, TBPEKE, CPACE and SPEKE, followed by
a round of key confirmation (although we did not give a detailed proof for the latter two, and regarding
CPACE we expect that the proof will require that additional elements, such as the protocol transcript, are
included in the key derivation hash). The result in this section shows that all such protocols are also PFS
secure in the game-based setting. The caveat here is that this proof involves modifying the protocol to deal
with session identifiers: The UC PAKE model requires a unique session identifier as an input of the protocol,
while in practice agreeing on such identifier before the protocol starts can add extra communication rounds
to the protocol. For completeness, we include a direct proof that SPAKE2 with key confirmation provides
game-based PFS with a tight reduction to Gap CDH in ROM as supplementary material.
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A Proof of Theorem 2

Proof. We construct a simulator SIM as in Fig. 6, which interacts with functionality F,pake-ea and an
environment Z, and we show that for any efficient environment Z and any real-world adversary A, Z cannot
distinguish the ideal-world execution, created by SIM in interaction with Fpake-ga, from the real-world
execution, created by A in interaction with real-world parties executing protocol II’. However, since we
assume that sub-protocol IT realizes functionality Fiepake, the real-world adversary can be without loss of
generality replaced by a hybrid-world adversary, where the lazy-extraction PAKE sub-protocol II executed
by the real-world parties within protocol II is replaced by the ideal functionality Fiepake- Indeed, in the
proof we assume that A is operates in such Fiepake-hybrid world, although to simplify the terminology we
persist in calling A a “real-world” adversary. Also for notational simplicity, we denote functionality F,pake-ga
throughout the proof as simply F. Finally, as is standard, without loss of generality we assume that the
adversary A is a “dummy” adversary who merely passes all messages and computation to Z.

The proof goes by a sequence of games, starting from the real world and ending at the simulated world;
and we prove that Z’s views in any pair of adjacent games are indistinguishable. In all of these games we
divide all possible scenarios into several cases (which are unchanged throughout the sequence of games),
according to whether A performs an online attack on party P’s rPAKE session, and if so, whether it is an
online attack or a postponed attack on P’s lePAKE session.!? Throughout the argument below we assume
that P’s role is client; the other case, i.e., P’s role is server, can be argued similarly. Let P’s counterpart be
P’, and P"’s password be pw'.

Case 1 (online attack on lePAKE — online attack on rPAKE): A sends (TestPwd, sid, P, pw*) to Fiepake
when P’s lePAKE session is fresh. There are two sub-cases:

Case 1a (correct guess): pw* = pw (thus P’s lePAKE session becomes compromised).

Case 1b (wrong guess): pw* # pw (thus P’s lePAKE session becomes interrupted).

Case 2 (postponed attack on lePAKE — online attack on rPAKE): A sends (RegisterTest, sid, P) when
P’s 1ePAKE session is fresh, followed by (NewKey, sid, P, k*); and then sends (LateTestPwd, sid, P, pw*) to
Fierake (cauing P’s rPAKE session to complete) before sending a tag 7* to P. There are two sub-cases:

Case 2a (correct guess): pw* = pw.

Case 2b (wrong guess): pw* # pw.

Case 3 (postponed attack on lePAKE — postponed attack on rPAKE): This is the complementary case of
Case 2, i.e., A sends (RegisterTest, sid, P) when P’s lePAKE session is fresh, followed by (NewKey, sid, P, *);
and then an tag 7* to P before sending any (LateTestPwd, sid, P, pw*) message to Fiepaxe. (Eventually A4
may or may not send LateTestPwd.)

Case 4 (no attack on lePAKE): A sends neither a (TestPwd, sid, P, x) nor a (RegisterTest, sid, P) query to
Fiepake when P’s lePAKE session is fresh (thus P’s lePAKE session remains fresh until it becomes completed).
There are two sub-cases:

Case 4a (no attack on counterpart, passwords match): P"’s 1ePAKE session is completed when A sends
7* aimed at P, and P’’s 1ePAKE session was also fresh right before it becomes completed. Furthermore,
pw’ = pw (i.e., P and P"’s passwords match).

Case 4b: This is the complementary case of Case 4a.

GAME 0. This is the real world, in which A interacts with real players, and may view, modify, and/or drop
network messages.

12 Note that each rPAKE session runs a lePAKE session as a subprotocol, and these two sessions should not be
confused. When we mention a party’s session, we always explicitly point out which one it refers to. Similarly, each
party has a lePAKE output (which is always a string) and a PAKE output (which is either a string derived from
its lePAKE output or L1).
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GAME 1. In Cases 1b, 2b and 4 (except for the subcase of Case 4a that P outputs after P’ does), set
K, 7,7 <& {0,1}" (instead of K = PRF(1), 7 = PRF.(2) and v = PRF(3)).

Note that in all these cases, k is a random string in {0,1}", and is only used in computing K, 7 and
v. (That is, k is never revealed to Z, and is never used in P’’s algorithm.) Therefore, any environment Z
which distinguishes between Game 0 and Game 1 can be turned into an adversary B; against the security
of PRF: By, given access to an oracle O(-) (which computes either PRF(-) or a random function), runs the
code of Game 0, except that (1) it aborts if the condition of Game 1 does not hold, and (2) if the condition
of Game 1 holds, it sets K = O(1), 7 = O(2) and v = O(3) instead of K = PRFy(1), 7 = PRFy(2) and
~v = PRF(3). Then B; copies Z’s output. We have that

[Pr [G1] — Pr [GO]| < Advy.

GAME 2. In the subcase of Case 4a that P outputs after P’ does, set K = K’ and 7 <3 {0, 1}* (instead
of K = PRF(1) and 7 = PRF(2)).

Note that in this case K = K’ = PRF(1), so redefining K = K’ does not change Z’s view. k is a random
string in {0, 1}, and is only used in computing K, K’, 7 and 7. (That is, k is never revealed to Z.) Therefore,
any environment Z which distinguishes between Game 1 and Game 2 can be turned into an adversary Bs
against the security of PRF: Ba, given access to an oracle O(-), runs the code of Game 1, except that (1) it
aborts if the condition of Game 2 does not hold, and (2) if the condition of Game 2 holds, it sets 7 = O(2)
instead of 7 = PRF(2). Then By copies Z’s output. We have that

[Pr [G2] — Pr [G1]| < Adv, .

GAME 3. In Case 3, let P output (sid, L).

In Game 2 P outputs (sid, L) in Case 3 unless 7% = v = PRF(3). Therefore, Z’s views in Game 2 and
Game 3 are identical unless 7% = PRF;(3) in Case 3. Denote this event bad. Note that at the time when
A sends 7*, k is a random string in {0,1}", and is only used in computing 7 = PRF(2). Therefore, any
environment Z which causes bad to happen can be turned into an adversary Bs against the security of PRF:
B3, given access to an oracle O(-), runs the code of Game 2, except that (1) it aborts if Case 3 does not
happen, (2) in Cases 3, it sets 7 = O(2) instead of 7 = PRFy(2). Then Bs outputs 1 if 7* = O(3), and 0
otherwise (and breaks the game). We have that

1
Advi = |Pr[bad] — 5|
SO 1
[Pr [G3] - Pr [G2]| < Pr[bad] < Adv[" + .

GAME 4. In Cases 1b, 2b and 4b, let P output (sid, L).

In Game 3 P outputs (sid, L) in Cases 1b, 2b and 4b unless 7* = 7 <5 {0, 1}*. Therefore, Z’s views in
Game 3 and Game 4 are identical unless 7* = v in Cases 1b, 2b and 4b. Since = is independent of everything
else, this probability is at most 1/2%. We have that

1
|Pr [G4] — Pr [G3]] < o
GAME 5. In Cases 1b and 2b, set 7 := PRF(2) where k <5 {0,1}" (instead of 7 <5 {0,1}").
Any environment Z which distinguishes between Game 4 and Game 5 can be turned into an adversary
B, against the security of PRF: By, given access to an oracle O(+), runs the code of Game 4, except that (1)

it aborts if neither of Cases 1b and 2b happens, and (2) in Cases 1b and 2b, it sets 7 = O(2) instead of
7 +x {0,1}*. Then B, copies Z’s output. We have that

[Pr [G5] — Pr [G4]| < AdvgY.

We now argue, case by case, that Z’s views in Game 5 and the ideal world are identical.
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Case la:

— Game 5: In this case there is no change from Game 0 to Game 5. Therefore, Z’s view consists of
“correct guess” when A sends (TestPwd, sid, P, pw* = pw) to Fiepake, T = PRFg«(2) when A sends
(NewKey, sid, P, k*) to Fiepake, and (sid, K = PRFy-(1)) if A sends 7% = PRFy«(3) and (sid, L) other-
wise.

— Ideal world: When A sends (TestPwd, sid, P, pw) aimed at Fiepake, SIM passes this message to F; when
F replies “correct guess,” SIM passes this message to A. At this time P’s lePAKE session (kept in SIM)
and rPAKE session (kept in F) are both compromised. Then when A sends (NewKey, sid, P, k*) aimed
at Fiepake, SIM sets k := k* and sends 7 := PRF(2) to A; when A sends 7%, if 7% = PRFy+«(3) then
SIM sends (NewKey, sid, P, K := PRF(1)) to F, and F sends (sid, K) to P (who outputs this message);
otherwise SIM sends (NewKey, sid, P, L) to F, and F sends (sid, L) to P (who outputs this message).

According to the analysis above, we can see that Z’s views in Game 5 and the ideal world are identical in
this case.

Case 1b:

— Game 5: In this case the changes from Game 0 are done in Game 1, Game 4 and Game 5. Z’s view consists
of “wrong guess” when A sends (TestPwd, sid, P, pw*) to Fiepake, T = PRF;(2) (where k <5 {0,1}")
when A sends (NewKey, sid, P, k*) to Fiepake, and (sid, L) when A sends 7*.

— Ideal world: When A sends (TestPwd, sid, P, pw*) aimed at Fiepake, SIM passes this message to F;
when F replies “wrong guess,” SIM passes this message to A. At this time P’s lePAKE session (kept
in SIM) and rPAKE session (kept in F) are both interrupted. Then when A sends (NewKey, sid, P, k*)
aimed at Fiepake, SIM picks k < {0,1}" and sends 7 := PRFg(2) to A; when A sends 7*, SIM sends
(NewKey, sid, P, %) to F, and F sends (sid, L) to P (who outputs this message). (Note that P’s rPAKE
session is interrupted, so F always sends (sid, L) to P when SIM sends NewKey.)

According to the analysis above, we can see that Z’s views in Game 5 and the ideal world are identical in
this case.

Case 2a: This case is the same with Case la, except that A’s message sequence TestPwd and NewKey
is replaced by RegisterTest, NewKey and LateTestPwd. With an argument similar to Case la (we omit the
details), Z’s views in Game 5 and the ideal world are identical in this case.

Case 2b: Again, this case is the same with Case 1b, except that A’s message sequence TestPwd and NewKey
is replaced by RegisterTest, NewKey and LateTestPwd. With an argument similar to Case 1b (we omit the
details), Z’s views in Game 5 and the ideal world are identical in this case.

Case 3:

— Game 5: In this case the changes from Game 0 are done in Game 3. Z’s view consists of 7 = PRF(2)
(where k <5 {0,1}*) when A sends (NewKey, sid, P, k*) to Fiepake, (sid, L) when A sends 7%, and k if
A sends (LateTestPwd, sid, P, pw* = pw) to Fiepaxe and k¥ «— {0, 1}* otherwise.

— Ideal world: When A sends (RegisterTest, sid, P) aimed at Fiepake, SIM passes this message to F. At
this time P’s lePAKE session (kept in SIM) and rPAKE session (kept in F) are both interrupted and
flagged tested. Then when A sends (NewKey, sid, P, k*) aimed at Fiepake, SIM picks k +— {0,1}" and
sends 7 := PRF(2) to A; when A sends 7*, SIM sends (NewKey, sid, P, x) to F, and F sends (sid, L) to
P (who outputs this message). (Note that P’s rPAKE session is interrupted, so F always sends (sid, L)
to P when SIM sends NewKey.) Finally, when A4 sends (LateTestPwd, sid, P, pw*) aimed at Fiepaxe, SIM
passes this message to F and removes the tested flag; if pw* = pw, then F replies “correct guess,” and
SIM sends k to A; if pw* # pw, then F replies “wrong guess,” and SIM sends k% <, {0,1}" to A.

According to the analysis above, we can see that Z’s views in Game 5 and the ideal world are identical in
this case.
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Case 4a, P outputs before P’ does:

— Game 5: In this case the changes from Game 0 are done in Game 1. Z’s view consists of 7+ {0,1}"
when A sends (NewKey, sid, P, k*) to Fiepake, and (sid, K <5 {0,1}") if A sends 7* = v = 7’ and
(sid, L) otherwise.

— Ideal world: When A sends (NewKey, sid, P, k*) to Fiepake, SIM picks 7 < {0,1}", sets v := L, and
sends (GetReady, sid, P) to F; F marks P’s rPAKE session ready. When A sends 7*, if 7* = 7, then SIM
sends (NewKey, sid, P,0%) to F, and F sends (sid, K <5 {0,1}") to P (who outputs this message); if
7* % 7, then SIM sends (NewKey, sid, P, L) to F, and F sends (sid, L) to P (who outputs this message).

According to the analysis above, we can see that Z’s views in Game 5 and the ideal world are identical in
this case.

Case 4a, P outputs after P’ does: This case is the same with the subcase of Case 4a that P outputs
before P’ does, except that K < {0,1}" is replaced by K = K'. With an argument similar to Case 1b (we
omit the details), Z’s views in Game 5 and the ideal world are identical in this case.

Case 4b:

— Game 5: In this case the changes from Game 0 are done in Game 1 and Game 4. Z’s view consists of
T <5 {0,1}" when A sends (NewKey, sid, P, k*) to Fiepake, and (sid, L) when A sends 7*.

— Ideal world: When A sends (NewKey, sid, P, k*) to Fiepake, SIM picks 7 <5 {0,1}", sets v := L,
and sends (GetReady, sid, P) to F; F marks P’s TPAKE session ready. When A sends 7*, SIM sends
(NewKey, sid, P, L) to F, and F sends (sid, L) to P (who outputs this message).

According to the analysis above, we can see that Z’s views in Game 5 and the ideal world are identical in
this case.
Combining all results above, we conclude that Z’s views in the real world and the ideal world are
indistinguishable. This concludes the proof.'?
O

B Security of TBPEKE

We recall the two-flow, simultaneous round TBPEKE protocol [31] in Fig. 8, with some notational choices
adjusted to the UC setting.

The proof that TBPEKE is lazy-extraction UC PAKE secure is structurally similar to that of SPAKE2.
In particular, the simulator adopts the same high-level strategy for dealing with passive and active attacks,
while simulating the random oracle that is used for key derivation by taking advantage of knowing the CRS.
(Random oracle P is trivially simulated, excluding collisions to avoid ambiguity between passwords.) The
sequence of games that justifies the simulation also follows the same pattern. The only significant difference
lies in the step where one must exclude the possibility that the adversary places two random-oracle queries for
two different passwords that are consistent with the same protocol trace, which would prevent the simulator
from maintaining consistency. In the SPAKE2 proof, this event can be reduced to Gap CDH. For TBSPEKE,
the reduction to Gap CDH does not work and the stronger Gap SDH assumption, which we state here, is
needed as in [31].

SDH and Gap SDH assumptions. The Simultaneous Diffie-Hellman (SDH) assumption states that, given
three random elements X, g = X2, and h = X? in a cyclic group of prime order, it is hard to find Y # 1 and
R, S that simultaneously satisfy R = CDHy(X,Y) = Y1/¢ and S = CDH,(X,Y) = Y/ In the gap version,
the problem must remain hard even if the adversary has access to a Decisional Diffie-Hellman oracle.

13 The proof is done in the single-session setting, i.e., we assume that there is only one sid. By a standard hybrid
argument, we can extend the result to the multi-session setting: If Z’s distinguishing advantage is € for a single
session, then it is ge for ¢ sessions.
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Public parameters: Random elements U, V' of group G of prime order p;
hash function H : X — {0, 1}";
hash function P : X — Z,

P on (NewSession, sid, P, P’, pw, client): P’ on (NewSession, sid, P’, P, pw’, server):
Gpw U- VP(pw) Gpw’ U - VP(pw/)
T <R Zp Y <R Zp
x Y
X <~ Gpw x v Y Gpu
K + H(sid, P, P’, gpuw, X, Y, Y?) K « H(sid,’P,’P/,gpw/,X7 Y, XY)
output K output K’

Fig. 8. TBPEKE protocol of [31], which uses an additional random oracle P for deriving the generator gy .

Theorem 4. TBPEKE realizes the Lazy-FExtraction PAKE functionality Fiepake in ROM under the Gap-
CDH and Gap Simultaneous Diffie-Hellman (Gap-SDH) assumptions.

Simulator for TBPEKE. As for SPAKE2, for each party identifier P and session identifier sid, the
simulator SIM for TBPEKE stores a state ’/T%id containing the following values:

— The role role € {client,server} of P in this session.

— The private exponent exp used in the network messages, x for C and y for S.

— The transcript of the session includes variables (C,S, X,Y, X*,Y*), where C,S are party identifiers for
client and server respectively, X,Y are simulated messages, and X*,Y™* are adversarial messages.

— The password pw of the party.

— The key k sent in the NewKey query on behalf of the party.

— A table guesses mapping values Z* to tuples (pw, k*), representing potential password guesses, and
corresponding keys, made by the adversary using the random oracle H.

— A flag waiting set to T if no adversarial message Z* has been received for this party and sid, and F
otherwise.

Let Realz 4 tpexe be the event that environment Z with adversary A outputs 1 in the real world, and
Idealz sim,TePEKE be the corresponding event in the ideal world. The goal is to show that the difference in
the probability of these events is negligible.

Proof of Theorem 4.

GAME 0. This is the real world, in which 4 interacts with real players, and may view, modify, and/or drop
network messages.
Realg,A’TBpEKE =Pr [GO]

GAME 1. (Emulate real world with trapdoors) We now emulate the behavior of the real players and
the random oracle. This game is exactly as the real game, except for the inclusion of record keeping, and
embedding of trapdoors in U and V| i.e, setting U = g*;V = g" for known u and v. The embedding of
trapdoors is not noticeable to the environment as U and V are still drawn from the same distribution as
before, thus:

Pr [G1] = Pr [GO].

GAME 2. (Remove P collisions) We now abort whenever there is a collision on the output of the random
oracle P. Let gp denote the number of queries to P. Clearly, this bad event can be upper bounded by g2 /p
using the birthday bound. Thus:

[Pr [G2] - Pr [G1]] < ¢} /p.
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generate CRS
U<+ g%V « g° for (u,v) =r Zp
return U,V

on (NewSession, sid, P, P’, role) from P
if w59 = 1: return L
(X,Y) « (L, 1)
if role = client :
C,8) «+ (P, P
24 RrLp; X +—g° Z+ X
if 35 # 1 and 75 role # client: Y + w5l Y; il X + X
else if role = server :
(€.8) « (P, P)
24 rLp;Y <~ g° Z Y
if w3 # 1 and 75 role # server: X < mil X; malY Y
w5t (role,z,C,S,X,Y, L, L, 1,1,T)
send Z from P to A

on Z* from A as msg to (sid, P)
if 7554 = | or m3¢.waiting = F: return L
(role,-,C, S, X,Y,-,-, -, guesses, -) + ma?
K+ 0"
if role = client :

m8l Y — 77

if Z* =Y jump to end
else if role = server :

T X" — Z*

if Z* = X: jump to end
if w3 .guesses[Z*] = (pw, k*):

reply < (TestPwd, sid, P, pw) to F

if reply = “correct”: K <+ k*
else: send (RegisterTest, sid, P) to F
end: w5 .waiting = F

send (NewKey, sid, P, K) to F

on H(sid,C,S, gpw, X', Y', W) from A:
if Tu[sid,C,S, gpw, X', Y, W] = L:

K +r {0,1}"

find pw € Tp s.t. Tp[pw] = gpw; if none found, jump to end
(2,9) < (L, 1)

if m £ 1: & 7@ exp/(u+v - pw)

if 78 £ L g n8%exp/(u+v - pw)

if 784X = X" and 794Y =Y’ and W = ¢2¥: abort

else if 784X = X' and W = (Y")* :
if Y = 754.Y*: P« C; jump to late_test_pw
else: 7&¢ guesses[Y’] + (pw, K)

else if 784 Y =Y’ and W = (X")?:
if X' =78 X*: P« S; jump to late_test_pw
else: 759 guesses[X'] + (pw, K)

jump to end

late_test_pw: reply < (LateTestPwd, sid, P, pw) to F

K < reply; if no reply, abort
end: Ty[sid,C, S, gpu, X', Y, W] « K
send Tn[sid,C,S, gpw, X', Y', W] to A

on P(pw) from A:

if Tp[pw] = L:
D <r Zp; if p € Tp.values: abort
Telpw] < p 28

send Tp[pw] to A

Fig. 9. UC Simulator for TBPEKE.




GAME 3. (Random key if adversary is passive) If the adversary passes a simulated Z message to (sid,P)
without modification, output a random key for P instead of the true random-oracle output. The envi-
ronment notices this change only if A makes a hash query that would result in an inconsistency, namely
H(sid,C,S, gpw, X, Y, W = g3V), where g,,, = gutPrw)v) - X — Gpws Y = gy, are the simulated messages.
We check for such queries, and abort if any occurs.

We may reduce this event to Gap-CDH as follows. Consider an adversary Bs against Gap-CDH. On
challenge (A = g%, B = g°), it first chooses u and v at random and sets U = g* and V = g*. Then, it embeds
Ain X = A%ia(utP(pw)v) for o random known value ag;q whenever it simulates a client message in session
sid M Likewise, it embeds B in Y = BPsa(utP(@w)v) for a4 random known value S,;,4 whenever it simulates a
server message in session sid. Next, whenever a party P receives a message Z from the adversary, it checks
whether Z was received without modification.

In the case where Z was not modified, then Bs checks whether a query (sid,C,S, gpw, X,Y, W) has been
asked to H, where g, = g tPPw)v) Tf no such queries exist or if DDH(X,Y, W(““‘P(’”")'“)) does not hold for
all such queries, then Bs chooses K at random in {0,1}", sets Tn[sid,C, S, gpw, X,Y, 1] = K, and returns K
to the adversary. If DDH(X, Y, W (#+P(Pw)-)) holds for one such query, then Bs outputs W/ [@siaBsia(utP(pw)-v)]
as the solution to the Gap-CDH problem!’.

In the case where Z was modified and P is a client, then Bs checks whether a query (sid,C,S, gpw, X, Z,
W) has been asked to H, using its state information, where g,, = g(tPPw)v) Tf any such query exists and
DDH(X, Z, W(ut+P(rw)v)y holds, then Bz returns Tulsid,C,S, gpw, X, Z, W] to the adversary'®. Otherwise,
Bs chooses K at random in {0, 1}", sets Tw[sid,C,S, gpw, X, Z, L] = K, and returns K to the adversary.

Next, whenever the adversary queries H on input (sid,C, S, gpw, X, Y, W), Bs returns K = Tw[sid,C, S,
Gpuw, X, Y, Wit K # L. If Ty[sid,C, S, gpw, X,Y, W] = L, Bs then checks whether there exists an entry
such Tu[sid,C,S, gpuw, X,Y, L] # L. If no such query exists, then B3 chooses K at random in {0,1}",
sets Ty[sid,C, S, gpw, X, Y, W] = K, and returns K to the adversary. If such a query exists and both X
and Y are simulated, then Bs outputs W/[(esiaBsia)(utpw-v)] a5 the solution to the Gap-CDH problem if
DDH(X,Y,W“”P(I””)'”)) holds. If such a query exists but only X is simulated, then B3 outputs K =
Tu(sid,C, S, gpw, X,Y, 1] if DDH(X, Y, WwtP(pw)v)y s true and updates the table entry by replacing L
with W. The case in which only Y is simulated is similar. Finally, if neither X or Y is simulated or if
the DDH oracle returns false, Bs chooses K at random in {0,1}", sets Ty[sid,C,S, gpw, X, Y, W] = K, and
returns K to the adversary.

Since Bs solves the CDH challenge whenever the bad event occurs, we have:

|Pr [G3] — Pr [G2]| < AdvgPH.

GAME 4. (Random simulated messages) On (NewSession, sid, P, P’, role), if this is the first NewSession for
(sid,P), set Z «+ g¢* for z <y Z,, and send Z to A as a message from P to (P’, sid). Note that we may
now compute the original exponents via 2 = m53%.exp/(u + P(pw) - v). This change is not observable to the
environment, as it is merely a syntactic change in the calculation of the exponents:

Pr [G4] = Pr [G3].

GAME 5. (Random keys if adversary does not correctly guess password) We now detect when an adversarial
hash query corresponds to a password guess. We can detect this event by inspecting the X*, Y™, g5, and
W values provided to the hash oracle H and the pw values provided to the hash oracle P. Let us assume
the adversary is guessing the client’s password (the server case is symmetric). To make a password guess
against the client, the adversary must set X* = ﬂgid.X , i.e., use the simulated message sent by the client.

1 For simplicity, we assume that u + P(pw) - v # 0, since this event happens with negligible probability due to the
use of the random oracle P.

15 For simulated values, X = A%sid(utPrw)v) — gaosia gnq y = Bhaa(utPpw)v) — bl Hence, to pass the test, the
correct value for W should be gl[ﬂ"‘):xsid]'[bﬁswd] _ gaasidbﬁsid(u+P(P“’)‘v) and W/ [@siaBsia (u+P(pw)-v)] _ gab_

16 When X is simulated, X = A%sia(u+Ppw)-v) — gpwd. Let Z = g° = gf,é,(“+P(W)‘U). Hence, in order to pass the test,
W should be gL’fUamd”z/(“‘FP(”w)'“)] = g*“i* which can be verified via DDH(X, Z, W("+P<”w>'v))
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The adversary can use any choice of Y*, but to correspond with a specific password guess, the following
condition must hold: W = (Y*)# (where g, = U - VP#*) and # is the exponent such that X = g2 ). In
other words, W must be the value that would be used by a real client if Y* were sent as the server’s message.
If such a password guess query is detected, we check if Y* was previously sent as an adversarial message
on behalf of the server: if so, and if the password guess is correct, we program the random oracle to match
the previously sent key. If Y* was not previously sent, we note the values Y*, g,,,, queried by the adversary
and the random key K output by the random oracle H. If Y* is later sent as the adversarial message, and
the password is correct, we output the stored key K. If the password is incorrect, we output a random key
independent of the RO table for H. If at any point a second password guess (correct or incorrect) is detected
for the same sid and party, we abort the game.

This change is noticeable to the environment only in the abort case, i.e, the case where the adversary
makes two hash queries that represent a password guess for the same values of X*, Y™*. We may reduce the
latter event to the Gap Simultaneous Diffie-Hellman (Gap-SDH) problem as follows.

Consider an adversary Bs against Gap-SDH. On challenge (A4, G = A%, Gy = A%2), it first chooses two
random values p; and py at random from Z, and sets V (Gl/Gg)l/(m_pz) and U + G1/VP'. Using this
setting, we have U - VPi = G, for i = 1,2. Let us assume the adversary is guessing the client’s password (the
server case is symmetric). The idea of the reduction is to program the random oracle P so that P(pw;) = p;
for i = 1,2, where pw, and pw, are the two password guesses. Since we do not know in advance the values of
pw, and pw,, we just guess the respective queries to the random oracle P and abort if our guess is incorrect.
Moreover, whenever we need to compute a client message X in session sid, we choose a ;¢ at random from
Z, and set X < A%, Finally, if the bad event happens and our guesses for pw; and pw, are correct,
which happens with probability 1/¢3, then we know that (X*,Y* W;) is valid DDH tuple with respect to
the generator G; for ¢ = 1,2, which can be checked with the DDH oracle. Let ag;q be the value used in the
computation of X*. Then, it follows that (Y*, Wll/a‘”d , W;/a‘”d) is a valid solution to the Gap-SDH problem.
Thus,

Pr [G5] — Pr [G4]| < ¢& - Adv&PH,
P B

5

GAME 6. (Use Fiepake interface) In the final step, we modify the game so that it uses the RegisterTest,
TestPwd and LateTestPwd interfaces to check passwords, and the NewKey interface to set keys. This is an
internal change that is not noticeable to the environment, thus

Pr [G6] = Pr [G5].
In addition, this game behaves exactly as the ideal-world simulator, so:
Pr [G6] = Idealz sim,TBPEKE-
Thus the total advantage of Z is:
GCDH GCDH

[Idealz siv,Tepexe — Realz 4 tepexe| < Advi, " +qp - Advg " + a2 /p,

which is negligible if Gap-CDH and Gap-SDH are hard.

C Supplementary Figures for SPAKE2 Proof

This section contains figures illustrating the explicit game changes that occur in the proof of Theorem 1.
Blue text indicates modifications from the previous game.
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generate CRS
M < g™; N < g" for (m,n) <r Z,
return M, N

on (NewSession, sid, P, P’ ,pw, role) from P
if w5 £ 1 return L
(X,Y) «+ (L,1)
if role = client :
C,8) + (P, P
2 4R Lp; X <~ g°MP; Z +— X
if o # 1 and 75 role # client: Y + Y il X + X
else if role = server :
(C,8) + (P',P)
24w Lp; Y <~ g°N" Z <Y
if w58 £ 1 and 75 .role # server: X < w5t X; ity « Y
75t « (role, 2,C, S, X,Y, L, L, pw,, L,T)
send Z from P to A

on Z* from A as msg to (sid,P)
if 5% = 1 or 7% .waiting = F: return L
(role, 2,C, S, X,Y, -, -, pw, guesses, -) — mht
if role = client :
Y « Z*/NPY; pid y* « 7*
K « H(sid,C, S, Z*,Y, pw, X*)
else if role = server :
X « Z¥ /M"Y n3id X+ Z*
K « H(sid,C,S, X, Z* pw,Y*)
w5 waiting = F
output K

on H(sid,C, S, X', Y’ pw, W) from A:
if Tu[sid,C,S, X", Y, pw, W] = L:
K +x {0,1}"
Tu(sid,C,S, X", Y  pw, W] + K
send Tn[sid,C,S, X', Y, pw, W] to A

Fig. 10. Perfect emulation of real-world interaction, with record keeping and trapdoors (Game 1).
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Game 2
generate CRS
(omitted - identical to previous game)

on (NewSession, sid, P, P’ ,pw, role) from P
(omitted - identical to previous game)

on Z* from A as msg to (sid,P)

if 7% = | or w5 .waiting = F: return L

(role, z,C,S, X, Y, -, -, pw, guesses, -) — Tl
K +{0,1}"
if role = client :

Y « Z* NPV n3d Y*  Z*

if Z* =Y jump to end

else: K «+ H(sid,C, S, X, Z*,pw,Yz)
else if role = server :

X « Z¥ /M"Y n3id X+ Z*

if Z* = X: jump to end

else: K « H(sid,C,S,Z*,Y, pw, X?)
end: w5 waiting = F
output K

on H(sid,C,S, X', Y’ pw, W) from A:
if Tu[sid,C,S, X", Y, pw, W] = L:
K 5 {0,1}"; (z,9) + (L, 1)
if 78 £ L: x + & .exp
if 780 £ 1y 7w exp
if 784X = X’ and 78%Y =Y’ and W = ¢*¥: abort
Tu[sid,C,S, X", Y, pw, W] + K
send Ty[sid,C,S, X', Y’ pw, W] to A

Fig.11. Game 2 in SPAKE2 proof.
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Game 3
generate CRS
(omitted - identical to previous game)

on (NewSession, sid, P, P’ ,pw, role) from P
if 7% £ L: return L
(X,Y) « (L,1)
if role = client :
C,8) + (P, P")
24 R Lp; X — M*, Z X
if w%?’l # 1 and n%il.role # client: Y « w%il.Y; w%iilX +— X
else if role = server :
(C,8) + (P',P)
24 R Ly Y < N Z+Y
if o # 1 and 75 role # server: X < mid X; malY <Y
75t (role, 2,C, S, X,Y, L, L, pw, L,T)
send Z from P to A

on Z* from A as msg to (sid,P)

if 75%¢ = | or 7% waiting = F: return L
(role, z,C,S, X, Y, -, -, pw, guesses, -) + mid

K+ {0,1}"
if role = client :

& =mz—mpw; 72Y* « Z*

if Z* =Y jump to end

else: K + H(sid,C, S, X, Z*,pw,?i)
else if role = server :

§=nz—npw; The. X" «— Z*

if Z* = X: jump to end

else: K <+ H(sid7C,S,Z*,Y,pw7X9)
end : 5% .waiting = F

output K

on H(sid,C, S, X', Y’ pw, W) from A:
if Tu[sid,C,S, X", Y, pw, W] = L:
K+ {0,1}%; (3,7) « (L, 1)
if 7l £ 1 & m-ndlexp—m-pw
if gl £ 1 jn-78lexp—n-pw
if 784X = X’ and 7€%Y =Y’ and W = ¢*%: abort
Tu[sid,C,S, X", Y, pw,W] + K
send Tn[sid,C,S, X', Y, pw,W] to A

Fig.12. Game 3 in SPAKE2 proof.
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Game 4
generate CRS
(omitted - identical to previous game)

on (NewSession, sid, P, P’ pas role) from P
(parts omitted - identical to previous game)
75t « (role, 2,C,S, X, Y, L, L, 1, 1,T)

send Z from P to A

on Z* from A as msg to (sid, P)
if 7% = 1 or w9 .waiting = F: return L
(role, 2,C, S, X,Y,- -, L guesses,-) + m?
K +{0,1}"
if role = client :
S=rmr—mpw; TalY " — Z*
if Z* =Y: jump to end

else if role = server :

G=rnr—npw: Tl X* — Z*
if Z* = X: jump to end
if w5 guesses[Z*] = (pw,k*): K + k*
end: ¢ waiting = F
output K

on H(sid,C,S, X', Y’ pw, W) from A:
if Tu[sid,C,S, X", Y, pw, W] = L:
K <n {Ov l}n; (:%,Q) A (J-vJ-)
if gt £ L& m-ndexp—m- pw
ifrgd £ 1 gn-78lexp—n-pw
if 784X = X’ and 78%Y =Y’ and W = ¢%%: abort
else if 7§ X = X" and W = (Y'/N?")® :
if Y/ =78 Y*: P« C; jump to late_test_pw
else: &' guesses[Y'] « (pw, K)
else if 7$%.Y =Y’ and W = (X'/MP*)?:
if X' =734 X*: P« S; jump to late_test_pw
else: 724 guesses[X'] « (pw, K)
jump to end
late_test_pw: if late_test_pw has already been called, abort;
else if 757 guesses[Z*] = (pw,k*): K « k*
end: Tu[sid,C,S, X", Y’ pw, W] «+ K
send Ty[sid,C,S, X', Y’ pw, W] to A

Fig. 13. Game 4 in SPAKE2 proof.
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1 Overview

In this supplementary material, we provide further security analyses for SPAKE2 [AP05,LK19]. More
precisely, we demonstrate that SPAKE2 achieves perfect forward security even without key confirma-
tion. Our proof of security is based on the Gap Diffie-Hellman assumption [OP01] in the random-oracle
model [BR93]. Note that this does not contradict the impossibility result about the perfect forward
security of 2-message key-exchange protocols in in the HMQV [Kra05] paper since the SPAKE2 pro-
tocol assumes the pre-existence of secure shared state between parties which is the password itself. We
also include an analysis of the protocol when key confirmation is added, which yields a better bound.

Finally, our proofs also demonstrate that SPAKE2 is flexible with respect to the generation of its
global parameters M and N. This includes the cases where M is a uniform group element and M = N
or the case where M and N are chosen as the output of a random oracle.

2 Preliminaries

NoOTATION. We write = < y for the action of assigning the value y to the variable x. We write

Z1,..., T, <X for sampling z1,...,x, from a finite set X uniformly at random. If A is a probabilistic
algorithm we write y1,...,y, < sA(z1,...,2,) for the action of running A on inputs z1,...,2,
with independently chosen coins, and assigning the result to y1,...,y,. PPT as usual abbreviates

probabilistic polynomial-time. We use notation T[z] to denote access to a dictionary/table T' at index
x, and { } to denote the empty table. We abuse notation and use T to also represent the set of assigned
indices in table T'.

GAMES. We use the code-based game-playing language [BR04]. Each game has an INITIALIZE and
a FINALIZE procedure. It also has specifications of procedures to respond to an adversary’s various
queries. A game is run with an adversary A as follows. First INITIALIZE runs and its outputs are
passed to A. Then A runs and its oracle queries are answered by the procedures of the game. When
A terminates, its output is passed to FINALIZE which returns the outcome of the game.

3 SPAKE2

Fig. 1 shows a SPAKE2 protocol execution between a user U and a server S.



Client Server

pw € P,M,N € G

accept + F accept + F
T 4% ZLq Y $2Zq
X +—g° Y « ¢¥
g U X g
X X -M™ T» X« X* | MP"
Y <« Y* /NP ’ Y* Y- NP
K+ H(U,S, X*,Y*, pw,Y7) K+ H(U,S, X*,Y*, pw, XV)
accept + T accept + T

Fig. 1. The SPAKE2 protocol [AP05].

4 Security Model

Our proof of security uses the indistinguishability-based model by Bellare, Pointcheval, and Rog-
away [BPROO] and its extension to multiple TEST queries proposed by Abdalla, Fouque, and Pointcheval
(AFP) [AFP05, AFP06]. In the latter, all TEST queries are answered with the same challenge bit b.

The security game already instantiated with SPAKE2 can be seen as G; in Fig. 3. The name spaces
for servers § and users U are assumed to be disjoint; oracles reject queries inconsistent with these
name spaces.

In the following, we describe more precisely the state of a party instance, the notion of partnering,
and the freshness condition used in the proof.

Definition 4.1 (Instance state). The state of an instance i at party P, denoted % is a tuple of
the form (e, tr, K, ac) where

— e is the secret exponent (x ory) chosen by the party in that instance

— tr is a session trace of the form (U, S, X*, Y*)

— K is the accepted session key

— ac is a boolean flag that indicates whether the instance accepted (ac = T) or is expecting a response

(ac=F)

We will use w%.e, mh.tr, m5. K, m%.ac to denote the individual components of the state.

Definition 4.2 (Partnering). A server instance 7 and a user instance i, are partnered iff
mgac=T A 7j,ac=T A mg.tr = @j,.tr

Two user instances are never partnered. Two server instances are never partnered.

This is a definition in the style of matching-conversations. Note that partnering together with cor-
rectness implies that the the associated keys are the same.

Definition 4.3 (Freshness). Instance i at party P is fresh, written Fresh(P, i) if and only if all the
following conditions hold:

1. the instance accepted;
2. the instance was not queried to TEST or REVEAL before;
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8. At least one of the following conditions holds:
(a) The instance accepted during a query to EXECUTE;
(b) There exists more than one partner instance;
(¢) No partner instance exists and CORRUPT(U, S) was not called prior to acceptance;
(d) A unique fresh partner instance exists.

5 Assumptions

The perfect forward security of SPAKE2 is based on the difficulty of solving the Computational Diffie-
Hellman (CDH) problem by attackers that have access to a Decisional Diffie-Hellman (DDH) oracle.
This is usually known as the Gap Diffie-Hellman problem (GCDH) [OPO01].

The proof is carried out in the Random-Oracle (RO) model and, to prove perfect forward secret,
we need to restrict our attention to algebraic adversaries [FKL18]. Note that the GCDH problem has
been shown to be equivalent to the standard discrete logarithm problem (DL) in the Algebraic and
Generic Group models [FKL18, Los19] so, our proof implies reductions to the DL problem in these
idealized models of computation.!

Our proof is structured to highlight which problem an attacker would need to solve to break the
protocol. On the one hand, we give tight reductions to well-known computational assumptions. On
the other hand, it follows sequence of hops that clarifies how the assumptions map to the generation
of SPAKE2 global parameters and runtime operation. We show that, as expected, passive behavior by
the attacker implies that it needs to solve the standard Gap CDH problem to break the established
session. Intuitively attackers have access to a DDH oracle by comparing random oracle outputs to
the keys revealed by the game. Active attackers that may try to take advantage of leaked passwords
must compute the CDH of the global parameters M and N or at least compute the squared version
of this problem CDH(M, M), with the help of a DDH oracle. We show that the protocol is flexible
with respect to the generation procedure, provided that the previous problem is hard to solve. This
includes, in particular, the case where M is a uniform group element and M = N.

To this end, we formalize a family of assumptions parametrized by a distribution D that outputs
a pair of elements in Z,, where ¢ is a large prime. The assumptions are stated with respect to a group
G of order ¢ and generator g.

Definition 5.1 (Gap Computational Diffie-Hellman (D-GCDH)). The D-GCDH assumption
states that, for any ppt adversary A, the following probability is small.

AdeGL\CDH =Pr|Z=g": Z s APPHO) (g% g¥): 0 525 y <—$D(x)}

The standard GCDH assumption is a particular case when D is the uniform distribution over
Z4. We denote this by /-GCDH. The Gap Squared Diffie-Hellman (GSqDH) assumption is another
particular case, when we restrict the previous case to D outputting x = y. For simplicity, in our
analysis, we will restrict our attention to global parameter sampling operations where we exclude the
possibility that x = 0 or y = 0. This means that the bound for our proof includes an extra statistical
when we remove this restriction (this will be of the form (¢s + ¢.)/q for standard GCDH). We will
also rely on the weaker Gap Discrete Logarithm assumption.

! There is a subtlety here which further justifies our presentation with gap assumptions. Our proof in the
algebraic model uses the gap oracles on values queried by attackers to a random oracle. As random oracles are
an abstraction of local computation, it is perhaps unreasonable to ask that the algebraic adversary provides
us with representations of those values. If this is not required from the adversary, then our proof does not
necessarily imply a reduction to DL for algebraic attackers, and we must rely on the gap assumptions. For
this reason, in our proof we only make explicit use of the algebraic nature of the adversary on messages
that it explicitly delivers.



Definition 5.2 (Gap Discrete Logarithm (GDL)). The GDL assumption states that, for any ppt
adversary A, the following probability is small.

AdvSPt = Pr [m’ =z 2’ s APPHC ) (g7): o <—qu}

Finally, for the version of our result where we do not rely on the assumption that the adversary
is algebraic, we require the following assumption introduced in [AP05], which we extend to the gap
version.

Definition 5.3 (Gap Discrete Logarithm Password-based Chosen-basis Computational
Diffie-Hellman assumption (GPCCDH)). The D-GPCCDH assumption states that, for any ppt
adversary A, the following probability is small.

b1 (—$Zq; b2 (—bD(bl)
Ay +=sG; By + g% By + gb
AdvB CPCCOH . Pr | € = CDH(A;/B™, Ay/BE") | (Ag,st) « ASFCPHO) (B By A))
pw s P
C  ASPEPHE) (o st)

It was shown in [AP05] that the assumption above without the DDH oracle is implied by the
standard CDH problem. The proof extends naturally to gap versions of the problems, so we have the
following.

Lemma 5.4 ([APO05], Lemma 3.4). For all GPCCDH adversaries A there exists an adversary B
such that:

2 D-GPCCDH 1 D-GCDH |P| 3
— > Ad > Ad > ¢,
|77\7 vV 7|77|+€:> \77% Z 193 €

Here we present the lemma for the version where 1/|P| is large when compared to €, i.e., we are dealing
with passwords with significantly lower entropy than the security parameter.

In the proof of SPAKE2 with key confirmation, we will assume that the Key Derivation Function
(KDF) is a Pseudorandom-Function (PRF). This assumption is implied by the standard notions of
security for KDFs [Kral0].

Definition 5.5 (Pseudorandom Function). A Key Derivation Function KDF with key space K,
domain D and range R is PRF-secure if, for any ppt adversary A, the following advantage term is
small.

AdVERF =

Pr {b =1 b AKDFIKO () H/c} —Pr [b =1:bes APO() F HF} ‘
Here F is the set of all functions with domain D and range R.

In our proof, we actually only require a PRF that is pseudorandom for one input per key, and we will
denote this weaker requirement by 1PRF.

Finally, in the proof of SPAKE2 with key confirmation, we require the standard unforgeability
property for a one-time MAC.

Definition 5.6 (One-time MAC security). A MAC scheme with key space K and domain D is
one-time unforgeable if, for any ppt adversary A, the following advantage term is small.

AdviYF = Pr[t = MAC(K,m) : (m,t) +sA(); K +sK]
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6 Perfect Forward Security Proof

Theorem 6.1. SPAKE?2 is tightly PFS-secure in the random-oracle model under the Gap Squared
Diffie-Hellman assumption. More precisely, for every algebraic attacker A against SPAKE2, there exist
attackers By and Bs against the Gap Diffie-Hellman problem, attacker Bs against the Gap Discrete
Logarithm problem, and attacker By against the Gap Squared Diffie-Hellman problem such that

(QS + QE)Q

2 3 *
AdvSPAKE2() < Zs AdVETCPH() + AdvER () + Advg, “SPH() + Adv ™M () + %

— P

Here there is an extra ¢s/|P| term that is a consequence of our game hopping strategy, which has
been chosen for clarity by separating the weak forward secrecy property from the strong one that
relies on algebraic adversaries. Using a different sequence of hops, one can remove the extra term by
aggregating the two bad events that give rise to these terms into a single one.

Theorem 6.2. SPAKE2 is PFS-secure in the random-oracle model under the Gap Computational
Diffie-Hellman assumption. More precisely, for every attacker A against SPAKE2, there exist attackers
By and Bs against the Gap Diffie-Hellman problem, attacker Bs against the Gap Discrete Logarithm
problem, and attacker By against the Gap GPCCDH Diffie-Hellman problem such that

(g5 + qe)?
2q

Note that in the above bound there exists an extra 2¢,/|P| within the GPCCDH advantage, since
we only have guarantees based on GCDH once that advantage term grows above this limit, so this
bound is worse than the one in Theorem 6.1.

We give a joint proof for both theorems, since they only differ in the proof of the last game hop.
The code of all games and adversaries is given in Appendix A.

Proof. We prove the security of SPAKE2 using a sequence of games shown in Figs. 3 to 5. In Table 1
we give a summary of the meaning of bad events in each game.

GAME Gj. This is the initial security game, so we have:
AdvSTAREZ () — | Pr[Gy = T] —1/2|

GAME Gs. From game G; to game Go we introduce a bad flag bad,;. The bads flag is set whenever

— a session is about to be accepted on the server side that collides on (U, S, X*,Y*) with any
previously accepted session;

— asession is about to be accepted on the user side that collides on (U, S, X*,Y™*) with any previously
accepted user session.

If bads is set, then the oracle call is ignored and the session is not accepted.

Note that this implies that all accepted sessions on the server (resp. client) side are unique and
that no session can have more than one partner. The two games are identical until bad occurs, and
this event can be bound by a statistical term. More precisely, for an attacker placing at most g, queries
to EXECUTE and ¢, queries to the SEND oracles, we have for large ¢ denoting the order of the group:

(QE + QS)2

PGy = T] = Pr{Gy = T]| <

Here, g. +¢s denotes the maximum number of accepted sessions (we count passively partnered sessions
as one here) and this is a birthday bound computed pessimistically for an attacker that makes accepted



sessions collide by fixing the user, server and one of the transmitted group elements in all accepted
sessions.

GAME Gs. In this game we take advantage of the fact that accepted sessions have unique traces
(modulo partnering) to make the freshness condition explicit in the game (we extend the state of
sessions to keep track of freshness with a new field fr). We also remove the code that refers to bads.
Since nothing changes, we have

PI‘[Gg = T] = PI‘[GQ = T]

GAME Gy. In this game we make the keys of sessions accepted as a result of calls to EXECUTE
independent from the random oracle accessible to the attacker. These sessions obtain keys from a new
random oracle T, that is indexed by the session trace (U, S, X*,Y™*). Note that, due to the guarantee
of session uniqueness on the server and client sides, there is no room for ambiguity. We set a bad flag
bad, if ever the answers given to the attacker could be inconsistent with the previous game: either
because a new accepted session in EXECUTE collides with a previous call to H, or because a new call to
H collides with a previously accepted session in EXECUTE. The games are identical until bad occurs,
so we have:
|P1“[G3 = T] — PI‘[G4 = T] | < PI“[G4 = bad4]

The probability of bads occurring in G4 can be tightly reduced to the standard Gap CDH prob-
lem,which means that:
Pr[Gy = bady ] < Advi®PH()

The reduction to Gap CDH is given in Lemma 6.4.

GAME Gs. In game G5 we again rearrange code in preparation for the next hop. We remove the code
that deals with bad events, and we change EXECUTE so that nothing depends on passwords. We can
do this because the random oracle that generates these keys only depend on the trace, which can be
sampled independently of passwords. We have

PI‘[G5 = T} :PI‘[G4 = T}

GAME Gg. In this game we change the way in which we generate keys for SEND queries. We treat
corrupt sessions, for which the attacker may trivially compute the key, as before. The remaining keys
are derived using an independent random oracle 7. We set a bad flag badg if ever there could be an
inconsistency with the main random oracle. As before, this means that:

|PI“[G5 = T] —PI‘[GG =>T]| < PI‘[G@ = bads]

We also observe that, since all fresh sessions that can be tested now have keys derived using random
oracles independent from H, accepted keys of fresh sessions are independently distributed from any-
thing else in the game. This means that the attacker has no information on bit b and has therefore 0
advantage in this game. From the previous equations we can derive that:

2
AdvSPAKE2 () (%;rq‘i’e) + Advi SPH() + Pr[ Gg = badg |

To bound the probability of badg we need to continue our sequence of hops.

GAME G;. We modify the way in which X* and Y* are generated, removing the component that
depends on the password. The distribution of the X™* and Y™* values does not change with respect to
the previous game, but we need to adapt the way in which the Diffie-Hellman tuples are computed, to
make sure we obtain the same values as in the previous game. After we make this change, passwords
associated with fresh sessions are still (and only) used to check for the bad event badg. We add a
flag bad; to account for the unlikely case that a password occurring in the game (either queried by
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the adversary or sampled by the challenger) collides with the secret exponents used in X* and Y™*
sampled by the challenger. If this happens, we reset badg at the end of the game. The probability of
this event occurring can be easily reduced to the GDL problem, as shown in Lemma 6.5. We therefore

have:
Pr[Gg = badg | < Pr[Gy = badg | + Advi; ()

GAME Gg. We now change the checking of badg to allow delaying all password samplings as late
as possible in the game: upon corruption or at the end of the game. This means we stop verifying
password equality when checking for badg in the SEND oracles (there is no impact in the random oracle
simulation because the attacker provides the password explicitly there). Without additional changes,
we might not be able to tightly relate the probability of badg in this new game to its probability in the
previous game, since we have relaxed the check that detects it. We therefore need to add additional
checks that allow us to continue the proof. There are two important cases to distinguish:

— the attacker causes badg for a password that has not been generated yet (this includes all occur-
rences in the SEND oracles and some in the random oracle simulation).

— the attacker causes badg by querying the random oracle on the correct password after the password
has been corrupted (intuitively it does not need to guess the password in this case);

For the second case we set a bad flag bad% and no longer set badg.

For the other cases we add the potentially problematic random oracle entries to a list T},q, so that
we can delay the analysis of potential inconsistencies until the end of the game. At the end of the game
we split the checking of badg into two cases. We set a bad flag badé if in the Thaq log of problematic
H calls there are two entries consistent with a single entry in Ty, i.e., with different passwords; in this
case we no longer set badg. Finally, we check for badg simply by going through the list of problematic
entries and checking whether there is a password match.

The combined actions of the three bad flags in this game account for all possible cases in which
badg can occur in game G7, so we can write:

Pr[Gg = bad7] < Pr[Gg = badg ] + Pr[Gg = badg | + Pr[Gg = bad |

The probability of badé occurring in Gg can be tightly reduced to Gap CDH, where we use here the
generalized version for any parameter distribution D where the CDH problem is hard to compute with
the help of a DDH oracle;? the reduction is given in Lemma 6.6.

We complete the analysis of this game by further observing that the probability of badg happening
is easy to bound. Indeed, the size of the log in which badg is checked has size at most ¢, (since there
can be no duplicates for the same trace) and all entries are added to this set before the corresponding
password is sampled. We therefore have

ds
Pr[Gg = badg | < —
[ ] P
Putting these results together, we obtain:
Pr[G; = badg] < Pr[Gg = badg ] + Pr[Gg = badg | 4+ Pr[Gg = bad3|

< & + Adv, “°“PM() + Pr[Gg = badg]

To complete the proof we need to bound the probability of bad§ occurring in Gg, and so we continue
our sequence of hops.

GAME Gg. For clarity of presentation, in game Gg we perform a cleanup, removing all code unrelated
to badg. We also add the possibility that the attacker passes an additional parameter alg when it
delivers a message. This additional parameter is ignored for now, so clearly

2 Note that this does not weaken our result, as one can take D to be the uniform distribution. On the other
hand, it makes it clear that different parameter generation procures can be used and our proof stil applies.



Pr[Gg = bad:] = Pr[ Gy = bad; |

To complete the proof for Theorem 6.2 we give in Lemma 6.8 a reduction of the above probability
to GPCCDH, which yields the desired bound:

(gs + qe)?

AdySPAKE2
VA ()< 2

‘P| + Adv U- GCDH()+AdVGDL()+Ad D* GCDH()_’_Q(]S 'AdVngECCDH()+

We proceed with a final game hop to complete the proof for Theorem 6.1.

GAME Gig. This is our final game. Here we restrict our attention to algebraic adversaries. This means
that, when performing an active attack, the adversary provides an additional input alg to the SEND
oracles that gives a representation of the group element it is producing in terms of the other group
elements it observed in the game. These elements include g, M, N and all the honestly generated
X* = M? and Y* = NY. We note that this means that any group element produced by A can be
rewritten as a representation of the form alg = [(¢%), (M?), (N€)].

We now add a bad flag bad;y that excludes some password guessing events related to bad%. When
these happen, we no longer set badg7 whereas this would have been set in the previous game. This
means that:

Pr[Gy = bad2] < Pr[Gyo = bad3] + Pr[Gio = badig]

Event bad;g is detected whenever a password is sampled at the moment of corruption, and it hits an
already fixed representation of a group element produced by the attacker. The offending values are
b+ A(c—pw) for group elements delivered at SENDTERM and b — pw + Ac for group elements delivered
at SENDRESP. If this event is detected, then we never set bad2, so in this game the analysis of bad?
can proceed under the assumption that bad;y did not occur. The probability of this event is easy to
bound as

Pr [Gl() = badlo}
|7’|

The remaining cases where we set bad§ can be reduced to the Gap Squared Diffie-Hellman problem
(GSqDH), as shown in Lemma 6.7. This completes the proof and yields the bound.

s+ qe)”
Adv SPAKEQ() U- GCDH()+AdVGDL()+Ad D* GCDH()+AdVGSqDH()+ (q q)

2q

IPI

A different sequence of games permits removing a ¢, /|P| term, yielding the expected bound for PAKE.
O

Corollary 6.3. SPAKE?2 is weak PFS-secure in the random-oracle model under the Gap Computa-
tional Diffie-Hellman assumption. More precisely, for every attacker A against SPAKE2, there exist
attackers By and Bs against the Gap Diffie-Hellman problem and attacker By against the Gap Discrete
Logarithm problem such that

(QS + Qe)2

SPAKE2

|P| +Ad U- GCDH()+AdVGDL()—|—Ad D* GCDH()+

Proof. In the weak forward secrecy model, corruption of password pwy;g makes all fresh session where
the adversary was active immediately unfresh and, furthermore, corruption is not allowed if such a
session was already tested. It is easy to see that a simple adaptation of the previous proof can be done
for this setting, where the probability of event bad§ occurring is 0 and the advantage of the adversary
is still 0: for such cases where the event would occur we simply return Ts[tr] as the answer to the
problematic H query. a

We now prove the auxiliary lemmas supporting the proofs of Theorems 6.1 and 6.2.
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Lemma 6.4. For every attacker A, there exists an attacker By, such that
U-GCDH
PI"[G4 = bad4] < AdVB1 ()

Proof. Let us consider the GCDH attacker By in Fig. 6. It gets a generalized challenge of the form
(X1,...,Xq.,Y1,...,Y,,) and finds CDH(X;,Y;), for some 1 < 4,j < ¢.. This problem is tightly
equivalent to U-GCDH by random self-reducibility. The attacker embeds X; and Yj in traces for
protocol executions that result from calls to EXECUTE. For all calls to SEND oracles, the attacker runs
everything as in G4. The DDH oracle is used to check for the bad event, in which case a solution to
the GCDH problem was found. It uses the DDH oracle whenever the rules of the game require it, and
it can also use it to check if bad4 occurred, in which case it can solve the Gap CDH challenge.? O

Lemma 6.5. For every attacker A, there exists an attacker Bo, such that
GDL
PI‘[G7 = bad7] < ACIVB2 ()

Proof. Let us consider a GDL attacker Bs in Fig. 6. It gets a challenge of the form A and finds
DL(A). The attacker uses A in SEND queries to compute X* = A-¢g? and Y* = A - g2. Note that
the distribution of these values is correct. The checking of CDH tuples, which is needed for correctly
maintaining random-oracle consistency, is carried out using the DDH oracle.

If bad; occurs, our reduction recovers the discrete logarithm of A offset by a known quantity.
Indeed, suppose the attacker guessed pw = z or pw = y in game G7, which means we have X* = g™P"
or Y* = ¢""_In our reduction we program both X* and Y* as ¢®*4, where a is the unknown discrete
logarithm, and we know all of m, pw and A. This means that, if the guess was successful, we can
compute the discrete logarithm as a = mpw — A or a = npw — A. a

Lemma 6.6. For every attacker A, there exists an attacker Bs, such that
Pr[ Gy = badg] < Advg, ¢PH()

Proof. Let us consider a D*-GCDH attacker Bs in Fig. 6. It gets a challenge of the form (M, N)
and finds CDH(M, N). The attacker uses (M, N) as the variables of the same name in game Gg. The
checking of CDH tuples, which is needed for correctly maintaining random-oracle consistency and
detecting bad events, is carried out using the DDH oracle.

Once the game terminates, the attacker checks for the occurrence of badg and if offending entries
exist, it recovers (X*,Y™*, pw, Z) and (X*, Y™, pw’, Z’) such that pw # pw’ and the following holds for
known z or known y, and known pw and pw’:

CDH(g™* /MP™, g™ [NP*) = Z A CDH(g™* /M™ g INP"') = Z’
Letting Z = g%, Z' = gz/, we can rewrite these equations as

{m(x—pW) “n(y —pw) =z
m(z —pw') - n(y — pw') = 2’

Let us assume that the attacker knows z (the other case is symmetric). We scale the equations and
rearrange the formula as follows:

{m(x —pw)(z —pw') - n(y —pw) =z - (. — pw’)
m(z — pw')(z — pw) - n(y — pw') = 2" - (2 — pw)

3 Note that it actually suffices to have a restricted DDH oracle in which one of the inputs is fixed as in the
Strong Diffie-Hellman (SDH) problem [ABRO1], so a tight reduction to SDH is also possible. Furthermore,
storing all possible values that cause the bad event and returning one at random gives a reduction to CDH
that loses a linear factor in the maximum size of the random-oracle table.
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Subtracting the two equations, we get
z(x —pw') — 2’ (z — pw) = mn(z — pw)(z — pw’)(pw’ — pw)
And we can derive a formula for the desired CDH:

1
g = (fopwf .Z/pwfm) (@—pw) (z—pw’ ) (pw —pw)

This formula can be computed by the attacker, provided that x # pw and = # pw’, which we know to
be the case as otherwise the bad event would not have occurred due to the action of bads. a

Lemma 6.7. For every algebraic attacker A, there exists an attacker By, such that
2 GSqDH
PI‘[Glo = bad8] < AdVB4 ()

Proof. The reduction is given in Fig. 7. In the unlikely event that M = 1 there is nothing to do, as
the problem is trivial to solve. We can also assume that the conditions checked to activate bad; all
failed, as otherwise badg would have been reset. This implies, in particular, that there are no entries
in T, such that the secret exponent x or y collides with the password pwyg.

Given M, the reduction sets N = M?*, for random non-zero A\, which yields correctly distributed
global parameters. Similarly to what happened in the proof of Lemma 6.6, we use the DDH oracle to
ensure the simulation is perfect, so it remains to show that our reduction can compute CDH (M, M)
whenever bad§ occurs. There are two cases to consider, depending on whether we are dealing with a
session accepted by a user or by a server.

SESSIONS ACCEPTED IN SENDTERM. We know that the following equation holds.

M= gaMch
Z = CDH <MPW,NPW )
This can be rewritten as:
: : Z :
Z = COH(M™™P", g" MON“™P) & — s = COH(M ™", MPN*~P)
Replacing N = M* and rearranging the exponents we get
Z
e (z—pw) (b+A(c—pw))
Ao CDH(M, M)

We can therefore recover the desired SqDH provided that (xz —pw)(b+ A(c—pw)) # 0. So see that this
can never happen, note b + A(c — pw) # 0, as otherwise bad;y would have happened and this entry

would not be in the list, and we also excluded x = pw above. This means that we can compute the
SqDH.

SESSIONS ACCEPTED IN SENDRESP. In this case we know that the following equation holds.

g*MPN¢ NV >

This can be rewritten as:
Z = CDH(g* M PYN°®, NY~P¥)

Replacing N = M* and rearranging the exponents we get

Z = CDH(g" MP—Pv e pAW=P)) o = CDH(M, M)(b=petre)y=pw)

Mear(y—pw)
We can therefore recover the desired SqDH provided that (b — pw + Ac)(y — pw) # 0. So see that this
can never happen, note that we know that y — pw # 0 and it must be the case that b — pw + Ac # 0,
as otherwise bad%0 would have happened and this entry would not be in the list. This means that the
SqDH can be computed. O
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Lemma 6.8. For every attacker A, there exists an attacker Bs, such that
2 GPCCDH
Pr[Gg = badg | < 2¢, - Advj;_ ()

Proof. The reduction is given in Fig. 7. Our adversary Bs guesses a query in the range [0..¢s-1]
and chooses a role uniformly at random to guess whether the challenge should be injected on the
responder side or on the initiator side. The behavior conditioned on these guesses is shown in the
figure as two different versions of Bs, one for initiator side and another for responder side. Similarly
to what happened in the proof of Lemma 6.6, we use the DDH oracle to ensure the simulation is
perfect, and the correct result is produced as long as the guesses are correct. On the initiator side,
the reduction is slightly more intricate as one needs to embed A; in all possible initiator sessions that
might lead to the bad event. The bound on the theorem follows from the fact that the reduction only
works if our attackers guesses are correct. O

7 Security with Key Confirmation

The result we obtained in the previous section provides guarantees even if the derived secret keys are
used before a key confirmation step. However, in most practical settings a key confirmation step exists
and, in this case, a much better security bound can be proved. This is what we do in this section. We
show the modified protocol in Fig. 2. Note that a one-time secure MAC suffices.

Client Server

pwe P,M,N € G

accept «+ F accept «+ F
T 4% ZLq Y $2q
X+ g° U x* Y + g¥
X* 4 X - M ’ X« X*/ M™
Y*«~Y.NP

(Ka, Ke) < H(U, S, X*,Y*, pw, XV)
(Ku,s, Ks,u) < KDF(Ka, const)

S, Y™ tags i
Y « Y* /NP " taggy « MAC(Ksu,sid)
(Ko, Ke) + H(U, S, X*, Y™ pw,Y?)
(Ku,s, Ks,u) < KDF(K,, const)
Abort if tagg ; # MAC(Ks,u, sid)
tagy.s « MAC(Ku,s, sid) _ PBUS | bortif tagy, ¢ # MAC(Kuy,s, sid)

accept + T accept + T

Fig. 2. The SPAKE2 protocol [AP05] with key confirmation. Here, const is a fixed point in the domain of the
KDF, sid = (U, S, X*,Y™) and K. is the accepted session key.
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Go

bad2

Accepted trace on responder side collides with any previously accepted trace or accepted trace on ini-
tiator side collides with trace of any previously accepted initiator session. Bounded by a statistical term.

Gy

bad4

Random oracle query consistent with the trace accepted as a result of a query to EXECUTE. Such an
event would allow attacker to detect an inconsistency between the outputs of TEST or REVEAL and the
random oracle. Bounded by a tight reduction to GCDH.

Ge

bade

Random oracle query consistent with the trace accepted as a result of a query to one of the SEND
oracles and declared fresh. Such an event would allow attacker to detect an inconsistency between the
outputs of TEST or REVEAL and the random oracle. Adversary’s view is independent of b in this game,
but badg is hard to bound.

Gz

badG

bad7

The meaning is the same as in the previous game, but it now is only triggered in cases where the other
bad event in this game does not occur.

Either there is a call to the random oracle with pw = x or pw = y, where = or y is one of the random
values sampled in the game. Or a password was sampled by the game that also collides with one of
these values. Bounded by a tight reduction to GDL.

Gs

badg

bad}

bad2

The meaning is the same as in the previous games, but it now is only triggered in cases where the
other bad event in this game does not occur. At this point this event can only happen for random
oracle queries placed before the associated password was sampled in the game. Furthermore, we know
there can be at most ¢, entries, which results in a ¢/|P| term.

The attacker made two different random oracle queries consistent with the trace of the same fresh
session, i.e. with different passwords, before the corresponding password was sampled. Bounded by a
tight reduction to GCDH.

The attacker made a random oracle query consistent with the trace of a fresh session, after the
corresponding password was corrupted and hence sampled by the game. We delay bounding the
probability of this event until game Gg for clarity.

bad2

Same meaning as in the previous game and same probability of occurrence. We fork here the proofs
of Theorems 6.1 and 6.2. For the latter we immediately bound the event with a tight reduction to
GPCCDH, which yields a loose reduction to GCDH via the splitting lemma of [PS00, AP05]. For
Theorem 6.2 we delay bounding this event until Gio.

bad3

bad10

Same meaning as in the previous game, but now only set when the other bad flag in this game is not
set. Bound using a reduction to GSqDH assuming an algebraic adversary.

The adversary commited to a representation of a group element in a SEND query that predicts a password
sampled later in the game. The probability of this event occurring can be easily bound as ¢s/|P].

We also note here that the set of traces for which this event needs to be checked is disjoint from
the set of traces for which badg needs to be checked in game Gg. This is why the bound we give for
Theorem 6.1 can be improved by removing a ¢./|P| term using a different sequence of games.

Table 1. Meaning of the bad events in the different games.
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Theorem 7.1. SPAKE2 with key confirmation is tightly PFS-secure in the random-oracle model un-
der the GCDH assumption. More precisely, for every attacker A against SPAKEZ2, there exist attackers
Bs and Bs against the Gap Diffie-Hellman problem, attacker By against the Gap Discrete Logarithm
problem, attacker By against the pseudorandomness of KDF and attacker Bg against the unforgeability
of the MAC scheme such that

(gs + qe)?
2q

ds - .
AdvSPARE2() < | P|+Adv%sGCDH()+Advg2DL()+Adv§3 GCD”()+qS.(Advg'jRF() +Adv}3‘;F())+

Proof. Again we use a sequence of hops, but we explain here only the differences to the proofs in the
previous section. We give the games in Figs. 8 to 10 in Appendix B.

The hops up to game G4 are identical to those for the proofs in the previous section. In game G4, as
before, we exclude the possibility of the adversary breaking a session where it behaved passively but,
in addition to EXECUTE queries, we handle also the sequences of SEND queries where the adversary
establishes sessions with traces (U, S, X*,Y™*) where the messages were generated by the game. We
give a modified reduction to deal with this case in Lemma 7.3 and note that here the gap oracle is not
only used to detect the correct CDH answer, but to maintain consistency of all other sessions where
the attacker is active.

We now carry on the the discussion of the following hops in detail from game Gg.

GAME Gg. This game introduces an independent random oracle for keys derived for (possibly aborted)
fresh sessions. Flag badg corresponds to the attacker observing an inconsistency in the hash queries
for H. As in the previous proof, we have

2
AdvSPAREZ () < (9s +90)° ;r Ge) + AdvECPH () + AdvEPH() + Pr[ Gy = bads],
q

where the term corresponding to Bg highlights the fact that the reduction that deals with passive
sessions is the one given in Lemma 7.3. Furthermore, as before, the adversary’s view in this game is
independent of the secret bit b and it only remains to bound the probability of badg occurring. Let us
take a closer look at game Gg to confirm that this is the case.

First of all, let us confirm that all the session keys corresponding to fresh accepted sessions have
been moved to an independent random oracle, whereas all revealable (accepted) non-fresh keys have
not. Notice that random oracle queries are added to T rather than T in two occasions:

— When a SEND query starts a responder session for an uncorrupted password; this session may or
may not turn out to be accepted and, if it is, it may or may not be fresh.

— When a SEND query is about to conclude a fresh initiator session (such an entry has not yet been
previously added to Ty since we never do this for sessions where the attacker is passive); this
session may or may not be accepted due to MAC verification.

For the latter type of entries, if the MAC verification passes, then the session will be accepted as fresh,
so we must ensure that such an entry is never removed from T} in this case. Removal could only occur
in the CORRUPT oracle, but here the check performed guarantees that entries are only removed from
Ts when no accepted fresh session with that trace exists.

For the first type of entry, we must ensure that the entry is removed from T whenever it might be
accepted as unfresh. This is ensured by the corruption oracle: it removes any such entries upon corrup-
tion and reprograms the global random oracle with the corresponding key material when corruption
occurs before any session with that trace is accepted.

Note further that the corrupt oracle also cleans up any entries in T corresponding to traces of
potentially fresh sessions that the attacker failed to conclude before corruption (e.g., by delivering
an inconsistent MAC). This means that, after corruption of pwyg, the only entries that remain in T
corresponding to (U, S) interactions must correspond to at least one fresh accepted session.
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Now let us confirm that any inconsistencies detected by the adversary in its queries to the global
random oracle (because it has observed in the game the output of the independent random oracle or
some usage of it) are correctly signalled by activating the badg flag.

The attacker may observe the action of the independent random oracle via the following oracle
queries:

— REVEAL or TEST queries to accepted fresh sessions.
— MAC values computed using keys derived from entries in T rather than the global random oracle.

For all entries added and never removed from Ty, the badg flag is activated if a matching entry is ever
queried to H in the game. This covers the first class of observations. MAC checks and computations
for such sessions are handled similarly.

The possibility remains, however, that the attacker might observe a MAC value related to an
entry in Ty that is later moved to T. If the query to H that causes the inconsistency comes while the
offending entry is in T, then badg is activated as before. Otherwise, note that entries moved from T
to T retain the key material, so subsequent queries to H will actually be consistent.

GAME Gy. The intuition of this hop is identical to that for game G7 in the proofs of the previous
section: we change the way we generate messages in SEND queries and set a bad flag if, due to some
unlikely event, one of the random exponents generated by the game to do this occurs as a password
in the game. This event can be bounded by a reduction to GDL, as shown in Lemma 6.5, so we have:

AdVSPAKEZ() < (qS+qe)2 +Advu—GCDH()+AdVGDL()+Pr[G — bad ]
.A — 2q 81 82 7 6

GAME Gg. In this game we reject any tags submitted by the attacker to a SEND oracle that would result
in a new fresh session being accepted, when it has no information on the corresponding authentication
key. More in detail:

— If a fresh session is about to be accepted on the initiator side, and there does not exist a matching
session on the responder side, then the attacker has never observed any computation based on the
corresponding T entry.

— If a fresh session is about to be accepted on the responder side, and there does not exist a matching
session on the initiator side, then the attacker may have observed a MAC computed with Kg s,
but it has no information about Ky 5.

Note that, by rejecting these sessions, the attacker can now only complete fresh sessions by behaving
passively.* We add a bad flag badg to deal with cases where the tag would have been accepted in the
previous game and, when this flag is activated, the potentially fresh session is forgotten and removed
from the independent random oracle. This also means that, in this game, badg can now only occur
after corruption for sessions where the attacker behaved passively, which is why we can further restrict
the setting of the bad fact to non-corrupted passwords. To see that this is indeed the case, observe
that badg happens while entries are in T, but in this game we remove from T traces corresponding
to active behaviour before the corresponding password is corrupted (as otherwise these sessions would
not lead to fresh sessions anyway).

The probability of badg occurring can be bounded using the PRF property of KDF and the standard
(one-time) unforgeability of the MAC scheme. A formal proof is given in Lemma 7.4. Therefore we
have

Pr[ Gy = badg] < Pr[Gg = badg] + gs - (AdvijF() + AdvEUR( ))

GAME Gg. In this game we introduce changes similar to those we introduced in Gg of the proofs of
Theorems 6.1 and 6.2 in moving all password-related checks to the end of the game. However, unlike

4 Forging MACS that result the same trace being accepted as in passive behaviour is not considered an active
attack. This maps to the standard existential unforgeability notion.
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in the previous section, we can now move all occurrences of badg to the end, since we handled the
problematic queries placed after corruption in the previous game hops. We move checks to the end
by introducing a Thaq list, and a final bad event badg for executions where the attacker is able to
construct two different consistent entries in this list for the same trace and different passwords.

Analysis of badg and badg in game Gg are identical to the analyses of badg and badé in game Gg
of the proofs in the previous section: badg is the probability of passwords guessing, whereas badyy can
be reduced to GCDH as proved in Lemma 6.6. We therefore have

PI‘[Gg = bad6] < PI‘[GQ = badg} + PI‘[Gg = badg] < % 4 AdVgSDH()

This concludes the proof. a

The above proof also establishes that SPAKE2 with key confirmation provides explicit authenti-
cation defined formally as:

— if a client U accepts a session with server S, then S has a pending unique session where it has
derived the same key and session identifier (U, S, X*,Y™*);

— if a server S accepts a session with client U, then U has already accepted a unique session with
the same key and session identifier (U, S, X*,Y™*).

We state this as the following corollary, which shows that impersonation can only be achieved with
negligible probability beyond guessing the password.

Corollary 7.2. SPAKE2 with key confirmation provides explicit authentication.

Proof. The proof follows the same sequence of hops as that of Theorem 7.1. We can observe that in
the final game a session is accepted only if the adversary behaved passively, which means that explicit
authentication is guaranteed with the same bound. More precisely, the attacker can break explicit
authentication with probability at most

(QS + Qe)2

T + AP+ AIVEDRS() + AR SM() g (AT () + AVE()) +

P

O

REMARK. We note that the proof strategy we use here for dealing with sessions where the attacker
behaves passively actually shows that SPAKE2 is secure in a stronger model where the adversary
does not have access to the EXECUTE oracle and can instead adaptively decide how to orchestrate a
bounded number of ¢. passive attacks concurrently with a bounded number of ¢, active attacks. For
this, the use of the gap oracle is essential in the proof step that handles passive attacks. The strategy
we used in the previous section does not use this strategy for clarity, but the same observations apply.

Lemma 7.3. For every attacker A, there exists an attacker Bg, such that
U-GCDH
PI"[G4 = bad4] < AdVBG ()

Proof. Let us consider the GCDH attacker Bg in Fig. 11. It gets a generalized challenge of the form
(X1, s Xgo4qes Y1, -+, Yy 4q.) and finds CDH(X;,Y), for some 1 <4, j < g.. This problem is tightly
equivalent to Y-GCDH by random self-reducibility. The attacker embeds X and Yy, in all game-
generated X* and Y*, which means that it cannot compute the CDH for any session. However, it
can use the DDH oracle to check when H queries for a given group element Z match traces where
CDH(X,Y) = Z. Additionally, the DDH oracle is used to check for the bad event, in which case a
solution to the GCDH problem was found. a0
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Lemma 7.4. For every attacker A, there exist attackers By and Bs, such that
P1[Gs = bads ] < g, - (AdvVIE™"() + Advi" ()

Proof. Consider the modified version of game Gg we present in Figure 11 (game G§,) and let us
consider for now the behaviour of this game when ¢ = F. In this case, the only difference between
the two games is that game GE, only sets bads in one special /-th query to SEND, while the original
version of Gg might set the flag in many SEND queries. However, this special query is chosen uniformly
at random and is outside of the adversary’s view, so it must be the case that, conditioning on the
probability that the randomly chosen £ correctly guesses the query that causes the first occurrence of
badg in game Gg, the probability of badg occurring in the two games is the same. This implies,

Pr[Gg = badg] = Pr[GE, = badg |¢ is correct] < g, Pr[GE, = badg]

We can now focus on game Gg/. Observe that parameter ¢ = T replaces the keys produced by the
KDF with random ones for the ¢-th query. This means that it is easy to construct an attacker B, such
that

Advg () = |Pr[GE = bads] — Pr[ G, = bads] |

We omit the details of this reduction. At this point, it suffices to bound the probability of badg in game
Gg,. We do this via a direct reduction to the one-time unforgeability property of the MAC scheme.
This is shown in Figure 11 as attacker Bg. Again the reduction is simple: for the critical £-th query, the
attacker fixes the authentication key that causes badg implicitly as the external MAC key for which it
is trying to forge. When badg occurs, it returns the offending trace and authenticator as a forgery. O

8 Implications

NOTHING-UP-YOUR-SLEEVE GLOBAL PARAMETERS. Our security proof applies without change to any
distribution of the global parameters (M, N) under which computing the CDH between the two with
the help of a DDH oracle is assumed to be hard. This means that simply sampling (M, N) uniformly
at random is a good choice when the GCDH assumption holds, and so is choosing M = H(K) and
N = H(K’) when H is modeled as a random oracle. Here the choice of K # K’ means one is relying
on the standard GCDH assumption, whereas K = K’ leads to M = N, which means relying on the
squared GCDH problem.

REMOVING THE GLOBAL PARAMETERS. Our proof extends to a variant of SPAKE2 where (M, N)
are not generated in a global setup. Instead one can use (M, N) = H(U, S) and N = H(S,U), where
different values of these parameters are precomputed for each user-server pair. The online efficiency
of the protocol is not affected. Modeling H as a random oracle, this means that each (U, S) pair now
poses an independent GCDH challenge to the active attacker. Our proof can be easily modified to
cover this case with the same bound by observing that bad events that involve multiple sessions are
always defined between sessions established for the same user-server (U, S).

REUSING PASSWORDS. Our model assumes that user passwords are sampled independently for each
pair (U, S). The simple case of password reuse, where passwords are either repeats or they are sampled
independently can be easily addressed by extending the corrupt oracle to exclude additional trivial
attacks: it should declare as corrupt all (U’,S’) pairs that use the same password. The same proof
applies and the bound is not affected in this case, as the entropy of non-repeat passwords is assumed
to be unaffected.

The treatment of more complex distributions follows in the same lines as described in [KOY09,
Section 2.2.1].
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A Games and adversaries for the proof of Theorems 6.1 and 6.2
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proc INITIALIZE( ) Gy, Go
b<«${0,1}; C « {}; T < {}; badg < F

m <—$Z;; n +$D*(m); M «+ g™; N « g"
For U € U, S € S do pwyg +3P; Tst = { }
Return (M, N)

proc SENDINIT(U, %, S)

If 7TU #1 Return J.
E<—$Zq§x* «— g% - MPWus
= (x, (U, S, X*, 1), L, F)
Return (U, X*)

proc SENDRESP(S, i, U, X*)

If WS #1 Return L

y +8Zg; Y* « g¥ - NPYUs

If 3P € SUU, (U, S, X*,YV*) =l .tr
bady = T; Return L

X « X* / MPWus

K « H(U, S, X*,

Y, pwys, XY)

ﬂse(y (st* Y*), K, T)
Return (S, Y*)

proc SENDTERM(U, i, S, Y*)

If ¢, # (x, (U, S, X*, 1), L,F) Return L

If3Peu, (U, S, X*, Y* {D.u
bady = T; Return L

Y + Y* / NPWus

K + H(U, S, X*,

)=
Y*, pwyg, YP)

T e (@, (U, S, X*,Y*), K, T)
Return T

proc Exec(U, S, i, j)
Ifnl #L vl ;éL Return L

T «$Zg; X* «— g¥ - MPWus
y +$Zg; Y*  g¥ . NPVUs

If 3P €SUU, (U, S, X*, Y*) = 77‘;-"
badg = T; Return L
K+ HU, S, X*,Y*, pwyg, X¥)

ﬂ’i‘ll—(a‘,(USX* Y*), K, T)
g + (v, (st* Y)KT)
Return (U, X*, S, Y*)

proc H(U, S, X*,Y*, pw, Z)

If T[U,S, X*,Y*, pw, Z] = K #1 Return K
TU,S, X*, Y*, pw, Z] «<$ K
Return T[U, S, X*,Y*, pw, Z]

proc CorrurT(U, S)
C «— CcuU{(U9)}
Return pwyg

proc REVEAL(P, i)
If np.ac # T Vv (P, i) € Tst Return L

Return 7\'71:3.K

proc TEST(P, i)

If Fresh(7%) = F Return L
Ko «+ REVEAL(P, i); K1 <$K
Tst < Tst U (P, i); Return Ky

proc FiNaLize(b’)
Return b = b’

proc INITIALIZE( ) G3
b«${0,1}; C+—{}; T+ {}

m <—$Zg, n +$D*(m); M < g™; N « g™
For U € U, S € S do pwyg <8 P; Tst = { }
Return (M, N)

proc SenpINiT(U, i, S)

If 7, #L Return L

z +$Zg; X* + g% - MPVUS

7 < (2, (U, 8, X*, 1), L,F,F)

Return (U, X*)

proc SENDREsP(S, i, U, X*)

If 7% #1 Return L

v <—$Zq; Y* « g¥ . NPVus

If3IPeSUU, (U S, X* Y*
Return L

fr« (U, S) ¢ C

X «+ X* /) MPWYus

K «+ H(U, S, X*, Y*,pwu,x’l)

mh o (y, (U, 8, X*,Y*), K, T, fr)

Return (S, Y™*)

) = mhtr

proc SENDTERM(U, i, S, Y*)

I nl # (=, (U, S, X*, 1), L, F,F) Return L

If3P U, (U,S, X%, Y*) = ﬂgj
Return L ) ]

fr < 34, (U, S, X*,Y*) = ﬂ‘:lg.tv/\ w‘éfr =T

frfrv (US) ¢&C

Y « Y* / NPWus

K + H(U, S, X*, Y™ pwyg, Y¥)

wi, — (=, (U, 8, X*, Y*), K, T,fr)

Return T

tr

proc Exec(U, S, i, 7)
If 1rU #L1 \/7rs #1 Return L

z +$Zg; X* — g% - MPYus

y $2Zg; Y* «— g¥ . NPWUs

3P €SUU, (U S X*, Y*) =nptr
Return L

K« H(U, S, X*, Y*, pwyg, XV)

T (2, (U, S, X%, Y %), K, T, )
g — (v, (U, S, X*, Y*), K, T, T)
Return (U, X*, S,Y*)

proc H(U, S, X*, Y™, pw, Z)

If T[U, S, X*,Y*,pw, Z] = K #L Return K
T[U,S, X*,Y*, pw, Z] <8 K
Return T[U, S, X*,Y*, pw, Z]

proc CorruUPT(U, S)

C <+ Ccu{(U,9)}
Return pwyg

proc REVEAL( P, i)

If WP ac# TV (P, 1) 6 Tst Rcturn 4
v(j, Q) st wb tr = wP .tr do ﬂQ fr=F
Return 7. K

proc TesT(P, i)

F Return L

AL(P, 1); K1 <3 K
Tst «— Tst U (P, i); Return K

If 7l fr

proc FINAL 1‘(b/)
Return b = b’

proc INITIALIZE( )

Gy

b<7${0 1}; C{*{} T {};Tst={}; Te + {}

m «8Z%; n «$D*(m); M «+ g"; N + g"
For U € U, S € § do pwyg «$ P; bady + F
Return (M, N)

proc SENDINIT(U, 4, S)

If 7}, #1 Return L
ar<—$Zq;X*<—g MPWus

nh — (x, (st* 1), L,F,F)
Return (U, X*)

proc SENDRESP(S, %, U, X*)

If 7% #1 Return L

y +S$Zg; Y* — g¥ -

IfIPesuU, (U, S, X*, Y*
Return L

fr (U, S) ¢ C

X+ X* / MPVus

K + H(U, S, X*, Y™, pwyg, X¥)

7rs<—(y (st* Y*), K, T,fr)

Return (S, Y*)

NPWyg

)= ﬂjé.tr

proc SENDTERM(U, i, S, Y*)

If wl # (z, (U, S, X*, 1), L,F,F) Return L

If3P €U, (U, S, X*, Y*) = xptr
Return L . .

fr < 34, (U, S, X*,Y*) = W‘Zs,.tr A Tr-jg.fr

fr« fr v (U,S) ¢ C

Y « Y* / NPYus

K « H(U, S, X*, Y*, pwyg, Y7)

ny — (x, (U, S, X*, Y*), K, T,fr)

Return T

=T

proc Exec(U, S, i, j)

If nl #1 vl #1 Return L

T «$2Zg; X* «— gT - MPWus

y —8Zg; Y* — g¥ . NPVus

If3IPesuU, (U, S, X* Y*) =
Return L

If (U, S, X*, Y* pwys, Y¥) € T do badgy « T

Te + Te U {(U, S, X*, Y™ pwyg, Y)}

K «++$K

e (2, (U, S, X5, Y%), K, T,T)

g« (v, (U, S, X*, Y*), K, T,T)

Return (U, X*, S, Y*)

Ptr

proc H(U, S, X*,Y*, pw, Z)

If 3(U, S, X*, Y ", pwyg, Z) € Te do badgy «+ T
If T[U,S, X*,Y*, pw, Z] = K #1 Return K
T[U,S, X*,Y*, pw, Z] +$ K

Return T[U, S, X*,Y*, pw, Z]

C < CU{(U S5}

Return pwyg

proc REVEAL(P, i)

If 7p.ac # T V (P, i) € Tst Return L
(i, Q) st whtr = nltr do whfr=F
Return 7. K

proc TEST(P, i)

If wh fr = F Return L

K@ + REVEAL(P, i); K1 <$K
Tst < Tst U (P, i); Return Ky

proc FinaLize(b’)
Return b = b’

Fig. 3. Security proof for SPAKE2. Games 1 to 4.
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proc INITIALIZE( ) Gg
b«—${0,1}; C«—{}; T+ {}

m <—$Z;; n +$D*(m); M « g"; N « g"
For U € U,S € 8§ do pwyg <3 P; Tst = { }
Return (M, N)

proc SEnDINIT(U, 7, S)

If 7§, #L Return L
z<—$Zq,X <+ g% . MPWus

wb — (z, (U, S, X*, 1), L,F,F)
Return (U, X*)

proc SENDRESP(S, i, U, X*)

If m% #1 Return L

y +$Zg; Y* « g¥ . NPYUs

If3PesuU,(U,S,X*, Y
Return L

fr+ (U,S) ¢ C

*) = 7\";),“'

X + X* /) MPYus

K «+ H(U, S, X*,Y*, pwyg, X¥)

71'54—(y (U, S, X*, Y*), K, T,fr)
Return (S, Y*)

proc SENDTERM(U, i, S, Y'*)

1t w;'] # (x,(U, S, X*, L), L,F,F) Return L

If3P U, (U, S, X%, Y*) ==l
Return L

fr « 35, (U, S, X*,Y*) =

fr« fr v (U, S) ¢ C

.tr

J J =
Ty tr Amgfr=T

Y < Y* / NPWus

K« H(U, 8, X*,Y* pwyg, Y?)

nh (2, (U, S, X%, Y*), K, T, f)
Return T

proc Exec(U, S, i, j)
If nl #1 vl #1 Return L
T —8Zg; X* — g%
y «$Zg; Y* « g¥

If3P € SUU, (U S, X%, Y*) = nhtr
Return L
KA<—<—$IC

wb — (z, (U, S, X*, Y*),K,T,T)
g+ (v, (U, S, X*, Y*),K,T,T)
Return (U, X*, S, Y*)

proc H(U, S, X*, Y™* pw, Z)

If T[U,S, X*,Y*, pw, Z] = K #1 Return K

T[U, S, X*,Y*, pw, Z] +$ K
Return T[U, S, X*, Y™, pw, Z]

proc CorruP(U, S)

C +— Cu{(U,S9)}

Return pwg

If 7'p.ac # T V (P, i) € Tst Return L

V(i Q) st mhytr = whtr do wly fr = F
i

Return wP.K

proc TesT(P, i)

If w}:,.fr = F Return L

K@ + REVEAL(P,i); K1 <$K

Tst <= Tst U (P, i); Return Ky

proc FiNaLize(b')

Return b = b’

proc INITIALIZE( ) Gg
b(—${01}C(—{}T(—{}Tst*{}TSH{}
m<—$Z*,n<—$’D (m); M <+ g™; N « g™
ForUGb{ S € S do pwyg <3 P; bad5<—F

Return (M, N)

proc :NpINIT(U, %, S)

If 7rU #1 Return L

z +$Zq; X* <« g% . MPWus
w}]e(z,(us X*, 1), L,F,F)
Return (U, X*)

proc SENDREsP(S, i, U, X *)
If HS #1 Return L
y +8Zg; Y* « g¥ . NPYus
If 3P eSUU,(U,S X*, Y*) =x)
Return L
fr— (U, S) ¢ C
If —fr
X « X* / MPVus
K + H(U, S, X*, Y™, pwyg, XY)
Else
If 3(U, S, X*,Y*, pw, Z) € T A pw = pwyg
X +— X* /) MPW
If Z = XY do badg + T

.tr

K «+$K
Ts[U, S, X*,Y*] + (S, y, K)
mg + (v, (U, s X*,Y*), K, T,fr)

Return (S, Y*)

proc SENDTERM(U, i, S, Y *)
If W}J # (z, (U, S, X*, L), L,F,F) Return L
If 3P €U, (U, S, X*, Y*) = ﬂ,.
Return L
fr« 35, (U, S, X*,Y*) = ﬂ‘é,tr/\ «JS.fr =T
fr < fr v (U, S) ¢ C
If —fr
Y < Y* / NPVus
K « H(U, S, X*, Y*, pwyg, Y¥)
Else If (U, S, X*,Y*) € Ts
(S,y, K) + Ts[U, S, X*, Y*]
Else
If 3(U, S, X*, Y*,pw Z) €T A pw = pwyg
Y «— Y* / NPW
If Z=Y?" do badg + T
K «+$K

tr

Ts[U, S, X*,Y*] « (U, z, K)
my + (x, (U, S, X*,Y*), K, T,fr)
Return T

proc Exec(U, S, i, j)

If wf #L vl #1 Return L

z +—$Zg; X* — g%

Yy «8$Zg; Y* «— g¥ )

If 3P € suu,(U,s,X*,y*):wfD
Return L

K ++8$K

wh e (2, (U, S, X*, Y X)), K, T,T)

g + (v, (U, S, X*, Y)KTT)

Return (U, X*,S,Y*)

.tr

proc H(U, S, X*, Y *, pw, Z)

If T[U,S, X*, Y*, pw, Z] = K #1 Return K
If (U, S, X*,Y*) € Ts N pw = pwyg
If Tg[U, S, X*,Y*] = (U, z, K)
Y « Y*/NPW, z/  v®
If T5[U, S, X*, Y*] = (5,9, K)
X+ X* /) MPVY; Zz/ « XY
If 2" = Z do badg + T
TU, S, X*, Y*, pw, Z] +$ K
Return T[U, S, X*, Y%, pw, Z]

proc CorrurT(U, S)

C+— CuU{(U, 9}

Return pwyg

proc REVEAL(P, i)

If 7 .ac #£ T v (P, ) € Tst Return L
V0, Q) st 71"7Q.tr =l tr do W]Q.fr =F
Return W'LP,K

proc TesT(P, i)

If n% fr = F Return L
K + REVEAL(P, i); K1 +$K
Tst < Tst U (P, i); Return Ky

proc FinaLize(b’)

Return b = b’

proc INITIALIZE( ) Gy
b «${0,1}; C(—{} T+ {}; T5<—{} Tst={}
m <—$Zq; n «<$D*(m); M + g™M; N +

For U € U, S € S do pwyg +$ P; badg < F, bady < F
Return (M, N)

proc SENpINIT(U, i, S)

If mf; #1 Return L

z +S$Zg; X* — M*T

i (x, (st* 1), L,F,F)
Return (U, X*)

proc SENDRESP(S, 4, U, X*)
If 7 #1 Return L
y «$Zg; Y* « NY
If3IP e SUU, (U, S, X*, Y*) = w{p.tr
Return L
fr < (U, S) ¢ C
If —fr
X + X* /) MPYUS; § «+ ny — npwgg
K« H(U, S, X*, Y™, pwyg, XY)
Else
If 3(U, S, X*, Y*, pw, Z) € T A pw = pwyg
X +— X* )/ MPY; § «— ny — npw
If Z= XY dobadg < T
K «+3$K
Ts[U, 8, X*,Y*] « (S, y, K)
(v, (U, S, X*, Y*), K, T,fr)
Return (S, Y*)

proc SENDTERM(U, i, S, Y*)
If 7§, # (z, (U, S, X*, 1), 1,F,F) Return L
If3P €U, (U, S, X* Y*) ==}
Return L
fr « 34, (U, S, X*,Y*) =
frfr v (U, S) ¢ C
If —fr
Y + Y* /NPYVUS; & + ma — mpwyg
K « H(U, S, X*, Y*, puwyg, YT)
Else If (U, S, X*,Y*) € Ts
(8,9, K) « Ts[U, 5, X*, Y*]
Else
If 3(U, S, X*,Y*, pw, Z) € T A pw = pwyg
Y + Y* /NP, & < ma — mpw
If Z=Y? do badg « T
K «+$K
Ts[U, S, X*,Y*] + (U, 2, K)
nl (2, (U, S, X*,Y*), K, T,f)
Return T

.tr

J I fr =
mhtr Amgfr=T

proc Exec(U, S, 4, §)

1wl #1 vl #L Return L

z +$Zg; X* — g¥

y «$Zqg; Y* «— g¥Y )

3P €SUU, (U, S, X*,Y*) =np
Return L

K +—+8$K

7ri — (z, (U, 8, X*,Y*),K,T,T)

7rs4—(y (USX* Y)KTT>

Return (U, X*, S, Y*)

.tr

proc H(U, S,X*,Y*,pw,Z)
If T[U,S, X*, Y™, pw, Z] = K #1 Return K
If (U,S,X*, Y*) € Ts A pw = pwyg
If Ts[U, S, X*,Y*] = (U, z, K)
Y « Y* /NP, & « mz — mpw; 2/ « YT
If T4[U, S, X*, Y*] = (S,y, K)
X +— X* /) MPY; § < my — npw; Z/ « XY
If Z' = Z do badg + T
TU,S, X*, Y*, pw, Z] +$K
Return T[U, S, X*,Y*, pw, Z]

proc CorrUPT(U, S)
C <« CU{(U,S)}
Return pwyg

proc REVEAL( P, i)
If rp.ac# T V (P, ) € Tst Return L
Y(j, Q) s.t. néz tr = wP .tr do ﬂQ fr=F

i
Return 7p . K

proc TEsT(P, i)

If = .fr = F Return L

K + REVEAL(P,1i); K1 <$K
Tst < Tst U (P, i); Return K

proc FinaLize(b’)

If 30U S, (x,pwyg, *) € Ts do bady < T

If Spw, (*,pw, x) € Ts A (%, %, x, x,pw, x) € T
bady < T

If bad7 = T do badg «+ F

Return b = b’

Fig. 4. Security proof for SPAKE2. Games 5 to 7.
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proc INITIALIZE( ) Gg
b+${0,1}; C«+—{} T+ {} TS<—{) Tstf{}

badg + F; bady « F; Tp,g < { }; bad} + F; bad8 «F

m <—$Z in <—$”D*(m) M+ g"; N «

Return (M, N)

proc SenpINiT(U, 4, S)

If 7rU #1 Return L

@ +$Zg; X* — MT
er(z,(st , 1), L,F,F)
Return (U, X*)

proc SENDRESP(S, i, U, X *)
If 7% #1 Return L
y +8Zq; Y* « NY
If3IPesSUU, (U, S, X* Y
fr« (U, S) ¢ C
It —fr
X — X* /) MPVUS; § + ny — npwyg
K« H(U, S, X*, Y*, puyg, X9)
Else
For all (U, S, X*,Y*,pw,Z) € T
X «— X* [/ MPY; g < ny — npw
If Z = XY do Tp,q « Tpag U {U, S, X*,Y* pw, Z}
K «+$K
Ts[U, S, X*,Y*] + (S,y, K)
7rS<—(y (USX* Y*), K, T, fr)
Return (S, Y*)

*) = 7rP .tr Return L

proc SENDTERM(U, 4, S, Y*)
If 7y # (x, (U, S, X*, 1), L,
If 3P €U, (U, S, X*, Y*
fr < 34, (U, S, X*, Y*) = 7rs tr A 1\'S fr=T
fr«fr v (U, S) ¢ C
If —fr
Y « Y* /) NPYVUS; & «+ max — mpwyg
K «+ H(U, S, X*, Y*, pwyg, YT)
Else If (U, S, X*,Y*) € Ts
(S,y, K) + Ts[U, S, X*, Y*]
Else
For all (U, S, X*,Y* pw, Z) € T
Y « Y* / NPV & «— maz — mpw
If Z =YY% do Tpaq < Thag Y {U. S, X*, Y* pw, Z}
K «+8$8K
Ts[U, S, X*,Y*] + (U, =, K)
niy — (x, (U, S, X*, Y*), K,T,fr)
Return T

,F) Return L
tr Return L

)77r

proc Exec(U, S, i, j)

b #£L vl #L Return L
T «8$Zg; X* — g¥

y «$Zg; Y* + g¥

If3P €SUU, (U, S, X*,Y*) =l

P,tl’
Return L
K +—<+8$K

w%;(—(a:,(USX* Y*), K,T,T)
mg +— (v, (U, S, X*, Y*), K, T,T)
Return (U, X*,S,Y*)

proc H(U, S, X*, Y™, pw, Z)
If T[U,S,X*,Y*, pw, Z] = K #1 Return K
If (U, S, X*, Y*) e Ts
If Ts[U, S, X*,Y*] = (U, z, K)
Y « Y* /NP &« mz — mpw; 2/ «— Y&
If T[U, S, X*,Y*] = (S,y, K)
X « X* ) MPY; 5« my — npw; 2/ « XU
itz = z:
If (U, S) € C A pw = pwys do badZ « T
If (U, S) ¢ C do Tbad <—Tbadu{U S, X*
T[U, S, X*, Y™, pw, Z] —$
Return T[U, S, X*, L pw, Z]

LY X pw, Z}

proc CorruPT(U, S)
C — CU{(U, )} pwyg «$P
Return pwyg

If mhac # T V (P, i) € Tst Return L
V(i Q) st n‘gg.tr = nl.tr do ﬂbfr =F
Return 7. K

proc TesT(P, i)

If n5.fr = F Return L

K « REVEAL(P,1i); K1 <$K
Tst « Tst U (P, i); Return K

proc FinaLize(b’)
For (U, S) € (U x S) \ C do pwyg «$ P
If 3U S, (x,pwyg, ) € Ts do bady < T
If Ipw, (*, pw, x) € Ts A (%, %, %, %, pw, %) € T
bady « T
If bady =
If 3pw # pw’,
(U, S, X*,Y*, pw, Z) € Thaq A
(U, 8, X*, Y*, pw, Z') € Tpyq do bad} « T
Else
If (U, S, *, x, pwyg, x) € Thyq do badg < T
Else bad2 + F
Return b =’

proc INITIALIZE( ) Gg
b${0,1} C«—{ T« {}iTs < {};Tst={}
bady « F; bad2 « F

m <—$ZZ; n +$D*(m); M < g™; N «— g™
Return (M, N)

proc SeNpINIT(U, i, S)

If n}, #L Return L

x <—$Zq; X* — M*T

wgy « (x, (U, S, X*, 1), L,F,F)
Return (U, X*)

proc SENDRESP(S, i, U, X*, alg)
If 7% #1 Return L
y +$Zg; Y* « NY

If3IP € SUU, (U, S, X*, Y*) = «;,.tr
Return L

fr < (U, S) ¢ C

If —fr

X — X* / MPVUS; § + ny — npwyg
K+ H(U, S, X*, Y™, pwyg, XY)
Else

K «$K

If 3(U, S, %, x,y,*) € T do bady < T

Ts[U, S, X*,Y*] + (S, vy, K, alg)
7rs4—(1/ (USX* Y*), K, T, fr)
Return (S, Y*)

proc SENDTERM(U, i, S, Y'*, alg)
If wi, # (z, (U, S, X*, 1), L, F,F) Return L
If3P €U, (U, S, X*, Y*) = ﬂgj
Return L ) )
fr« 35, (U, S, X*,Y*) = ﬂ{g.n A WJSAfr =T
frfr v (U, S) ¢ C
If —fr
Y « Y* / NPYVUS; & « ma — mpwyg
K« H(U, S, X*, Y™, pwyg, YT)
Else If (U, S, X*,Y*) € Ts
(S, y, K,alg’) + Ts[U, S, X*, Y*]
Else

.tr

K «+8$IK

Ts[U, S, X*,Y*] + (U, =, K, alg)
miy — (x, (U, S, X*, Y*), K, T,fr)
Return T

proc Exec(U, S, i, j)

I nf #L Vv 7rs ;éi Return L

x <—$Zq, X* — g%

y «$Zg; Y* «— g¥

If3IPesuU, (U, S, X* Y*
Return L

K +—+3$K

wp e (2, (U, S, X*,Y*), K, T,T)

mg + (v, (U, S, X*, Y*), K, T,T)

Return (U, X*,S,Y™)

) = wz,,tr

proc H(U, S, X*, Y™, pw, Z)
If T[U, S, X*, Y*, pw, Z] = K #1 Return K
If (U, S, X*,Y*) € Ts
If Ts[U, S, X*,Y*] = (U, z, K, alg)
Y +— Y*/NPY. & « ma — mpw; 2/ « YT
If T4[U, S, X*,Y*] = (S, vy, K, alg)
X « X* ) MPY; 5« my — npw; 2/ « XU
1tz =2z
If (U, 5) € C A pw = pwyg do badZ + T

TU,S, X*, Y*, pw, Z] +$ K
Return T[U, S, X*, Y™, pw, Z]

proc CorrurT(U, S)
C +— CU{(U,S)}; pwyg <8P
Return pwg

If 7p.ac # T V (P, i) € Tst Return L
V0, Q) st whytr = whp.tr do wly fr = F
Return np. K

proc TesT(P, 1)

If w},.fr = F Return L

K < REVEAL(P, i); K1 +$K
Tst +— Tst U (P, i); Return Ky

proc FiNaLize(b')

For (U, S) € (U x §) \ C do pwyg «<$P

If 3U S, (*,pwyg, *) € Ts do bady «+ T

If Spw, (%, pw, *x) € Tg A (%, %, x, x,pw, x) € T
bad7 < T

If bady = F do badZ « F
Return b = b/

proc INITIALIZE( ) G1o
b+8${0,1} C«+« {}h T+ {}Ts+{} Tst—{}
m<—$z*;n<—$v*(m) M g™; N « g™

bady «+ F bad8 «— F; badjg < F; A <~ n/m

Return (M N)

proc SenpIniT(U, i, S)

If n}; #L Return L

z $Zg; X*  MT

Ty (x, (USX* 1), L,F,F)
Return (U, X*)

proc SENDRESP(S, i, U, X*, alg)
If wf #1 Return L
y «$Zg; Y* < NY

If3IP e SUU, (U, S, X*, Y*) = wg,.n
Return L

fr < (U, S) ¢ C

If —fr

X 4+ X* /) MPVUS; § + ny — npwyg

K «+ H(U, S, X*, Y*, pwyg, X¥)
Else

K «+$K

Ts[U, S, X*, Y*] + (S, y, K, alg)
g« (v, (U, S, X*, Y*), K, T,fr
Return (S, Y*)

proc SENDTERM(U, i, S, Y'*, alg)
If ¢y # (@, (U, S, X*, 1), L,F,F) Return L
If3P cU,(U,S, X%, Y*) = wgg
Return L
fr « 35, (U, S, X*,Y*) =
fr«fr v (U S) ¢ C
If —fr
Y + Y* / NPWus; g"c — max — mpwyg
K « H(U, S, X*,Y*, pwyg, YT)
Else If (U, S, X* y* ) € Ts
(S,y, K,alg) + Ts[U, S, X*,Y*]

.t

J J o=
mLr Amgfr=T

Else

K «+$K

Ts[U, S, X*,Y*] + (U, z, K, alg)
gy — (x, (U, S, X*, Y*), K,T,fr)
Return T

proc Exec(U, S, i J)

If nfy AL Vol #L Return L

z +—$Zqg; X* 4— hd

Yy «8Zg; Y* « g¥

If3PesSUU, (U, S X*, Y*
Return L

K ++$K

wb(—(r (U, S, X*, Y*),K,T,T)

g« (v, (U, S, X*, Y)KTT)

Return (U, X*,S,Y*)

) = ﬂ';;,.tr

proc H(U, S, X*, Y*, pw, Z)
If T[U,S, X*, Y*, pw, Z] = K #1 Return K
If (U, S, X*,Y*) € Ts
If T5[U, S, X*,Y*] = (U, z, K, alg)
Y « Y* /NP &« ma — mpw; 2/ «— YT
If Ts[U, S, X*, Y*] = (S, y, K, alg)
X — X* ) MPY; g «— my — npw; 2’ « XU
If Z' = Z A badig = F:
If (U, S) € C A pw = pwyg do badZ « T
TU, S, X*, Y*, pw, Z] +$ K
Return T[U, S, X*,Y*, pw, Z]

proc CorrupT(U, S)
C «— CU{(U, S)}; pwyg <8P
For all (U, S, X*,Y*) € Ts
If Ts[U, S, X*, Y*] = (U, z, K, alg)
Rewrite alg = [(g, a), (M, b), (N, ¢)]
If b — pwyg + Ac = 0 do badyg < T
If Ts[U, S, X*, Y*] = (S, vy, K, alg)
Rewrite alg = [(g, *), (M, b), (N, %)]
If b+ A(e — pwyg) = 0 do badg «+ T
Return pwyg

If 7p.ac # T V (P, i) € Tst Return L
Y(j, Q) s.t. WJQ.tr =l tr do 71"7Q.fr =F

7
Return 7p. K

proc TesT(P, i)

If n% fr = F Return L

Kqg + REVEAL(P, i); K1 <8 K
Tst < Tst U (P, i); Return Ky

proc FinaLize(b’)

For (U, S) € (U x S) \ C do pwyg +$ P

If 3U S, (%, pwyg, ) € Ts do bady + T

If pw, (*,pw, x) € Tg A (%, %, x, x,pw, x) € T
bady « T

If bady = F do bad3 « F

Return b = b’

Fig. 5. Security proof for SPAKE2. Games 8 to 10.
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ADVERSARY Bq

proc INTIALIZE(X 1, ..., Xgeos Y1, ..., Yg.)

ADVERSARY Bo

proc INITIALIZE(A)

b«8{0,1}; C+ {hH T+ {}iTe + {}
m «$LF;n «$D*(m); M « g™ N « g™
For U €U, S € S do pwyg +$P; Tst = { }
k<« 0

Return (M, N)

proc SexpIniT(U, i, S)

If n}; #L Return L

z +$Zg; X* « g% . MPWus

ngy + (x, (U, S, X*, 1), L,F,F)
Return (U, X*)

proc SENDREsP(S, i, U, X *)

If w's #1 Return L

y «8$Zg; Y* « g¥ . NPYus

If3IPesSUU, (U, S, X*, Y*) = wfp.tr
Return L

fr < (U, S) ¢ C

X + X* /) MPVus

K« H(U, S, X*, Y™, pwyg, X¥)

TG (v, (U, S, X*, Y*), K, T,fr)

Return (S, Y*)

proc SENDTERM(U, i, S, Y *)
If ol # (=, (U, S, X*, 1), L,F,F) Return L
If3P e U, (U,S, X%, Y*) = w},.n
Return L . .
fr « 35, (U, S, X*,Y*) = ﬂfs,,tr A Tr]S.fr =T
fr« fr v (U, S) ¢ C
Y + Y* / NPVus
K« H(U, S, X*, Y™, pwyg, Y7)
n—b — (z, (U, S, X*,Y*), K, T, fr)
Return T

proc Exec(U, S, i, j)
If wf #AL vl #1 Return L
k+ k+1
X* o X - MPVUs
Y* vy - NPWus
If3IPesSUU, (U, S, X*, Y*) = w{,.tr
Return L
If (U, S, X*,Y* pwyg, Z2) €T
If DDH(X ), Yy, Z) =T
call FINALIZE(Z); stop
Te + Te U {(U, S, X*, Y*, pwyg, k) }
K «+—<+<$K
mf = (2, (U, S, X*, Y*), K, T,T)
g — (v, (U, S, X*, Y*), K,T,T)
Return (U,X*,S,Y*)

proc H(U, S, X*, Y™, pw, Z)
If 3(U, S, X*, Y™, pwyg, k) € Te
If DDH(X},, Yy, Z) =T
call FINALIZE(Z); stop
If T[U, S, X*,Y*, pw, Z] = K #1 Return K
TU, S, X*, Y*, pw, Z] +$ K
Return T'[U, S, X*,Y*, pw, Z]

proc CorrurT(U, S)
C «— Ccu{(U,S9s)}
Return pwg

If 7l .ac £ T V (P, 4) € Tst Return L
V3, Q) st 7r'7Q.tr =l tr do W'ZQ.fr =F
Return 7r7F’,.K

proc TEsT(P, i)

If ﬂ’j;.fr = F Return L

K < REVEAL(P, i); K1 +$K
Tst < Tst U (P, i); Return Ky

proc FinaLize(b’)
Stop.

b«85{0,1}; 0+ {} T+ {}: Ts + {}
m 85 n 3D (m); M« g N « g™
For U € U, S € S do pwyg «$P; Tst = { }
Return (M, N)

proc SENDINIT(U, i, S)

If ﬂ'b #1 Return L

T «—$2Zg; X* A g4

g — (A, (U, S, X*, 1), L,F,F)
Return (U, X*)

proc SENDREsP(S, i, U, X *)
If "13 #1 Return L
y+S$Zg; Y — A g
If3IPesSUU, (U, S, X*,Y*) = HP.n

Return L
fr+ (U, S) ¢ C
If —fr

X +— X* ) MPVUS; Y « Y* / NPWus

If 3(U, S, X*, Y™, pwyg, Z) € T s.t. DDH(X, Y, Z) =T

K « T[U, S, X*, Y™, pwyg, Z]
Else K «+$K; T[U, S, X*, Y™, pwyg, (X, Y)] « K

A

Else
K +$K
Ts[U, S, X*,Y*] + (S, A, K)
mg — (v, (U, S, X*, Y*), K, T,fr)

Return (S, Y*)

proc SENDTERM(U, i, S, Y'*)
1if w@ # (A, (U, S, X*, 1), L,F,F) Return L
If3PcU, (U, S, X*, Y*)=mn
Return L
fr« 35, (U, S, X*, Y*) = wﬂs.tm ﬂﬂs,ﬁ =T
fr—fr v (U,S) ¢C
If —fr
X + X* ) MPVUS; Y « Y* / NPWus
If 3(U, S, X*, Y*, pwyg, Z) € T s.t. DDH(X, Y, Z) =T
K « T[U, S, X*, Y™, pwyg, Z]
Else K «+$K; T[U, S, X*, Y™, pwyg, (X,Y)] + K
Else If (U, S, X*,Y*) € Ts
(S, A, K) + Tg[U, S, X*, Y*]
Else
K +—$K
Ts[U, S, X*,Y*] + (U, A, K)
(A (U, S, X*,Y*), K, T,fr)
Return T

potr

proc Exec(U, S, i, j)
It wf; #1 Vrd #1 Return L

z —$2Zqg; X* — g%

Yy «8$Zg; Y* « g¥

If3IPeSUU, (U, S, X*,Y*) = wjé.
K «+—+$K

7i (2, (U, S, X%, Y*), K, T,T)
g« (v, (U, S, X*, Y*), K, T,T)
Return (U, X*, S, Y*)

tr; Return L

proc H(U, S, X*, Y™ pw, Z)

If T[U,S, X*,Y*, pw, Z] = K #1 Return K

If 3(U, S, X*, Y*, pw, (X,Y)) € T s.t. DDH(X, Y, Z) =T
Return T[U, S, X*, Y™, pw, Z]

T[U,S, X*,Y*, pw, Z] +$ K

Return T[U, S, X*,Y™*, pw, Z]

proc CorrurT(U, S)
C <+ CU{(U, S)}; pwys +$ P; Return pwyg

proc REVEAL(P, i)

If mp.ac # T V (P, i) € Tst Return L
V(i Q) st ﬂ‘é?.tr =l .tr do wbﬁ —F
Return 7. K

proc TEST(P, i)

If 7% .fr = F Return L

Kg <+ RE L(P,i); K] +8K
Tst «— Tst U (P, 4); Return Ky

proc FlNALlZE(bI)
If3US, Ts[U, S, ,Y*] = (S, A, %) A Y* = g"PWVus
call FINALIZE(npwyg — A)
If3US, Ts[U,S, X*, %] = (U, A, %) A X* = gMPWus
call FINALIZE(mpwyg — A)
If Spw, (k, *, x, *,pw, x) € T
ATg[x, %, %, Y*] = (S, A, x) A Y* = gnPW
call FINALIZE(npw — A)
If Spw, (%, *x, x, *,pw, x) € T
ATs[x, %, X*, %] = (U, A, %) A X* = g™MmPW
call FINALIZE(mpw — A)
Stop.

ADVERSARY B3

b${0, 1 C—{} T {}iTs < {}:sTst={}
Thad <+ { }; bad7 < F
Return (M, N)

proc SENDINIT(U, i, S)

If 7§, #1 Return L

z +$Zq; X* — MT

ngy «— (¢, (U, S, X*, 1), L,F,F)
Return (U,X*)

proc SENDREsP(S, i, U, X*)
If 7% #L1 Return L
y «8Zg; Y* «— NY
If3IPesSUU, (U, S, X*, Y*) = 7rJP.tr Return L
fr < (U, S) ¢ C
If —fr
X — X* / MPYUS; Y « Y* / NPWUs
If 3(U, S, X*, Y™, pwyg, Z) € T s.t. DDH(X, Y, Z) =T
K « T[U, S, X*, Y™, pwyg, Z]
Else K «+$K; T[U, S, X*, Y™, pwyg, (X,Y)] + K
Else
For all (U, S, X*,Y*, pw,Z) € T
X — X* /MPY; Y « Y* / NPV
IfDDH(X,Y,Z) =T
Thad < Thad Y {U, S, X*, Y* pw, Z}
K «+$K
Ts[U, S, X*,Y*] + (S,y, K)
g« (v, (U, S, X*, Y*), K, T,fr
Return (S, Y*)

proc SENDTERM(U, i, S, Y*)
If wb # (z, (U, S, X*, 1), L,F,F) Return L
If 3P €U, (U, S, X*, Y*) = fp.n Return L
fr « 35, (U, S, X*, Y*) = ﬂ%.tr/\ ﬂ]s.fr =T
fr«—frv (U, S) ¢C
If —fr
X + X* /MPVUS; Y « Y* / NPVUs
If 3(U, S, X*,Y™*, pwys, Z) € T s.t. DDH(X, Y, Z) =T
K «+ T[U, S, X*, Y*, pwyg, Z]
Else K +$K; T[U, S, X*, Y™, pwyg, (X,Y)] « K
Else If (U, S, X*,Y*) € Ts
(8,9, K) «+ Ts[U, 5, X*, Y*]
Else
For all (U, S, X*, Y*,pw,Z) € T
X « X* /) MPY; Yy « y* / NPW
If DDH(X,Y,Z) =T
Thad < Thad Y {U, S, X*,
K «<$K
Ts[U, S, X*,Y*] + (U, z, K)
g — (x, (U, S, X*, Y*), K,T,fr)
Return T

Y*, pw, Z}

proc Exec(U, S, 1, j)

If wf #AL vl #1 Return L

z +—$Zg; X* — g%

y «8$Zg; Y* «— g¥ )

If3IP e SUU, (U, S, X*, Y*) = ﬁ,.m Return L
K +—<+$K

Tl e (2, (U, S, X*, Y*), K, T,T)

mg « (v, (U, S, X*, Y*), K, T, T)

Return (U, X*, S, Y*)

proc H(U, S, X*, Y™, pw, Z)
If T[U,S, X*,Y*, pw, Z] = K #1 Return K
If (U, S, X*,Y*) € Tg
X +— X*/MPV, Y « Y* /) NPW
IfDDH(X,Y,Z) =T
If (U, S) € C A pw = pwyg then Skip
If (U, S) ¢ C do Thagq + Thag U {U, S, X*, Y*, pw, Z}
If 3(U, S, X*, Y*,pw,(X,Y) € T s.t. DDH(X,Y, Z) =T
Return T[U, S, X*,Y*, pw, (X, Y)]
TU, S, X*, Y*, pw, Z] +$ K
Return T'[U, S, X*,Y*, pw, Z]

proc CorrupT(U, S)
C «+— CU{(U, 9)}; pwyg <8 P; Return pwyg

proc REVEAL(P, i)

If -;rlp.ac # T Vv (P,i) € Tst Return L
V0, Q) st Tt = nl tr do wyfr=F
Return np. K

proc TEsT(P, i)

If ﬂ’i;.fl’ = F Return L

K@ + REVEAL(P,i); K1 +$K
Tst < Tst U (P, i); Return K

proc FinaLize(b’)
For (U, S) € (U x 8) \ C do pwyg +$ P
If 3U S, (%, pwyg, *) € Ts do bady « T
If pw, (%, pw, ) € Ts A (x, *x, *x, *x,pw, x) € T do bady «+ T
If bady = F
If Jpw # pw/,
(U, S, X*,Y*,pw, Z) € Thaq A
(U, S, X*,Y*,pw', Z') € Tpog
u = ((z — pw)(x — pw’) (pw’ — pw)) 71
call FINALIZE((ZT —PW . Zz/PW—Tyu)
Stop.

Fig. 6. Security proof for SPAKE2. GCDH and GDL attackers.
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B Games and adversary for the proof of Theorem 7.1
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ADVERSARY By

proc INITIALIZE( M)

b+8${0,1}; C+ {}; T+ {}; Ts + {}; Tst={}
bady < F; badig « F

m «8$Zg; n +8D*(m); A « n/m; N < M*
Return (M, N)

proc SENDINIT(U, i, S)

If 7}, #L Return L

z +$2q; X* « M*T

ny + (z, (U, S, X*, 1), L,F,F)
Return (U, X*)

proc SENDRESP(S, i, U, X *, alg)
1f wg #1 Return L
y +$Zg; Y* «— NY
If3IPeSUU,(U,S, X*, Y*)=mn
Return L
fr« (U,S) ¢ C
If —fr
X « X* /) MPVUs; Y « Y* ) NPWUs
If 3(U, S, X*, Y*, pwys, Z) € T s.t. DDH(X, Y, Z) =T
K « T[U, S, X*, Y™, pwyg, Z]
Else K «+$K; T[U, S, X*, Y™, pwyg, (X,Y)] + K
Else
K «+—$K
Ts[U, S, X*,Y*] + (S, v,
g« (v, (U, S, X*, Y*), K,
Return (S, Y*)

J
potr

K, alg)

proc SENDTERM(U, i, S, Y *, alg)
If wb # (z,(U, S, X*, L), L,F,F) Return L

If3PcU, (U, S, X*,Y*) = w‘}DAtr
Return L . .
fr < 34, (U, S, X*,Y*) = w?s.cm wis.fr =T

fr« fr v (U, S) ¢ C
If —fr
X « X* /MPVUS; Y « Y* / NPVUs
If 3(U, S, X*, Y*, pwyg, Z) € T s.t. DDH(X,Y, Z) =T
K« T[U,S,X*,Y*, pwyg, Z]
Else K «+$K; T[U, S, X*, Y™, pwyg, (X,Y)] «+ K
Else If (U, S, X*,Y*) € Ts
(S,y, K,alg’) « Ts[U, S, X*, Y*]
Else
K «+$K
Ts[U, S, X*, Y*] + (U, z, K, alg)
gy (x, (U, S, X*, Y*), K, T, )
Return T

Unchanged

proc H(U, S, X*, Y™ pw, Z)

If T[U,S, X*,Y*,pw, Z] = K #L Return K

If (U,S,X*, Y*) € Ts
X +— X*/MPV, Y « Y* / NPW
If DDH(X,Y,Z) =T A (U,S) € C A pw = pwyg A badjg =F

Call FiNaLize(CDH(M, M))

If 3(U, S, X*, Y*, pw, (X,Y) € T s.t. DDH(X, Y, Z) =T
Return T[U, S, X*, Y™, pw, (X, Y)]

T[U, S, X*,Y*, pw, Z] +$ K

Return T[U, S, X*, Y™, pw, Z]

proc CorrurT(U, S)
C «+— CU{(U,S)}; pwys <8P
For all (U, S, X*,Y*) € Ts
If T4[U, S, X*, Y*] = (U, z, K, alg)
Rewrite alg = [(g, a), (M, b), (N, ¢)]
If b — pwyg + Ac = 0 do badjg = T
If T5[U, S, X*, Y*] = (S,vy, K, alg)
Rewrite alg = [(g, a), (M, b), (N, ¢)]
If b+ A(c — pwyg) = O do badjg = T
Return pwyg

proc REVEAL(P, i)

1if wlp.ac #T V (P, i) € Tst Return L
v(i, Q) 5.t ﬁ‘]Q.tr = nl.tr do wé fr=F
Return np. K

proc TesT(P, i)

If 7l fr = F Return L

K «+ REVEAL(P, i); K1 <$K
Tst «— Tst U (P, ); Return Ky,

proc FinaLize(b’)

For (U, S) € (U x §) \ C do pwyg <3P

If 3U S, (%, pwyg, x) € Ts do bady « T

If Spw, (k,pw, *x) € Ts A (%, %, x, %, pw, x) € T
bady «+ T

Stop.

ADVERSARY BEF)' *

proc INmaLize( By, Bo, A1)

b8${0,1}; C+— { T« {};Ts+ {};Tst={}
bady « F

M < B1; N < Bo; k < 05 tr + L

Return (M, N)

proc SENDINIT(U, i, S)

If 7¢, #L Return L

@ —8Zg; X* «— Ay - g”

my = (x, (U, S, X*, 1), L,F,F)
k < k + 1; Return (U, X*)

proc SENDRESP(S, i, U, X *, alg)
1If 7r7S #1 Return L
y «8Zg; Y* « NY
If3IPesSUU, (U, S, X*,Y*) = HP.U
Return L
fr+ (U, S) ¢ C
If —fr
X +— X* /) MPVUS; Y + Y* / NPWus
If 3(U, S, X*, Y*, pwyg, Z) € T s.t. DDH(X, Y, Z) =T
K + T[U,S, X*,Y*, pwyg, Z]
Else K «+$K; T[U, S, X*, Y™, pwyg, (X,Y)] + K
Else
K +$K
Ts[U, S, X*,Y*] + (S, y, K, alg)
g+ (y, (U, S, X*, Y*), K, T,fr)
k <+ k + 1; Return (S, Y*)

proc SENDTERM(U, i, S, Y'*, alg)
1if wb # (z,(U, S, X*, L), L,F,F) Return L
If3PcU, (U, S, X*,Y*)=mn
Return L
fr« 35, (U, S, X*,Y*) = wﬂs.u A ﬂﬂs,ﬁ =T
frfr v (U, S) ¢ C
If —fr
X + X* ) MPVUS; Y « Y* / NPWus
If 3(U, S, X*, Y* pwyg, Z) € T s.t. DDH(X, Y, Z) =T
K« T[U,S, X*, Y™, pwyg, Z]
Else K «+$K; T[U, S, X*, Y™, pwyg, (X,Y)] + K
Else If (U, S, X*,Y*) € Ts
(S,y, K,alg’) + Ts[U, S, X*, Y*]
Else
Ifk=1d
tr+ (U, S, X*,Y*)
Output Y* to get pwyy g
K +$K '
Ts[U, S, X*,Y*] + (U, z, K, alg)
my = (2, (U, S, X*, Y*), K, T,fr)
“— k+1; Return T

J
petr

proc Exec(U, S, i, j)

If wd #L vl #1 Return L

z $Zg; X* — g¥

y +$Zg; Y* — g¥

If3IPesSUU, (U, S, X*,Y*) = w‘;;.tr
Return L

K «+$K

e (2, (U, S, X5, Y%, K, T,T)

mg « (v, (U, S, X*, Y*), K, T,T)

Return (U, X*, S, Y*)

proc H(U, S, X*, Y* pw, Z)
If T[U,S, X*,Y*, pw, Z] = K #L Return K
If (U, S, X*,Y*) € Ts
X +— X*/MPV, Y « Y* / NPW
IfDDH(X, Y, Z) =T A (U,S) € C A pw = pwyg
If tr # (U, S, X*,Y*) do Abort
Else Get = from Ts; Output Z/M¥PWus
If 3(U, S, X*, Y*, pw, (X,Y) € T s.t. DDH(X,Y,Z) =T
Return T[U, S, X*,Y*, pw, (X, Y)]
T[U,S, X*,Y*, pw, Z] +8$ K
Return T[U, S, X*, Y™, pw, Z]

proc CorrurT(U, S)

C +— CcuU{U,Ss)}

If tr # (U, S, %, ) do pwyg <3P
Return pwg

If 1hh.ac # T V (P, i) € Tst Return L
V(i Q) st Tt = ntr do wlfr=F
Return w’jD.K

proc TEsT(P, i)

If Tr}D.fr = F Return L

Ko + REVEAL(P, i); K1 <$K
Tst < Tst U (P, i); Return Ky,

proc FiNnaLize(b’)

For (U, S) € (U x 8)\ C do pwyg +8P

If 3U S, (%,pwyg, ) € Ts do bady + T

If Spw, (x,pw, %) € Tig A (%, %, *x, *,pw, x) € T
bad7 « T

Stop.

T4
ADVERSARY Bs’l

proc INITIALIZE(B1, By, A1)
b«8{0,1}; C+ {}H T+ {};i Ts + {}; Tst={}
bady « F

M < Bg; N <= B1; k < 05 tr <L

Return (M, N)

proc SenpIniT(U, 4, S)

If 7}, #L Return L

@ —8Lg; X* — MT

wgy + (x, (U, S, X*, 1), L,F,F)
< k 4+ 1; Return (U, X*)

proc SENDRESP(S, i, U, X *, alg)
if ”ls #1 Return L
y +$Zg; Y* « NY
If3IP € SUU, (U, S, X*, Y*) = wg,.n
Return L
fr < (U, S) ¢ C
If —fr
X — X* ) MPVUS; Y « Y* / NPVUs
If 3(U, S, X*, Y*, pwyg, Z) € T s.t. DDH(X, Y, Z) =T
K + T[U,S, X*,Y*, pwyg, Z]
Else K «+$K; T[U, S, X*,Y* pwyg, (X, Y)] «+ K
Else
If k=i
Y* — Ay tr+ (U, S, X*,Y™*)
Output X* to get PWLT, S
K «$K
Ts[U, S, X*,Y*] + (S,y, K, alg)
g+ (v, (U, S, X*, Y*), K, T, fr)
k «+ k + 1; Return (S,Y™)

proc SENDTERM(U, i, S, Y'*, alg)
If o}, # (=, (U, S, X*, 1), L,F,F) Return L
If 3P e U, (U, S, X*, Y*) ==
Return L
fr« 35, (U, S, X*,Y*) = wg.n A Hsfr =T
fr« fr v (U, S) ¢ C
It —fr
X + X* /) MPVUS; Y « Y* / NPVus
If 3(U, S, X*, Y*, pwyg, Z) € T s.t. DDH(X, Y, Z) =T
K « T[U, S, X*, Y™, pwyg, Z]
Else K +$K; T[U, S, X*,Y* pwyg, (X,Y)] + K
Else If (U, S, X*,Y*) € Ts
(S,y, K,alg') « Ts[U, S, X*, Y*]
Else
K «$K
Ts[U, S, X*,Y*] + (U, z, K, alg)
G (2, (U, S, X*, Y ), K, T, )
+ k + 1; Return T

J
Pt

™

k

proc Exec(U, S, i, j)

If miy #L vl #1 Return L

z +—$Zg; X* — g%

y $Zg; Y* «— g¥ )

If3IP e SUU, (U, S, X*, Y*) = ﬂ‘;).tr
Return L

K +—+8$K

wh e (2, (U, S, X* YY), K, T, T)

mg «— (v, (U, S, X*, Y*), K,T,T)

Return (U, X*,S,Y™*)

proc H(U, S, X*,Y*, pw, Z)
If T[U,S, X*,Y*, pw, Z] = K #L1 Return K
If (U, S, X*,Y*) € Ts
X +— X*/MPY; Y « Y* /) NPW
IfDDH(X,Y, Z) =T A (U, S) € C A pw = pwyg
If tr # (U, S, X*,Y*) do Abort
Else Output Z
If 3(U, S, X*, Y*, pw, (X,Y) € T s.t. DDH(X, Y, Z) =T
Return T'[U, S, X*,Y*, pw, (X, Y)]
TU, S, X*, Y*, pw, Z] +$ K
Return T[U, S, X*,Y*, pw, Z]

proc CorrurT(U, S)

C +« CU{(U, S}

If tr # (U, S, %, x) do pwyg «<$ P
Return pwyg

proc REVEAL(P, i)
If wg,.ac # T Vv (P,i) € Tst Return L

Y@, Q) st WJQ.tr =7l .tr do ﬂbfr —F
Return 7. K

If w% fr = F Return L
K + REVEAL(P,i); K1 +8$K
Tst « Tst U (P, 4); Return Ky,

proc FIV\ALIZL‘,(b/)

For (U, S) € (U x 8) \ C do pwyg +$ P

If 3U S, (x,pwyg, *) € Ts do bady < T

If Spw, (*,pw, x) € T's A (*, %, %, %, pw, %) € T
bady < T

Stop.

Fig. 7. Security proof for SPAKE2. Algebraic reduction to GCDH and alternative reduction to GPCCDH.
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proc INITIALIZE( )

b+${0,1}; C+ {}; T+ {}; Tst={}
For U € U, S € S do pwyg <8 P; badg < F
m <825 n 8D (m); M« g"; N + g™
Return (M, N)

Gy, G2

proc SENDINIT(U, i, S)

1t wb #1 Return L

z $Zg; X* g% - MPYUs
ngy — (x, (U, S, X*, 1), L,F)
Return (U, X*)

proc SENDREsP(S, i, U, X*)

If 7% #1 Return L

y +—$Zq; Y* « g¥ . NPVus )

If3IPesSuUU, (U, S, X*, Y*) = 7r';3.tr
bady = T; Return L

X «— X* /) MPVus

(Kq,Ke) < HU, S, X*, Y*, pwyg, XY)
(Ky,s» Kg,u) < KDF(Kq, const)

tag + MAC(K g 17, (U, S, X*, Y*))

7o — (v, (U, S, X*,Y*), (Ka, Ke), F)
Return (S, Y*, tag)

proc SENDTERMINIT(U, i, S, Y'*, tag)
If nly # (2, (U, S, X*, L), L,F) Return L

If 3P €U, (U, S, X*, Y*) = nputr
bady = T; Return L

Y «+ Y* / NPWus

(Ka, Ke) + H(U, S, X*, Y™, pwyg, YT)

(KU,S! Kg ) + KDF(Kgq, const)

If tag # MAC(K g 17, (U, S, X*,Y*))
w’U <« aborted; Return L

gy (2, (U, S, X*,Y*), Ke, T)

tag + MAC(Ky g, (U, S, X*, Y™))

Return tag

proc SENDTERMRESP(S, i, U, tag)
If 7 # (y, (U, S, X*,Y*), (Kq, Ke),F) Return L

(Ky,s: Kg,u) « KDF(Kg, const)

If tag # MAC(K g, (U, S, X*,Y*))
1riS < aborted; Return L

mg « (v, (U, S, X*, Y*), Ke, T)

Return T

proc Exec(U, S, i, j)

1wl #1 vl #1 Return L

@ +$Zg; X* — g% - MPVUs

y «8Zq; Y* « g¥ . NPVus )

If3IPesSUU, (U, S, X*, Y*) = wfr,u
bady = T; Return L

(Kq, Ke) + H(U, 8, X*, Y*, pwys, XY)
(Ky,s, Kg,u) + KDF(Kq, const)

tagy + MAC(Ky g, (U, S, X*,Y™))
tagy — MAC(K g iy, (U, S, X*,Y*))

ny (2, (U, S, X*,Y*), K, T)

mg + (v, (U, S, X*, Y*), K¢, T)
Return (U, X*, S, Y* tagy, tago)

proc H(U, S, X*, Y™, pw, Z)

If T[U, S, X*,Y*, pw, Z] = K #1 Return K
TU, S, X*, Y*, pw, Z] +$K x K
Return T[U, S, X*,Y™*, pw, Z]

proc CorrupPT(U, S)
C <+~ Ccu{(U9)}
Return pwyg

proc REVEAL(P, i)
If 7r7}';..ac #T VvV (P,i) € Tst Return L

Return 7. K

proc TEsT(P, i)

If Fresh(nh) = F Return L
K@ + REVEAL(P, i); K1 +$K
Tst < Tst U (P, i); Return K

proc FinaLize(b’)
Return b = b’

proc INITIALIZE( ) G3

b+${0,1}; C+ {}; T+ {}; Tst={}

For U € U, S € § do pwyg +$ P
m <S$ZX; n <8 D*(m); M + g™,
Return (M, N)

N « g"

proc SenpINiT(U, i, S)

If 7%, #1 Return L

z +8Zg; X* + g% - MPWus
= (@, (U, S, X*, 1), L,F,F)
Return (U, X*)

proc SENDREsP(S, i, U, X*)

If 7% #1 Return L

y «$Zg; Y* < g¥ - NPYus

If3IPEeSUU, (U, S, X*, Y*)=mn
Return L

X + X* /) MPWus

¥)
potr

(Ka, Ke) < H(U, S, X*, Y*, pwys, X¥)
(KU,S’ KS,U) — KDF(Ka;consi)

tag + MAC(K g 17, (U, S, X*,Y*))

7wl — (v, (U, S, X*, Y*), (Ka, Ke), F, F)
Return (S, Y*, tag)

proc SENDTERMINIT(U, i, S, Y *, tag)
If 7§, # (x, (U, S, X*, L), L,F,F) Return L
3P €U, (U, S, X*,Y*) =xh.ur

Return L
fr e 35, (U, 5, X*, Y*) = nlw nnd =T
fr fr v (U, S) ¢ C
Y « Y* / NPWus

(Ka, Ke) < H(U, S, X*, Y™, pwyg, Y¥)

(KU,S’ KS,U) — KDF(Ka,c:nst)*

If tag # MAC(K g iy, (U, S, X*, Y™))
7r7[’] < aborted; Return L

7"%] — (2, (U, S, X*,Y*), Ke, T, fr)

tag + MAC(Ky g, (U, S, X*,Y*))

Return tag

proc SENDTERMRESP(S, i, U, tag)

If "ls # (y, (U, S, X*, Y*), (Ka, Ke), F, F) Return L

fr < 34, (U, S, X*, Y*) = «JU.trA nJU.

fr« fr v (U,S) ¢ C

(Ky,s: Kg,u) + KDF(Kg, const)

If tag # MAC(K 7 g, (U, S, X*,Y*))
wé <— aborted; Return L

mh o (y, (U, S, X*, Y*), Ke, T, fr)

Return T

proc Exec(U, S, 1, j)

I wé £V 7l #1 Return L

z «8Zg; X* + g¥ - MPWus

y +$Zg; Y* « g¥ . NPYUs

If3PeSUU,(U,S,X*, Y*)=mn
Return L

J
potr

(Ka, Ke) < H(U, S, X*, Y*, pwyg, XY)
(Ky,s, Kg,u) + KDF(Kq, const)

tag] < MAC(Ky, 5, (U, S, X*,Y*))
tagy + MAC(K g 17, (U, 8, X*, Y™*))

wy (2, (U, S, X", Y*), Ke, T, T)
mg (v, (U, 8, X*, Y*), Ke, T, T)
Return (U, X*, S, Y™ tagy , tago)

proc H(U, S, X*, Y*, pw, Z)

If T[U,S, X*,Y*, pw, Z] = K #1 Return K
TU, S, X*, Y*,pw, Z] +8K x K
Return T[U, S, X*,Y™*, pw, Z]

proc Corrupr(U, S)
C «+— Cu{(U, 9}

Return pwyg

If 7'p.ac # T V (P, i) € Tst Return L
MERCHERS w‘éz.tr = .tr do wé.ﬁ =F
Return 7p. K

proc TEesT(P, i)

If ﬂ};,.fr Return L

K + REVEAL(P,i); K1 <$K
Tst + Tst U (P, i); Return Ky

proc FiNaLize(b')
Return b = b

proc INITIALIZE( ) Gy

b«${0,1}; C+ {}; T+ {}; Tst={}

For U € U, S € S do pwyg «$ P; bady «+ F; Tp + {}
m <—$Z;; n +$D*(m); M « g™; N « g™
Return (M, N)

proc SenpINiT(U, i, S)

If 7, #L Return L

z «$Zg; X* « gT - MPWus

mh — (w, (U, S, X*, 1), L,F,F)
Return (U, X*)

proc SENDREsP(S, i, U, X*)

If 7% #L Return L

y «$2Zq; Y* < g¥ - NPVus

If3IPeSUU, (U S, X*, Y*)=mn
Return L

X «+ X* /) MPWus

If 3j, 7, = (=, (U, S, X*, 1), L,F,F)
If (U, S, X*, Y*, pwyg, YP) € T do bady < T
(Kqg, Ke) +$K x K
TplU, S, X*,Y* pwyg, Y] = (Kq, Ke)

Else (Kg, Ke) «+ H(U, S, X*, Y*, pwyg, XY)

(Ky,s: Kg,u) « KDF(Kg, const)

tag < MAC(K g 7, (U, S, X*,Y*))

g — (v, (U, S, X*, Y*),(Ka, Ke), F, F)

Return (S, Y*, tag)

J
potr

proc SENDTERMINIT(U, i, S, Y *, tag)
If ©¢; # (@, (U, S, X*, 1), L,F,F) Return L
3P €U, (U, S, X*,Y*) = nptr
Return L ) )
fr < 34, (U, S, X*,Y*) = 7'r'7S.tr A 1r]S.fr =T
fr« fr v (U, S) ¢ C
Y « Y* / NPVus
1f 35, 74 = (y, (U, S, X*, Y*), (Kq, Ke), F, F)
(Ka, Ke) = Tp(U, 5, X*. Y™ pwyg, Y]
Else (Kq, Ke) + H(U, S, X*, Y™, pwyg, XY)
(K75, Kg.i7) < KDF(Kg, const)
If tag # MAC(K g 17, (U, S, X*,Y™*))
1r1['] <— aborted; Return L
niy + (x, (U, S, X*,Y*), Ke, T, fr)
tag + MAC(Ky g, (U, S, X*,Y*))
Return tag

proc SENDTERMRESP(S, i, U, tag)
If wg # (y, (U, S, X*, Y*), (Ka, Ke), F,F) Return L
fr « 34, (U, S, X*,Y*) = ﬂ%J.tr/\ w{].fr =T
fr« fr v (U, S) ¢ C
(Ky,s, Kg,u) « KDF(Kq, const)
If tag # MAC(Ky, 5. (U, S, X*,Y*))
wé < aborted; Return L
g + (v, (U, S, X*, Y*), Ke, T, fr)
Return T

If mi, #L vl #L Return L
z «$Zg; X* — gT - MPWus
y +—$Zqg; Y* « g¥ . NPVUs

If3P € SUU, (U, S, X*, v*) = nl,tr
Return L
If (U, S, X*, Y*, pwyg, Y*) € T do bady «+ T

Tp + Tp U{(U, S, X*,
(Kg,Ke) «<$K x K
(Ky.g, Kg.u) < KDF(Kg, const)
tag) « MAC(Kys 5, (U, S, X*,Y*))
tagy + MAC(Kg r7, (U, S, X*,Y*))
wh e (2, (U, S, X*, Y*), Ke, T, T)
g — (v, (U, S, X*, Y*), Ke, T, T)
Return (U, X*, S, Y™ tagy, tago)

Y pwys, YY)}

proc H(U, S, X*, Y™, pw, Z)

If 3(U, S, X*, Y ¥, pwyg, Z) € Tp do bady « T
If T[U, S, X*,Y*, pw, Z] = K #1 Return K
T[U,S, X*, Y*,pw, Z] +$K x K

Return T[U, S, X*,Y*, pw, Z]

proc CorrurT(U, S)
C +— Ccu{(U, 9}
Return pwg

proc REVEAL(P, i)

If 7'p.ac # T V (P, i) € Tst Return L
V(5 Q) st Tt = ntr do wgyfr=F
Return 7. K

proc TEsT(P, i)

If 7r71'_-,.fr = F Return L

K@ + REVEAL(P,i); K1 <$K
Tst < Tst U (P, i); Return Ky

proc FiNaLize(b')
Return b = b’

Fig. 8. Security proof for SPAKE2 with confirmation. Games 1 to 4.
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proc INITIALIZE( ) Gy
b+8${0,1}; C« {}; T« {};Tst={}

For U € U, S € S do pwyg +$ P

m <—$Z;; n <$D*(m); M + g™; N «+ g™

Return (M, N)

proc SenpINiT(U, 4, S)

If nl; #L Return L
1<—$Zq,X <+~ g% - MPYus

ny + (z, (U, S, X*, 1), L,F,F)
Return (U, X*)

proc SeNDRESP(S, 4, U, X*)

If 74 #1 Return L

y «$2Zg; Y* « g¥ . NPYus

If3IPesSUU, (U, S, X*, Y )77rP tr Return L

If 3j, nf, = (=, (U, S, X*, 1), L,F,F)
(Kag, Ke) +$K x K
Else
X + X* /) MPVus
(Kq,Ke) <« HU, S, X*, Y*, pwyg, XY)
(Ky,s:» Kg,u) « KDF(Kq, const)
tag + MAC(K g 17, (U, S, X*,Y™*))
7rs<—(y (U, S, X*,Y*),(Kq, Ke),F,F)
Return (S, Y*, tag)

proc SENDTERMINIT(U, i, S, Y'*, tag)
If ni; # (2, (U, S, X*, L), L,F,F) Return L
If 3P e U, (U, S, X*, Y* )777

fr « 34, (U, S, X*,Y*) =
fr(—frv(U S) ¢ C

ptr Return L

Str/\-/r fr=T

If 35, 7L = (y, (U, S, X*,Y*), (Kq, Ke),F,F)
(Ka,KE) — HS.K
Else

Y < Y* / NPVus

(Ko, Ke) « H(U, S, X*,Y*, pwyg, XV)
(Ky7. 5, Kg.i7) « KDF(Kg, const)
If tag #MAC(Kg py, (U, S, X*,Y™*))

1rU < aborted; Return L
nfy (2, (U, S, X*,Y™*), KS,T fr)
tag + MAC(Ky g, (U, S, X*,Y*))
Return tag

proc SENDTERMRESP(S, i, U, tag)
If mg # (y, (U, S, X*, Y%, (Ka, Ke), F,F) Return L
fr < 34, (U, S, X*,Y*) = Tr%J.tr/\ w{].fr =T
fr«fr v (U S) ¢C
(KU S> KS U) + KDF(Kg, const)
Iftag;é MAC(KUS (U, 8, X*,Y™*))
"S <— aborted; Return L
g+ (v, (U, S, X*, Y*), Ke, T, fr)
Return T

proc Exec(U, S, 4, j)

If 7rU #1 \/7rS #J_ Return L

z +$Zg; X* «— g¥

y +$2g; Y* «— g¥

If3IP e SUU,(U,S, X*, Y*) = w‘;).
Return L

(Ka, Ke) < 3K x K

(Ky,s- Ks,u) « KDF(Ka,const)

tagy MAC(KUS (U, 8, X*,Y*))

tagy « MAC(Kg 7, (U, S, X*,Y*))

7r7‘ — (z, (U, S, X*, Y*), Ke, T, T)

7"?54 — (v, (U, S, X*, Y*), Ke, T, T)

Return (U, X*, S, Y™, tagq , tagy)

tr

proc H(U, S, X*, Y *, pw, Z)

If T[U,S,X*,Y*, pw, Z] = K #1 Return K
T[U,S, X*, Y*,pw, Z] +$K x K

Return T[U, S, X*,Y*, pw, Z]

proc CorrurT(U, S)
C +— Ccu{(U,9)}
Return pwg

proc REVEAL(P, i)

If 7)p.ac # T V (P, i) € Tst Return L
V0, Q) st RZQ tr =7k tr do 7'r‘7Q.fr =F
Return 7. K

proc TEsST(P, i)

If 7r71'9.fr = F Return L

K@ + REVEAL(P,i); K1 <$K
Tst + Tst U (P, i); Return Ky

proc FiNaLize(b')
Return b = b’

proc INITIALIZE( )
b+8{0,1} C«—{ K T+ {};Tst={} Ts « {}
For U € U, S € S do pwyg <8 P; badg « F

m $LY;n «$D*(m); M « ¢ N « g"
Return (M, N)

proc SenpIniT(U, i, S)

If 7¢; #1 Return L

@ —8$2g; X* « g% - MPVUs
ngy « (x, (U, S, X*, 1), L,F,F)

Return (U, X*)

proc SENDRESP(S, i, U, X *)

If 7% #1 Return L

y «$Zg; Y* < g¥ . NPYus

If3IPeSUU, (U S, X*, Y* )*thchturnL
I 34, 7). = (=, (U, S, X*, 1), L,F,F)

Else If (U, S) € C
X + X* /) MPVus
(Kq, Ke) <« H(U, S, X*, Y*, pwyg, XY)
Else
If 3(U, S, X*,Y*, pw, Z) € T A pw = pwyg
X « X* / MPW
If Z = XY dobadg + T
(Kg,Ke) +8K x K
Ts[U, S, X*, Y*] + (S,y, (Ka, Ke))
(Ky, s> KS,U> < KDF(K g , const)
tag + MAC(K g 7, (U, S, X*,Y*))
7r3<—(u (U, S, X*,Y*),(Kqg, Ke),F,F)
Return (S, Y*, tag)

proc SExDTERMINIT(U, i, S, Y *, tag)
If nyy # (=, (U, S, X*, 1), L,F,F) Return L

If 3P € U, (U, S, X*, Y* )77rPtrRLturnL

fr « 35, (U, S, X*,Y* )77rs tr/\rrs.fr:T
fr—frv (U, S) ¢C
If 3j, 7% = (v, (U, S, X*, Y*), (Ka, Ke), F, F)
(Kq, Ke) «JS.K
Else If —fr
Y + Y* / NPWus
(Kq, Ke) < H(U, S, X*, Y*, pwyg, YT)
Else (cannot be in Tg)
If 3(U, S, X* Y*,pw Z) €T A pw = pwgg
Y « Y* /N
If Z =YY" do badg « T
Kg X Ke +$K x K
Ts[U, S, X*, Y*] + (U, z, (Kq, Ke))
(Ky,s, Kg,u) < KDF(Kq, const)
If tag # MAC(K g 17, (U, S, X*,Y*))
m}; < aborted; Return L
7« (2, (U, 8, X*,Y*), Ke, T, fr)
tag + MAC(K s g, (U, S, X*,Y*))
Return tag '

proc SENDTERMRESP(S, i, U, tag)
If mg # (y, (U, 8, X*,Y*), (Kq, Ke),F,F) Return L
fr < 35, (U, S, X*,Y )*WUtr/\TrJ fr=T
fr« fr v (U, S) ¢ C
(Ky,s, Kg,u) < KDF(Kg, const)
If tag # MAC(K ., g, (U, S, X*,Y*))
wg < aborted; Return L
g+ (v, (U, S, X*, Y*), Ke, T, fr)
Return T

proc H(U, S,X*,Y*,pw,Z)
If T[U,S, X*, Y*, pw, Z] = K #1 Return K
If (U, S, X*, Y*) € Ts N pw = pwyg
If Ts[U, S, X*, Y*] (U, z, K)
Y « Y* / NPV, Z/  v?T
If Ts[U, S, X*,Y*] = (S,y, K)
X + X* /) MPY; Zz/ « XY
If Z' = Z do badg + T
TU, S, X*, Y*, pw, Z] +$K x K
Return T'[U, S, X* Y%, pw, Z]

proc CorrurT(U, S)
C < CU{(U, S}
For all (U, S, X*,Y*) € Ty
AP, nlor= (U, S, X*,Y*) A W%, ac=T
S, X*, *]7(U x, K)
Y < Y* /) NPVus; Z « v®
If Tg[U, S, X*, Y*] = (S,y, K)
X x*/MPWLs; Z +— XY
T[U, S, X*, Y*, pwyg, Z] « (Kq, Ke)
Ts[U, S, X*, Y*] + L
Return pwyg

proc FinaLize(b’)

Return b = b’

procs Exec, REVEAL, TEST unchanged

Gg

proc INITIALIZE( ) Gy
b+${0,1}; C+— {1 T+ {};Tst={}; Ts «+ {}

For U € U, SESdopwakﬂi’P bad6<—F bad7<—F
m<—$Z;;n<—$D (m); M « g"; N «

Return (M, N)

proc SENDINIT(U, i, S)

If mf; #1 Return L

z <—$Zq X* — M*®

fy — (x, (st* 1), L,F,F)
Return (U, X*)

proc SENDRESP(S, i, U, X*)

It 4 #L Return L

y «8Zg; Y* < NY )

If 3P e SuU, (U, S, X*,Y*) = n).tr Return L

If 3j, 7], = (@, (U, S, X*, L), L,F,F)
(Kq,Ke) +8K x K
Else If (U, S) € C
X «— X* / MPVUS; § « ny — npwyg
(Kq, Ke) < H(U, S, X*, Y*, pwyg, XY)
Else
If 3(U, S, X*, Y*, pw, Z) € T A pw = pwyg
X +— X* ) MPY; § « ny — npw
If Z = XY do badg < T
(Ka,Ke) +8K x K
Ts[U, S, X*, Y*] « (5,y, (Ka, Ke))
(Ky,s, Kg,u) « KDF(Kq, const)
tag + MAC(Kg 7, (U, S, X*,Y*))
g« (v, (U, S, X*,Y*), (Ka, Ke),F,F)
Return (S, Y*, tag)

proc SENDTERMINIT(U, i, S, Y *, tag)
If mg; # (=, (U, S, X*, L) L,F,F) Return L
If 3P e U, (U, S, X*,
fr < 34, (U, S, X*,Yv* )77r
frfr v (U, S) ¢ C
If 35, 7% = (v, (U, S, X*, Y*), (Ka, Ke), F, F)

(Ka, Ke) +— 75 K
Else If —fr

Y « Y* /) NPYUS; & + ma — mpwyg

(Ka, Ke) < H(U, S, X*, Y*, pwyg, YT)
Else (cannot be in Tg)

If 3(U, S, X*, Y* pw, Z) € T A pw = pwyg

Y <~ Y* /NPY: & < ma — mpw
If Z=Y?" do badg « T

Kg X Ke + 3K X K

Ts[U, S, X*,Y*] + (U, 2, (Ka, Ke))
(Ky,g: Kg,u) + KDF(Kq, const)
If tag # MAC(K g iy, (U, S, X*, Y*))

friU <— aborted; Return L
nU&(z (U, S, X*, Y*), KC,T fr)
tag < MAC(Ky g, (U, S, X*,Y*))
Return tag

= 7rP .tr Return 1

trATL fr=T

S S

proc SENDTERMRESP(S, 7, U, tag)
It 7”5 # (v, (U, S, X*, Y™), (Ka, Ke'), F,F) Return L
fr 35, (U, S, X*, Y*) =nl r A =T
frfr v (U, S) ¢ C
(KU,Sv Kgy) < KDF (K g , const)
If tag # MAC(Ky, g, (U, S, X*,Y*))
wfg < aborted; Return L
mg + (y, (U, S, X*,Y*), Ke, T, fr)
Return T

proc H(U, S, X*, Y™ pw, Z)
If T[U,S, X*,Y*, pw, Z] = K #1 Return K
If (U, S, X*,Y*) € Ts A pw = pwys
If T5[U, S, X*,Y*] = (U, z, K)
Y « Y* /NP &« ma — mpw; 2/ « YT
If Tg[U, S, X*, Y*] = (S,y, K)
X — X* ) MPY; § «— ny — npw; 2’ «— XY
If Z' = Z do badg + T
T[U,S, X*, Y*, pw, Z] +$K x K
Return T[U, S, X*,Y*, pw, Z]

proc CorrurT(U, S)
C +« CU{(U, 5}
For all (U, S, X*,Y*) € Ts
1f$JP,7rP tr=(U,S, X*, Y*) A=
If T[U, S, X*,Y*] = (U,z,K)
Y + Y* / NPYUS; & + ma — mpw; Z <+ y&
If T4[U, S, X*,Y*] = (S,y, K)
X « X* /) MPVUS; § « ny — npw; Z «— XY
T[U, S, X*,Y*, pwys, Z] + (Kq, Ke)
Ts[U, S, X*, Y*] <L
Return pwyg

Pac:T

proc FinaLize(b’)

If 30U S, (%, pwyg, *) € Ts do bady « T

If 3pw, (%, pw, x) € Ts A (%, *, %, x,pw, x) € T do bady < T
If bady = T do badg « F

Return b = b’

procs EXeEc, REVEAL, TEST unchanged

Fig. 9. Security proof for SPAKE2 with confirmation. Games 5 to 7.




Supplementary Material: Game-based Proofs for SPAKE2

proc INITIALIZE( ) Gg
b+${0,1}; C+{}; T+ {}; Ts <+ {}; Tst={}

For U € U, S € S do pwyg <+$ P; badg < F; bady « F

m <—$Z;; n «$D*(m); M < g"™; N « g"; badg « F
Return (M, N)

proc SENDINIT(U, 4, S)

If ¢, #L1 Return L

z <—$zq, X* — M*T

y — (x, (USX* 1), L,F,F)
Return (U, X*)

proc SENDRESP(S, i, U, X*)

If 7% #1 Return L

y «8$Zg; Y* «— NY

If3PesSuUU, (U, S, X* Y*) 7« .tr Return L

If 3j, 7], = (@, (U, S, X*, 1), L,F, F)
(Kg, Ke) «3K X K
Else If (U, S) € C
X «— X* /) MPVUS; § «+ ny — npwyg
(Ka, Ke) + H(U, S, X*, Y*, pwyg, X¥)
Else
If 3(U, S, X*, Y*, pw, Z) € T A pw = pwg
X +— X* /) MPY; § < ny — npw
If Z = XY do badg <+ T
Kg X Ke + 8K X K
Ts[U, S, X*, Y*] + (5, y, (Ka, Ke))
(Ky,s, Kg,u) < KDF(Kg, const)
tag « MAC(K g i, (U, S, X*,Y*))
7rS<—(y (st* Y*), (Kq, Ke), F, F)
Return (S, Y*, tag)

proc SENDTERMINIT(U, i, S, Y *, tag)
If 7, # (@, (U, S, X*, 1), L,F,F) Return L
If3PeU, (U, S, X*,Y*) = W{D.tr Return L
fr 34, (U, S, X*,Y*) = wfg,tr A wfg.ﬁ =T
fr fr vV (U, S) ¢ C
If 35, 7L = (v, (U, S, X*,Y*), (Ka, Ke), F, F)
(Ka, Ke) +— wg.K
Else If —fr
Y « Y* /) NPYUS; & + max — mpwyg
(Ka, Ke) + H(U, S, X*, Y*, pwyg, Y)
Else (cannot be in Tg)
If 3(U, S, X*, Y*, pw, Z) € T A pw = pwyg
Y <+ Y* /NPY; & < ma — mpw
If Z=Y?% do badg + T
Kg X Ke + 83K X K
Ts[U, S, X*,Y*] « (U, z, (Ka, Ke))
(KU,SV KS,U) <+ KDF(K, const)
If tag # MAC(K g 7, (U, S, X*,Y*))
w%} <— aborted; Return L
If e A B, (U, S, X*,Y*) = 7l .t (implies (U, S) ¢ C)
badg < T; Ts[U, S, X*, Y *] +L; 7§, < aborted; Return L
(2, (U, S, X*, Y*), Ke, T,fr)
tag « MAC(Kyy g, (U, S, X*,Y*))
Return tag

proc SENDTERMRESP(S, i, U, tag)
If nl # (v, (U, S, X*,Y*), (Ka, Ke), F, F) Return L
fr« 34, (U, S, X*,Y*) = Utr/\'rr‘bfr:T
frfrv (U,S) ¢ C
(Ky,s, Kg,u) < KDF(Kg, const)
If tag # MAC(Kyr, s, (U, S, X*,Y*))
7TS <— aborted; Return L
If fr A 35, (U, S, X*, Y*) = 7rU .tr (lmplleb (U,S) ¢ C)
‘badg — T; Ts[U, S, X*, Y*] «L; 7\'S <+ aborted; Return L
(v, (U, S, X*,Y*), Ke, T, fr)
Return T

proc H(U, S, X*, Y%, pw, Z)
IfT[U,S, X*,Y*, pw, Z] = K #1 Return K
If (U, S, X*,Y*) € Ts A pw = pwys

If Ts[U, S, X*,Y*] = (U, z, K)
Y(—Y*/przz<—mz—mpw z' « v?®
If Tg[U, S, X*,Y*] = (S, vy, K)

X — X* /) MPY; § «— ny — npw; 2/ « XY
If Z' = Z A (U, S) ¢ C do badg «+ T
TU,S, X*,Y*,pw, Z] +3$K x K
Return T[U, S, X*,Y*, pw, Z]

proc FiNaLze(b')

If3US, (x,pwyg, x) € Ts do bady « T

If Spw, (%, pw, ) € T's A (%, %, %, %, pw, x) € T do bady «+ T
If bady = T do badg « F

Return b = b’

procs EXEc, REVEAL, TEsT, CORRUPT unchanged

proc INITIALIZE( ) Gg
b+8${0,1}; C+{} T+ {};Ts+ {}; Tst={}

badg + F; bady « F; badg; Thaq

m4—$Z;;n4—$D (m); M < g™; N « g™

Return (M, N)

proc SenpINIT(U, 4, S)

If mf; #1 Return L

z 4—$Zq, X* «— MZT

y — (z, (USX* 1), L,F,F)
Return (U, X*)

proc SENDRESP(S, i, U, X*)

If 74 #1 Return L

y «$Zg; Y* < NY

If3P € SUU, (U, S, X*,Y*) = n).tr Return L

If 3j, 7], = (=, (U, S, X*, 1), L,F,F)
(Kq,Ke) «8K X K
Else If (U, S) € C
X+ X* ) MPYUS; § + ny — npwyg
(Ka, Ke) + H(U, S, X*, Y*, pwyg, X¥)
Else
For all (U, S, X*, Y* pw, Z) € T
X +— X* /) MPY; § <« ny — npw
If Z = XY do Tyq + Thag U {(U, S, X*, Y* pw, Z)}
Kg X Ke +8$K x K
Ts[U, S, X*, Y*] « (S,y, (Ka, Ke))
(Ky, s, Kg,u) < KDF(Kg, const)
tag MAC(K g r7, (U, S, X*,Y*))
wse(y (st* Y*), (Kq, Ke), F, F)
Return (S, Y*, tag)

proc SENDTERMINIT(U, i, S, Y *, tag)
If 71"[‘] # (x, (U, S, X*, 1), L,F,F) Return L
If 3P eU, (U, S, X*, Y )77rptrReturnL
fr+ 34, (U, S, X*,Y*) = =
frfr v (U, S)¢C
If 3j, 7% = (v, (U, S, X*, Y*), (Ka, Ke), F, F)
(Ka, Ke) +— wé.K
Else If —fr
Y « Y* / NPYUS; & + ma — mpwg
(Ka, Ke) + H(U, S, X*, Y*, pwyg, Y)
Else (cannot be in Tg)
For all (U, S, X*, Y*, pw,Z) € T
Y « Y* / NPV, & < maz — mpw
If Z=Y% do Tpug + Thag U {(U, S, X*, Y™ pw, Z)}
Kg X Ke + 8K x K
Ts[U, S, X*,Y*] « (U, z, (Ka, Ke))
(Ky, s, Kg,u) < KDF(Kg, const)
If tag # MAC(K 5,17, (U, S, X*, Y*))
77%] <— aborted; Return L
If e A Bj, (U, S, X*,Y*) = 7l .t (implies (U, ) ¢ C)
Ts[U, S, X*,Y*] < L; n}; « aborted; Return L
iy = (2, (U, S, X*, Y*), Ke, T,fr)
tag + MAC(K g, (U, S, X*,Y*))
Return tag

trATL fr=T

S S

proc SENDTERMRESP(S, 4, U, tag)
If 7 # (y, (U, S, X*,Y*),(Kq, Ke), F,F) Return L
fr 34, (U, S, X*,Y*) = Utr/\'rr] fr=T
fr fr v (U, S) ¢ C
(KU s Kg, U) < KDF(Kgq, const)
If tag¢ MAC(KUS (U, S, X*,Y™*))
WS <— aborted; Return L
If fr A 35, (U, S, X*, Y*) = 7r .tr (implies (U, S) € C)
Ts[U, S, X*, Y*] L WS <— aborted; Return L
(v, (U, S, X*, Y*), Ke, T, fr)
Return T

proc H(U, s,X*,Y*,pw, Z)
IfT[U,S,X*,Y*, pw, Z] = K #1 Return K
If(st* y* )GT‘
If T[U, S, X*, Y*] = (U, z, K)
Y < Y* /NP &« maz — mpw; Z/ « YT
If Tg[U, S, X*,Y*] = (S, vy, K)
X « X* /) MPY; § « ny — npw; 2/ « xY
1tz =2z A(U,S) ¢ C
Thag  Thad U {(U, S, X*,Y* pw, Z)}
T[U, S, X*, Lpw, Z] 8K x K
Return T[U, S, X*,Y*, pw, Z]

proc FINaLze(b')
For (U, S) € (U x §)\ C do pwyg +$ P
If 3U S, (%, pwyg, %) € Ts do bady < T
If Spw, (%, pw, ) € Ts A (%, %, x, %, pw, %) € T do bady « T
If bady = F
If 3pw # pw’,
(U, S, X*,Y*, pw, Z) € Tppq A
(U, 8, X*,Y*,pw', Z") € Tp,g do badg < T
Else
If (U, S, %, %, pwyg, *) € Thag do badg « T
Return b = b’

procs EXeEc, REVEAL, TEST, CORRUPT unchanged

Fig. 10. Security proof for SPAKE2 with confirmation. Games 8 to 9.
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ADVERSARY Bg

proc INITIALIZE(X ], - - - , qu+q,s Y1, 0, qu+qs)

b<+3${0,1; C«—{} T+ {} Tpe{}
m<—$Zl’;, n <$D*(m); M + g"'; N « g™
For U € U, S € S do pwyg +$P; Tst = { }
kz,ky +~— 1

Return (M, N)

If T #1 Return L

X* — Xy - MPWus

mh = (R, (U, S, X*, 1), L,F,F); kg « kg + 1
Return (U, X*)

proc SENDREsP(S, i, U, X*)
If 7% # 1 Return L
Y* — Yk - NPWus

IfaPesuu (U, 8, X*, v* )*wptr
Return L
X X* / MPYUS; Y« Y* /NPWus
= (kg, (st* 1), L,F,F)
If (U S, X* * pwys, Z) € T A DDH(X,Y,Z) =T
Call TERMINATE(X, Y, Z)
(Ka, Ke) ess)c x K
TplU, S, X*, Y™, pwys, (X,Y)] = (Kqg, Ke)
Else (Kq, Ke) + H(U S, X*,Y*, pwyg, (X, Y))
(Ky,s- Ks,u) « KDF(Ka,const)
tag + MAC(K 5,17, (U, S, X*,Y*))
7rS — (ky, (U, S, X*, Y*), (Kq, Ke), F,F); ky < ky + 1
Return (S, Y*, tag)

proc SENDTERMINIT(U, i, S, Y *, tag)

If 7l # (ko) (U, S, X*, 1), L,F,F) Return L

If3PcU, (U, S, X*,Y*) =
Return L

fr— 35, (U, S, X*, YY) =nlrAnl =T

fr fr v (U, S) ¢ C

Y «— Y*/NPWm- X « X* / MPWus

If 35, 7'r = (ky, (U, S, X*, Y*),(Kq, Ke),F,F)
(Kq, Ke) — TplU, S, X* Y*, pwyg, (X, Y)]

Else (Kq, Ke) + H(U, S, X* LY pwyg, (X, Y))

(Ky,s: Ks,u) < KDF(K o, const)

If tag # MAC(K g 7, (U, S, X*,Y*))
w%/ < aborted; Return L

i (@, (U, 8, X*, Y*), Ke, T, fr)

tag + MAC(Ky g, (U, S, X*,Y*))

Return tag

J
TrP.tr

proc SENDTERMRESP(S, i, U, tag)
If ©y # (y, (U, S, X*, Y%, (Ka, Ke),F,F) Return L
fr < 34, (U, S, X*,Y*) = W{J.tr/\ w{].fr:T
frfr v (U, S) ¢C
(Ky. s KS U) + KDF(Kg, const)
Iftag;é MAC(KUS (U, S, X*,Y™*))
mY < aborted; Return L
mg + (y, (U, s, X*,Y*), Ke, T,fr)
Return T

proc BExec(U, S, i, j)

If nl # L vl #1 Return L

X* — kg - MPVUS; ky < kyp + 1

Y* o ky - NPYVUS; Ky« Ky + 1

If3IPeSUU, (U, S, X*, Y*) =
Return L

If (U, S, X*, Y*, pwyg, Z) €T ADDH(X,Y,Z2) =T
Call TERMINATE(X, Y, Z)

Tp < Tp U{(U, S, X*, Y*, pwyg, (X, Y))}

(Kg,Ke) +$K x K

(Ky,s» Ks,u) < KDF(Ka,const)

tagy MAC(KUS (U, 8, X*,Y™*))

taggy + MAC(Kg ¢y, (U, S, X*, Y*))

w}] — (z, (U, S, X*, Y*), Ke, T, T)

Ty (y,(U,S,X*,Y*),Ke,T,T)

Return (U, X*, S, Y*, tagq , tagy)

Ptr

proc H(U, S, X*, Y™, pw, Z)

If 3(U, S, X5, Y% pwyg, (X,Y)) € Tp A DDH(X,Y,2) =T
Call TERMINATE(X, Y, Z)

If (U, S, X*, Y*, pwyg, (X,Y)) €T ADDH(X,Y,Z) =T

Return T[U, S, X*, Y*, pwyg, (X, V)]

If T[U,S, X*,Y*,pw, Z] = K #1 Return K

TU,S, X*,Y*, pw, Z] +$K x K

Return T[U, S, X*, Y™, pw, Z]

proc FinaLize(b’)
Return b = b’

procs REVEAL, TEST, CORRUPT unchanged

proc INrmiaLize( ) GS,
b+«${0,1}; C,T,Ts,Tst +— { }; £ +${0..qs —1}; k < 0O
For U € U, S € S do pwyg <+$ P; badg < F; bady « F; trp <L
m 4—$Zé; n «$D*(m); M < g"™; N « g"; badg « F
Return (M, N)

proc SENDINIT(U, 4, S)

If ¢, #L1 Return L

z 4—$Zq, X* «— MZT

(@, (U, S, X*, 1), J.FF)
k + k + 1; Return (U, X*)

proc SENDRESP(S, i, U, X*)
If 7% #1 Return L
y «$Zg; Y* +— NY
If3IPesuU,(U,S,X*, Y )77
If 3j, 7], = (=, (U, S, X*, 1), L,F,F)

(Kq,Ke) «3K X K
Else If (U, S) € C

X «— X* ) MPVUS; § < ny — npwyg

(Ka, Ke) < H(U, S, X*, Y*, pwys, XY)
Else

If 3(U, S, X*, Y*, pw, Z) € T A pw = pwyg

X «— X* /) MPY; § «— ny — npw
If Z = XY do badg <+ T

Kg X Ke +$K X K

Ts[U, S, X*, Y*] + (5,y, (Ka, Ke))
(Ky,s: Kg,u) + KDF(Kg, const)
If k =¢dotry « (U, S, X*, Y*)
Ifk=£Ac=Tdo (Ky g Kgy) «$KxK
tag + MAC(K g 17, (U, S, X*, Y*))
(v, (U, S, X*,Y*), (Ka, Ke), F, F)
k + k + 1; Return (S, Y*, tag)

.tr Return L

proc SENDTERMINIT(U, i, S, Y *, tag)
If 7, # (@, (U, S, X*, 1), L,F,F) Return L
If3PeU,(U,S,X*,Y )77\—’ .tr Return L
fr < 34, (U, S, X*,Y =T
frefrv (U,s) ¢ c
If 3j, 7% = (y, (U, S, X*, Y*), (Ka, Ke), F, F)

(Ka,Ke) — W‘é.K
Else If —fr

Y « Y* / NPYVUS; & + ma — mpwyg

(Ka, Ke) < H(U, S, X*, Y™ pwyg, YY)
Else (cannot be in Tg)

If 3(U, S, X*, Y*, pw, Z) € T A pw = pwyg

Y <« Y* / NPV & < maz — mpw
If Z =Y do badg «+ T

Kg X Ke +8$K X K

Ts[U, S, X*,Y*] « (U, z, (Ka, Ke))
(KU,S~ KS,U) <+ KDF(K , const)
Iftk=fAc=Tdo (K g, Kgpy) «$KxK
If tag # MAC(K g 17, (U, S, X*,Y*))

7r'l‘] <+ aborted; Return L
Ifk=2¢Af A Fj (U S X* Y = wé.tr

badg + T; Ts[U, S, X*,Y*] +L; 7¢; 4 aborted; Return L
gy (2, (U, S, X*, Y*), Ke, T, fr)
tag + MAC(K g, (U, S, X*, Y*))
k + k + 1; Return tag

*) = wg tr A ng.fr

proc SENDTERMRESP(S, i, U, tag)
If wg # (y, (U, S, X*, Y*), (Ka, Ke), F,F) Return L
fr < 34, (U, S, X*,Y*) = w{].tr/\ w-%].fr =T
fr« fr v (U, S) ¢ C
(KU S5 KS U) + KDF(Kgq, const)
1f Lag# MAC(KUS (U, S, X*,Y™*))

7Y <« aborted; Return L
Ity =try A frABG, (U, S, X%, Y 77rJU tr

badg = T; Ts[U, S, X*, Y*] «=L; m « aborted; Return L
g + (v, (U, S, X* Y*) Ke, T, fr)
k +— k+1; RetulnT

proc H(U, S, X*, Y™ pw, Z)
If T[U,S, X*,Y*, pw, Z] = K #L Return K
If (U,S,X*,Y*) € Ts A pw = pwyg
If T[U, S, X*, Y*] = (U, z, K)
Y «— Y*/ NPV & « ma — mpw; Z/ « YT
If T5[U, S, X*, Y*] = (S,y, K)
X — X*/MPY; § «— ny — npw; 2/ +— XY
If Z' = Z A (U, S) ¢ C do badg + T
T[U,S, X*,Y*, pw, Z] +8K x K
Return T[U, S, X*,Y*, pw, Z]

proc FINaLIZE(b')

30U S, (%,pwys, *) € Ts do bady « T

If Spw, (%, pw, x) € T's A (%, %, *, %, pw, x) € T do bady « T
If bady = T do badg « F

Return b = b’

procs EXEc, REVEAL, TEST, CORRUPT unchanged

ADVERSARY Bg

proc INITIALIZE( )

b«${0,1}; C« {}; T,Ts,Tst ={}; £ «<${0..q5s — 1}
For U € U, S € S do pwyg <8 P; badg < F; bady «+ F

m <—$Z;; n +$D*(m); M+ g"; N « g™ k < 05 trpg =1L
Return (M, N)

proc SenpINIT(U, 4, S)

If 7¢; #L1 Return L

x <—$zq, X* «— M*T

ni — (x, (U, s, x*, 1), J_FF)
k + k + 1; Return (U, X*)

proc SENDRESP(S, 4, U, X*)

If m% #1 Return L

y +$2Zg; Y* «— NV
If3PesulU, (U, S, X*, Y* )*7r

IfSJ,ﬂU :(m,(U,S,X*,J_),J_,F,F)
(Kg,Ke) 8K x K
It (U, S) € C
X +— X* ) MPYUS; § + ny — npwgg
(Ka, Ke) < H(U, 8, X*, Y™*, pwyg, X V)
Else
If 3(U, S, X*,Y*,pw, Z) € T A pw = pwyg
X +— X* )/ MPY; § < ny — npw
If Z = XY do badg «+ T
Kg X Ke +$K x K
Ts[U, S, X*,Y*] + (S, y, (Ka, Ke))
(Ky,s: Ksg, U) + KDF(K g, const)
If k= £dotry « (U, S, X*, Y*)
If k=¢do Kgpy «<$K (KU s, is the external MAC key)
tag MAC(KSU (U, S, X*,Y™*))
g+ (y, (U, S, X*, Y*), (Ka, Ke), F,F)
k <+ k + 1; Return (S, Y*, tag)

.tr Return L

proc SENDTERMINIT(U, i, S, Y *, tag)
If ©f; # (@, (U, S, X*, 1), L,F,F) Return L
If 3P €U, (U, S, X*, Y* )777] 4r Return L

fr « 34, (U, S, X*, Y* )77'rstr/\7r fr=T
fr « fr \/ (U,s) ¢ C
If 35, 74 = (v, (U, S, X*, Y*), (Ka, Ke), F, F)

(Ka,Ke) — WJS.K
Else If —fr

Y + Y* / NPYVUS; & + ma — mpwyg

(Ka, Ke) < HU, S, X*,Y*, pwyg, YT)
Else (cannot be in Tg)

If 3(U, S, X*, Y*, pw, Z) € T A pw = pwyg

Y < Y* /NPY: 2 < ma — mpw
If Z = Y? do badg «+ T

Kg X Ke +$K X K

Ts[U, S, X*, Y*] « (U, =, (Kq, Ke))
(KU s Kg, U) + KDF(Kq, const)
If k= ¢do Ky g +$K (Kg p is the external MAC key)
If kb # £ /\tag;éMAC(KSU (U, S, X*,Y*))

"U 4 aborted; Return L
fk=2£¢AFfA m,(U,s,x*,Y*):wg

Call TerMmINATE(tag, (U, S, X*, Y'*))
my + (z, (U, S, X*, Y*), Ke, T,fr)
tag + MAC(Ky g, (U, S, X*,Y*))
k < k 4+ 1; Return tag

.tr

proc SENDTERMRESP(S, 4, U, tag)

If wg # (y, (U, S, X*,Y*),(Kq, Ke),F,F) Return L

fr« 34, (U, S, X*,Y*) = Utr/\7r'7 fr=T

frfrv (US) ¢C

(K75, Kg.i7) « KDF(Kg, const)

If trg #trp A tag # MAC(Ky g, (U, S, X*,Y*))
wfg <— aborted; Return L

Iful =ty A frA3g, (U S, X5, Y*) = wl
‘Call TerMINATE(tag, (U, S, X*, Y'*))

g + (v, (U, 8, X*,Y*), Ke, T, fr)

k < k 4+ 1; Return T

proc H(U, S, X*,Y*, pw, Z)
If T[U,S,X*,Y*,pw, Z] = K #1 Return K
If (U, S, X*,Y*) € Ts A pw = pwys
If Ts[U, S, X*,Y*] = (U, z, K)
Y «— Y* /NP, & « ma — mpw; 2/ « YT
If T5[U, S, X*,Y*] = (S,y, K)
X — X* / MPY; g « ny — npw; 2/ « XU
If z' =2Z A (U,S) & C do badg < T
TU,S, X*,Y*,pw, Z] +$K x K
Return T[U, S, X*, Y™, pw, Z]

proc FiNaLize(b’)
Stop.

procs Exec, REVEAL, TEST, CORRUPT unchanged

Fig. 11. Security proof for SPAKE2 with confirmation. Query guess game and adversaries.
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