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HIGH-ASSURANCE SOFTWARE LABORATORY  
I. FOCUS  

HASLab – High-Assurance Software Laboratory focuses on 
software for trustworthy systems, where service will not be 
disrupted by environmental conditions, user errors, and 
attacks by hostile parties. To achieve trustworthiness, 
HASLab pursuits multi-disciplinary R&D within three pillars: 
rigorous software engineering, dependable distributed 
systems, and cryptography and information security.  

II. HISTORY 

Following a protocol signed between the University of Minho 
and INESC TEC in 2011, HASLab has been included as an 
INESC TEC integrated centre, establishing an INESC TEC pole 
at the University of Minho in Braga. Today, HASLab members 
are based in both Braga and Porto. Research at HASLab 
focuses on trustworthy systems, systems that are inherently 
reliable, secure, and available. For decades, these issues 
have been the goal of the ICT sector when designing, 
deploying, and operating the information systems 
supporting critical infrastructures. Due to the sheer 
complexity and scale of the problem, R&D have typically 
been directed toward achieving each of the aforementioned 
characteristics independently, trying to not only deal with 
increasingly asymmetric and unstable environments, but 
also reconcile this uncertainty with the desired 
predictability. However, at HASLab we believe Computer 
Science has reached a level of maturity where an integrated 
approach is viable. Our team’s multidisciplinary expertise on 
Software Engineering, Distributed Systems, and 
Cryptography and Information Security, provides three solid 
pillars on which to support such integrated approach.  

 Software Engineering | Research on formal methods and 
techniques covering all phases of the software development 
life-cycle, from requirement elicitation to system design and 
program verification.  
 Distributed Systems | Focus on dependable and scalable 
solutions for data management in cloud computing and data 
science environments, and for data dissemination and 
aggregation in very large and geographically distributed 
systems.  
 Criptography and Information Security | Focus on 
provable security of new and existing cryptographic schemes 
and protocols, domain-specific languages and compilation 
tools for cryptographic software, and formal verification 
tools for reasoning about the correctness of cryptographic 
security proofs and security of cryptographic software 
components. 

III. INDICATORS 
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IV. RELEVANT PROJECTS  

The contributions of HASLab to their research areas range 
from fundamental research on formal methods and 
algorithms, to applied research on developing tools and 
middleware that address real-world demands stemming from 
long-term collaborations with industry.  

In the Distributed Systems area HASLab has been steadily 
addressing the challenge of handling “big data” in current 
cloud-based applications in several European research and 
technology transfer projects, such as SafeCloud or 
CloudDBAppliance: SafeCloud aims to re-architect cloud 
infrastructures to ensure that data transmission, storage, and 
processing can be partitioned in multiple administrative 
domains that are unlikely to collude and can be entangled with 
inter-dependencies that make it impossible for any of the 
domains to tamper with its integrity; CloudDBAppliance aims 
at providing a Database as a Service able to match the 
predictable performance, robustness and trustworthiness of 
traditional on premise solutions, such as those based on 
mainframes. In the topic of data dissemination and 
aggregation, LightKone is an European project whose goal is to 
develop a scientifically sound and industrially validated model 
for doing general-purpose computation on edge networks.  

In the area of Cryptography and Information Security, HASLab 
was responsible for the interdisciplinary area of formally 
verified cryptography in PRACTICE. This project had a high-
impact in EU and aimed to develop high-assurance 
implementations of cryptographic secure computation 
protocols. In this area, HASLab also had a big contribution in 
the SafeCloud European project, which, following our 
integrated approach to trustworthy software, involved 
members from two HASLab areas. 

Focusing on the Software Engineering area, the major 
challenges in rigorous software development have been 
addressed in the scope of national projects driven by industrial 
partnerships. Representative examples are the TRUST project, 
aiming at developing a methodology for trustworthy software 
design that is both formal and lightweight, with the ultimate 
goal of easing the adoption of formal methods in the software 
industry. Another example is the DaLí project that aims at 
contributing to the definition of a generic contract-based 
methodology for designing, modelling and verifying Cypher-
Physical Systems, nowadays omnipresent in many critical 
domains. 
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VI. KEY PERSONS 

Carlos B. Moreno (h-index 24), expert on data management in 
eventual consistent settings, distributed data aggregation and 
causality tracking, whose work is currently running in 
production systems serving millions of users worldwide. 

José N. Oliveira (h-index 21), world reference on formal 
methods for rigorous software development, and member of 
the program committee of dozens of conferences on this topic 
in the past years. 

Manuel Barbosa (h-index 20), expert on cryptography and 
information security, and leader and promoter of several 
research and technology transfer projects on this topic. 

Rui Oliveira (h-index 20), expert on large scale data 
management, and leader and promoter of several research 
and technology transfer projects on this topic. 

 


