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W
hether through online banking, 
shopping, social m

edia or electronic 
tax returns, w

e’re sharing m
ore and m

ore 
of our personal data.

The 
EU’s 

General 
Data 

Protection 
Regulation 

(GDPR) helps you take control of this inform
ation 

through several 
key 

rights, giving you greater 
pow

er to protect yourself. 

 
�

W
H

AT IS ‘PERSO
N

AL D
ATA’?

Any inform
ation that relates to you, as an identified 

or identifiable, living individual, falls under the GDPR. 
This includes for exam

ple your nam
e, hom

e address, 
ID card num

ber, Internet Protocol (IP) code and 
inform

ation on your health.

Som
e sensitive data, such as data concerning your 

health, racial or ethnic origin, political opinions and 
sexual orientation, has special protection. It can be 
collected and used only under specific conditions, 

for instance because you have given your explicit 
consent or the national law

 allow
s it. 

 
�

W
H

EN
 D

O
 TH

E RU
LES APPLY?

The rules apply w
hen your data is collected, used 

and stored digitally or in a structured filing system
 

on paper. 

There’s one set of rules for the w
hole of the 

EU
, w

hich can be com
plem

ented in som
e areas by 

national legislation. This m
eans you have the sam

e 
rights w

hom
ever in the EU you give your data to. 

And com
panies from

 outside the EU aren’t exem
pt. 

If they offer goods and services in the EU or if they 
m

onitor your behaviour in the EU then they have to 
give you the sam

e level of data protection. 
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TH
E RIG

H
T TO

 K
N

O
W

 W
H

O
 IS  

PRO
CESSIN

G
 W

H
AT, A

N
D

 W
H

Y 
W

hen processing your data organisations have to 
provide you w

ith clear inform
ation relating to the use 

of your data, this includes inform
ation such as: 

• for w
hat purposes your data w

ill be used
• the legal basis for processing your data
• how

 long your data w
ill be stored

• w
ith w

hom
 they’ll share your data 

• your basic data protection rights
• w

hether your data w
ill be transferred outside the EU

• your right to lodge a com
plaint 

•  how
 to w

ithdraw
 your consent, if you have given it

•  the contact details of the organisation responsible 
for processing your data and their Data Protection 
O
ffi

cer if there is one.

This inform
ation should be presented in clear and 

plain language. 

Personal data can only be collected and processed 
for a w

ell-defined purpose. W
hen collecting your 

data a com
pany m

ust tell you w
hat purpose your 

data w
ill be used for. They m

ust also m
ake sure that 

only relevant data is processed and the data is not 
kept longer than necessary. 

Bought som
ething 

online? 

The seller m
ust collect only 

the data needed to fulfil the 
contract. They m

ust also provide you 
w

ith the inform
ation listed above, and 

delete the data w
hen they no longer need it. 

EU
JU

S15A-1727-I01 - D
ata protection (G

D
PR

) - C
itizens' brochure_EN

 V15.indd   5
2/02/18   10:53



EU
JU

S15A-1727-I01 - D
ata protection (G

D
PR

) - C
itizens' brochure_EN

 V15.indd   6
2/02/18   10:53



TH
E RIG

H
T TO

 ACCESS YO
U

R D
ATA 

You have the right to request access to the personal data an organisation has about you, free of charge, and 
obtain a copy in an accessible form

at. 

Apps asking 
too m

uch?

You bought a fitness tracker 
and subscribed to a health app 

that m
onitors your activity. You can 

ask the app operator for all the 
inform

ation processed on you. This includes 
all subscription data (such as your nam

e and 
contact details w

here relevant) and all inform
ation 

collected about you through the tracker (such as 
heart rate, perform

ance, etc.). 

W
ant to see w

hat an 
e-shop know

s about you?

You’ve bought goods from
 an 

online retailer. You can ask the 
com

pany to give you the personal 
data they hold about you, including: your 
nam

e and contact details, credit card 
inform

ation and dates and types of purchases. 
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TH
E RIG

H
T TO

 O
B

JECT 

If 
an 

organisation 
is 

processing 
your 

personal 
data you m

ay have the right to object. How
ever, in 

som
e circum

stances, public interest m
ay prevail. 

For exam
ple, this could be the case for scientific or 

historical research. 

You also have the right to object at any tim
e to 

receiving direct m
arketing. 

Fed up of ads?

You bought tw
o tickets online 

to see your favourite band play live. 
A!erw

ards, you’re bom
barded w

ith 
adverts for concerts and events that 

you’re not interested in. You inform
 the online 

ticketing com
pany that you don’t w

ant to receive 
further advertising m

aterial. The com
pany should 

stop processing your data for direct m
arketing and, shortly 

a!erw
ards, you should no longer receive em

ails from
 them

. 
They shouldn’t charge you for this. 
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TH
E RIG

H
T TO

 CO
RRECT YO

U
R D

ATA 

Errors in your personal data can have a significant 
im

pact on your life, particularly w
hen applying for 

loans, insurance, credit and so on. 

If 
you 

believe 
that 

personal 
data 

held 
by 

an 
organisation 

m
ight 

be 
incorrect, 

incom
plete 

or 
inaccurate you can ask for it to be corrected. This 
m

ust be done w
ithout undue delay. 

Incorrect data 
costing you?

You apply for a new
 insurance 

policy but notice the com
pany 

m
istakenly records you as a sm

oker, 
increasing your life insurance paym

ents. 
You have the right to contact them

 and get 
this corrected. 
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TH
E RIG

H
T TO

 H
AV

E D
ATA D

ELETED
  

A
N

D
 TO

 B
E FO

RG
O

TTEN
 

W
here your consent has been requested to process 

your data, you can ask the organisation to stop 
processing it by w

ithdraw
ing your consent. They 

m
ust do so if they’ve not relied on any other legal 

grounds for processing your data. It m
ust be as easy 

to w
ithdraw

 consent as it is to give it.

If your data is no longer needed or is being processed 
unlaw

fully then you can ask for the data to be erased. 
How

ever other EU rights, like freedom
 of expression, 

m
ust also be safeguarded. Controversial statem

ents 
m

ade by people in the public eye, for exam
ple, m

ay 
not autom

atically be deleted if the public interest is 
best served by keeping them

 online. 

O
rganisations m

ust delete personal data collected 
from

 a child that is processed through an app or a 
w

ebsite on request. 

Search results 
irrelevant? 

W
hen you type your nam

e 
into an online search engine, 
the results include links to an 
old new

spaper article about a 
debt you paid long ago. If you’re not a 

public figure and your interest in rem
oving 

the article outw
eighs the general public’s interest 

in accessing the inform
ation, the search engine is 

obliged to delete the links. 
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TH
E RIG

H
T TO

 H
AV

E A SAY
 W

H
EN

  
D

ECISIO
N

S A
RE A

U
TO

M
ATED

 
Som

e organisations, such as banks, tax offi
ces and 

hospitals, use algorithm
s to m

ake decisions about 
you using your personal data. It’s effi

cient for them
, 

but not alw
ays transparent and these decisions m

ay 
affect you legally or have another significant im

pact 
on your life. In those cases, organisations m

ust:

• tell you if their decision is autom
ated

•  give you the right to have the autom
ated decision 

review
ed by a person

• let you contest the autom
ated decision. 

Autom
ated 

decisions 
are 

allow
ed 

in 
som

e 
circum

stances, for exam
ple w

hen a particular law
 

allow
s it. 

Applying for 
a loan?

You apply for a loan w
ith an 

online bank. You are asked to insert 
your data and the bank’s algorithm

 
tells you w

hether the bank w
ill grant you 

the loan and gives the suggested interest rate. 
You m

ust be inform
ed that you m

ay: express your 
opinion; contest the decision; and ask for a person’s input in 

the process to review
 the algorithm

’s decision. 
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TH
E RIG

H
T TO

 M
O

V
E YO

U
R D

ATA 

If your data is used by a com
pany a#er you gave 

your consent or signed a contract, then you can ask 
for it to be returned to you or transm

itted to another 
com

pany w
hose services you w

ould like to use – this 
is called the right to ‘data portability’. The original 
supplier, such as a social m

edia com
pany, bank or 

even healthcare provider, has to transm
it the data 

to the new
 supplier. M

oving data should help 
you access other m

arkets and suppliers m
ore 

easily, and so give you m
ore choice. 

Found a cheaper 
supplier?

You’ve found a cheaper electricity 
supplier. You can ask your existing 

supplier to transm
it your data directly 

to the new
 supplier, if it’s technically feasible. 

In any case, they m
ust return your data to you in 

a com
m

only-used and m
achine readable form

at so that it 
can be used on other system

s. 
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�

D
ATA LO

ST O
R STO

LEN
? 

The 
rules 

m
ake 

sure 
you 

are 
protected. 

The 
organisation holding your data has to inform

 the 
national Data Protection Authority (DPA) if the 
data breach is a risk. If the leak poses a high risk 
to you then you m

ust also be inform
ed personally.

There are Data Protection Authorities in each EU 
country, they oversee the EU’s data protection law

. 

Taxi firm
 lost 

your data?

You book taxis via an 
app. The taxi com

pany later 
suffers a m

assive data breach, 
in w

hich driver and user data is stolen. 
You can file a com

plaint w
ith your DPA 

w
ho w

ill investigate. 

 
�

TH
IN

K YO
U

R D
ATA PRO

TECTIO
N

 
RIG

H
TS H

AVE BEEN
 VIO

LATED
?

You 
can 

contact 
the 

organisation 
holding 

your 
data. And you can alw

ays lodge a com
plaint w

ith 
your national Data Protection Authority, or go to 
the national court. The Data Protection Authorities 
can im

pose a range of sanctions on organisations, 
including suspending or stopping data processing 
and im

posing a fine.

If you have suffered dam
ages, you can also seek 

com
pensation by taking legal action against 

the organisation or ask a non-governm
ental 

organisation 
active 

in 
data 

protection 
to 

represent you.

Contact your national DPA http://ec.europa.eu/
justice/data-protection/article-29/structure/
data-protection-authorities/index_en.htm
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Getting in touch w
ith the EU

In person
All over the European Union there are hundreds of Europe Direct inform

ation centres. 
You can find the address of the centre nearest you at:  
https://europa.eu/european-union/contact_en

O
n the phone or by em

ail
Europe Direct is a service that answ

ers your questions about the European Union.  
You can contact this service:

– by freephone: 00 800 6 7 8 9 10 11 (certain operators m
ay charge for these calls),

– at the follow
ing standard num

ber: +32 22999696 or 
– by em

ail via: https://europa.eu/european-union/contact_en 

N
either the European Com

m
ission nor any person acting on behalf of the Com

m
ission m

ay be held responsible for the use 
that m

ay be m
ade of the inform

ation contained in this publication.
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The EU’s data protection rules give you m
ore control over your personal data, m

eaning 
you can shop, share and surf w

ith confidence. Check out your rights, take control. 

europa.eu/dataprotection

DS-01-18-022-EN-C
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