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Deep learning has recently gained popularity in the field of video anomaly detection, with the development
of various methods for identifying abnormal events in visual data. The growing need for automated systems
to monitor video streams for anomalies, such as security breaches and violent behaviours in public areas,
requires the development of robust and reliable methods. As a result, there is a need to provide tools to
objectively evaluate and compare the real-world performance of different deep learning methods to identify the
most effective approach for video anomaly detection. Current state-of-the-art metrics favour weakly-supervised
strategies stating these as the best-performing approaches for the task. However, the area under the ROC curve,
used to justify this statement, has been shown to be an unreliable metric for highly unbalanced data distributions,
as is the case with anomaly detection datasets. This paper provides a new perspective and insights on the
performance of video anomaly detection methods. It reports the results of a benchmark study with state-of-the-
art methods using a novel proposed framework for evaluating and comparing the different models. The results of
this benchmark demonstrate that using the currently employed set of reference metrics led to the misconception
that weakly-supervised methods consistently outperform semi-supervised ones.

1. Introduction

Anomaly Detection has been a relevant field in Machine Learning
since it began to gain traction. As far as Computer Vision is concerned,
anomaly detection is an important task on the account of its prevailing
applications in video surveillance, scene understanding and video sum-
marization. Several surveys provide a comprehensive literature review
while inspecting the current challenges and studying future opportuni-
ties for the application of such methods (Pang et al., 2021, Caetano et
al., 2022). Video anomaly detection methods are developed under one
of two main approaches to the problem: semi-supervised strategies or
weakly-supervised ones.

Generally, semi-supervised methods for anomaly detection in the lit-
erature fall in the category of One-Class Classification (OCC) (Chandola
et al., 2009). These models are trained on normality and assume that it
is not possible to properly reconstruct an abnormal event that has never
been learnt. Hence, a frame that greatly differs from the captured one
is likely to represent abnormal or unexpected events. In these cases,

the abnormality is detected based on the information learnt from the
normal class only. This formulation comprises an open-set approach
to anomaly detection, i.e., it is assumed that the types of anomalies
that can occur are unbounded, whilst the normality pattern is well-
defined (Acsintoae et al., 2022). One-Class Classification is present in
reconstruction-based and prediction-based semi-supervised methods.

Weakly-supervised strategies differ from semi-supervised strategies
by obtaining video-level labels, which allow for the training of the
models using normal and abnormal snippets (Pang et al., 2019). This
approach comprises a closed-set evaluation scenario, i.e., the training
and test anomalies belong to the same bounded action categories. Es-
sentially, weakly-supervised approaches can be subdivided into two
classes: encoder-agnostic methods (Sultani et al., 2018, Zhang et al.,
2019, Wan et al., 2020) that leverage task agnostic features of videos
extracted from a vanilla feature encoder to estimate the anomaly scores
of each frame and encoder-based methods; encoder-based methods (Zhu
& Newsam, 2019, Zhong et al., 2019) which train both the feature en-
coder and classifier simultaneously.
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According to recent benchmarks in the available literature (Tian et
al., 2021, Feng et al., 2021, Wu & Liu, 2021), weakly-supervised strate-
gies comprise the best-performing approaches for deep video anomaly
detection. The area under the ROC curve, the metric employed to com-
pare and rank the performance of state-of-the-art methods, reveals that
weakly-supervised strategies can achieve a higher score in its analysis,
although it does not explain the reasons why that occurs. Moreover,
adapting datasets originally developed for semi-supervised approaches
to be used by weakly-supervised ones generates different training and
testing sets. Therefore, a fair comparison between different distribu-
tions of the same set of videos cannot be drawn. A deeper analysis and
benchmarking of deep video anomaly detection is severely lacking in
the available literature, as a common framework must be provided first.

This work appears as the first critical review on the state-of-the-
art metrics for benchmarking deep video anomaly detection models,
making the following three major contributions:

+ Experimental comparison of state-of-the-art video anomaly detec-
tion methods and an in-depth analysis of the context that defines
normalcy and abnormality in the publicly available datasets for this
task;

Proposal of a new benchmark framework that evaluates the real-
world performance of deep anomaly detection models and that
automatically defines the model’s optimal operating point;

Novel insight on state-of-the-art anomaly detection model perfor-
mance, as the previously employed set of metrics led to the miscon-
ception that weakly-supervised methods consistently outperformed
semi-supervised ones.

This document is organised as follows: Section 2 introduces the
working principles of state-of-the-art works in deep video anomaly
detection. Section 3 presents a detailed analysis of each of the four
methods’ strategies is presented. Moreover, Section 4 introduces the
proposed benchmark methodology is presented. Sections 5 and 6 depict
the results achieved in the proposed benchmark. Additionally, Section 7
the attained results are discussed. Section 8 presents the main conclu-
sions of this review. Finally, Section 9 introduces future work to expand
on the main findings of this article.

2. Related work

This section intends to provide a comprehensive review of previous
research in the field of video anomaly detection. The existing contri-
butions’ gaps, limitations, and strengths are discussed. In addition, a
summary of the most relevant publicly available datasets for these tasks
is provided.

2.1. Semi-supervised methods

Reconstruction-based methods try to reconstruct the current frame,
using previous and present information. The deep autoencoder, Con-
VAE, proposed by Hasan et al. (2016), became the first anomaly detec-
tion approach to leverage the reconstruction error as an estimator for
abnormality. This work was quickly followed by Conv3D-AE (Sabokrou
et al., 2016, Zhao et al., 2017), suggesting a 3D convolutional neural
network to encode the motion and content information of a sequence
of frames, using a deconvolutional network to reconstruct those frames.
However, 3D convolution has proved to be unable to properly encode
motion (Ji et al., 2012, Tran et al., 2015). A Convolutional Neural Net-
work (CNN) and ConvLSTM were integrated with an autoencoder in
ConvLSTM-AE (Luo et al., 2017a) to learn the regularity of appearance
and motion for ordinary moments. Although LSTMs and Recurrent Neu-
ral Networks (RNNs) are effective, they are difficult to interpret; hence,
several works focused on adapting sparse coding techniques and inter-
pretable RNNs to anomaly detection (Luo et al., 2017b, Wisdom et al.,
2016). As Liu et al. (2018) denoted, autoencoder-based approaches are
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at times able to accurately reconstruct abnormal frames based on the
provided inputs, leading to missing their detection. To deal with this
drawback, a memory module was added to the autoencoder by Gong et
al. (2019), creating MemAE, a memory-augmented autoencoder.

Prediction-based methods use the previous frames to compute a pre-
diction of the following one. This method was introduced by Liu et
al. (2018); strategies to impose consistency on the generated images
were imposed, by applying intensity and gradient constraints. Taking
inspiration from the cloze test used in language understanding, Yu et
al. (2020) proposed the prediction of erased patches of incomplete
video events, fully exploiting temporal information in the video. Unlike
these approaches, (Chen et al., 2022) aimed to explore the informa-
tion contained in the anterior and posterior snippets of a given frame
within a video. For that purpose, it modelled the relationship between
appearance and motion through a multi-modal discriminator; the dis-
criminator was fed the concatenation of an erased patch and its motion
to learn to classify fake and real pairs. The temporal relationships in the
video sequence were also considered.

Georgescu et al. (2021) proposed some alterations to middle-frame
prediction (Lee et al., 2019), innovating by learning the discrimina-
tion of moving objects, referred to as the arrow of time. Additionally,
it studied motion irregularity prediction and model distillation, the
latter being an adaptation of Bergmann et al. (2020). This approach
was inspired by the object-centric perspective of lonescu et al. (2019),
which employed an object detector on each frame, applying a convo-
lutional autoencoder to learn deep unsupervised representations for a
one-versus-rest classification. Several works continued the exploration
of this research (Doshi & Yilmaz, 2020a, 2020b, Yu et al., 2020). The
main limitations of semi-supervised approaches are the lack of con-
sideration for the diversity of normal patterns and the ability of deep
learning techniques to correctly recreate abnormal video frames based
on already abnormal inputs. To this end, Park et al. (2020) proposed
a memory module that updates items in the memory, while assuring
that these represent prototypical patterns of normal data. Similarly, Cai
et al. (2021) attempted to assure appearance and motion consistency
through modality memory pools.

2.2. Weakly-supervised methods

Weakly-supervised strategies are considered to be a feasible method
due to their competitive performance. Sultani et al. (2018) introduced
the use of video-level labels in the tasks of anomaly detection in videos
by presenting UCF-Crime, a large-scale video dataset for training and
testing weakly-supervised anomaly detection approaches. Along with
this strategy, Sultani et al. (2018) proposed a deep Multiple Instance
Learning (MIL) ranking framework to detect anomalies. Several papers
followed the MIL framework, suggesting improvements to the method.
The inner-bag score gap regularization was introduced by Zhang et al.
(2019); Wan et al. (2020) proposed a dynamic MIL-loss and centre-
guided regularization. Additionally, Zhu and Newsam (2019), in an
encoder-based approach, suggested an attention-based MIL model capa-
ble of encoding motion-aware features by using an autoencoder based
on optical flow. To unify the representation learning and anomaly score
learning, a temporal feature ranking loss was presented by Tian et al.
(2021). Self-attention mechanisms were proposed to reduce the false
alarm rates of these detectors (Li, Cai, et al., 2022, Zhang et al., 2023).

Zhong et al. (2019) denoted that the methods that used MIL suf-
fered from error propagation throughout the training. To tackle this
problem, Zhong et al. (2019) reformulated the task as a binary classi-
fication under a noisy label problem and suggested the use of a Graph
Convolution Neural (GCN) network to correct low-confidence anomaly
scores, replacing them with high-confidence ones, i.e., clear the label
noise. Li, Liu, et al. (2022) proposed another approach capable of ad-
dressing the shortcomings of MIL-based methods. The authors of this
paper used a Multi-Sequence Learning (MSL) method, opting for choos-
ing the sequence with the highest sum of anomaly scores instead of the
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Table 1
Brief summary of anomaly frame distribution in the analysed anomaly detection datasets.
Dataset Number of Frames Scenes Anomalies
Normal Abnormal Total Types Total
CUHK Avenue (Lu et al., 2013) 26832 3820 30652 1 5 47
ShanghaiTech (Luo et al., 2017b) 300308 17090 317398 13 11 130
UCF-Crime (Sultani et al., 2018) - - 13741393 1900 13

instance with the highest score, reducing the probability of incorrect
selection. Instead of using video-level labels as pseudo-labels, Feng et
al. (2021) suggested the use of the learnt pseudo-labels to optimize the
feature encoder; a similar approach was employed by Thakare et al.
(2023). Ullah et al. (2021) developed an approach that aims to reduce
the processing time required for deep anomaly detection. For this pur-
pose, the features extracted from the sequence of frames were fed to a
Bi-directional Long Short-term Memory (BD-LSTM) model, which dif-
fers from a regular LSTM by depending not only on the previous frames
but also on the upcoming ones.

2.3. Datasets

In general, research on anomaly detection in video sequences has
focused intensively on the analysis of video surveillance footage of
pedestrians and crowds. As a result, most of the available datasets relate
to these types of scenarios. Nonetheless, new datasets have attempted to
cover new areas, such as violent and criminal behaviours, and surveil-
lance of streets shared by pedestrians and vehicles. The three datasets
summarized in Table 1 are worth highlighting because of their rele-
vance to benchmarking state-of-the-art methods:

* CUHK Avenue (Lu et al.,, 2013) was acquired using a station-
ary video camera in the CUHK campus avenue. It has 16 training
video samples and 21 test video samples. The abnormal behaviours
represented in the scenes show people littering items, walking
on the grass, and throwing or abandoning objects in the back-
ground. However, this dataset possesses severe limitations regard-
ing its single-scene representation, lack of abnormality diversity,
and amount of sequences;

ShanghaiTech Campus (Luo et al.,, 2017b) took advantage of
multiple surveillance cameras with different view angles installed
at different spots, to capture real events at a university campus.
ShanghaiTech has challenging light conditions and camera angles.
It contains 130 abnormal events of 13 different types and annota-
tions for pixel-level ground truth of abnormal events;

UCF-Crime (Sultani et al., 2018) was developed as a new large-
scale dataset to evaluate video anomaly detection. It is composed
of 1900 untrimmed videos of real-world surveillance footage, ex-
tracted from the internet, with an average length of 4 minutes each.
It includes 13 types of anomalous events with a high impact on
public safety, such as abuse, burglary, shoplifting and shooting.

3. Selected methods for evaluation

Executing a meaningful analysis of different methods is a laborious
task and, limited by the available resources, such as source code and
pretrained models. The selection of the four benchmarked methods,
FFP, MLEP, Sultani, and RTFM, was driven by two main criteria: (1)
they are all open-source, making it possible for others to reproduce the
experiments and extend the research; (2) these methods are relevant
landmarks in the video anomaly detection area, having been widely
used in previous works and achieving competitive performance. There-
fore, benchmarking these methods provides valuable insights into the
state-of-the-art in video anomaly detection and enable fair comparisons
among them.

Table 2 lists some details on the code shared by the authors of some
of the surveyed methods. Every repository was verified to confirm its

accessibility and if it contained sufficient information to be properly
implemented without major adjustments. Some additional information
was also gathered, such as the Machine Learning framework that was
used, mainly TensorFlow (Abadi et al., 2015) and PyTorch (Paszke et
al., 2019).

3.1. Future frame prediction

The work of Liu et al. (2018) was an important landmark in deep
anomaly detection, as it represented the first work that leveraged video
prediction for anomaly detection, instead of simply reconstructing the
present frame. Future Frame Prediction (FFP) still depended on the as-
sumption that normal events are predictable while abnormal ones are
unpredictable if the network that predicts the future frames is trained on
normal data only. Therefore, FFP employed the typical semi-supervised
approach to anomaly detection, relying on the assumption that only
normal data is available in the training set, not only because anoma-
lies are rare and unbounded, but also due to the effort required to label
them. Furthermore, Liu et al. (2018) observed that spatial constraints
were not efficient enough to predict video frames, as these lacked tem-
poral information. Therefore, optical flow constraints were introduced,
enforcing the optical flow between predicted frames to be close to their
optical flow ground truth, thus representing temporal and motion infor-
mation with more detail. Moreover, FFP’s source code is open source,
and the pre-trained models that were used were also made available
by the authors. Hence, this work represents a relevant method to be
evaluated in more detail by our proposed benchmark.

In general terms, the networks used for frame generation in existing
work (Mathieu et al., 2015) usually contain two modules: an encoder
that extracts features by gradually reducing the spatial resolution; a
decoder that gradually increases the spatial resolution to construct a
frame. However, an architecture like this faces the gradient vanishing
problem and information imbalance in each layer. To avoid these draw-
backs, U-Net was proposed and added shortcuts between the high-level
and low-level layers with the same resolution, resulting in the sup-
pression of gradient vanishing and resulting in information symmetry.
The original U-Net architecture was slightly modified in this imple-
mentation, by keeping the output resolution unchanged for each two
convolution layers. The final architecture of this method is shown in
Fig. 1.

To evaluate the anomaly score, the difference between the predicted
frame [ and its ground truth I is leveraged. Mathieu et al. (2015)
showed that Peak Signal to Noise Ratio (PSNR) is a better way to assess
image quality; a high PSNR score is associated to a frame that is more
likely to be normal, while a low score is linked with a significant dif-
ference between the prediction and ground truth, thus making it more
likely to be abnormal.

3.2. MLEP

Liu et al. (2019) proposed a Margin Learning Embedded Prediction
(MLEP) framework, to expand a typical prediction-based framework for
video anomaly detection, such as FFP, providing it with a large mar-
gin constraint for the open-set supervised anomaly detection setting.
This weakly-supervised approach to anomaly detection is particularly
relevant as it illustrated that using abnormal events during the train-
ing process could aid the detection of similar occurrences. The final
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Available source code of the surveyed methods.

Year Model Availability ML Framework

2018 FFP GitHub Repository (Liu, 2018) TensorFlow (Abadi et al., 2015)
Sultani GitHub Repository (Kosman, 2021) PyTorch (Paszke et al., 2019)

2019 MLEP GitHub Repository (Liu, 2019) TensorFlow (Abadi et al., 2015)

2021 RTFM GitHub Repository (Tian, 2021) PyTorch (Paszke et al., 2019)

% .
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Fig. 1. Architecture of FFP, as originally presented by Liu et al. (2018).
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Fig. 2. Architecture of MLEP, as originally presented by Liu et al. (2019).

result is a video prediction framework that favours the prediction of
normal events and distorts the prediction of abnormal ones, enlarg-
ing the margin between both. The proposed approach is summarized
in Fig. 2. Additionally, the source code for this work is open source,
and some of the pretrained models were made available in the official
repository.

The existing networks that are used for video prediction can be split
into three main categories: U-Net, as the one used in FFP (Liu et al.,
2018), with its shortcuts that are often linked with an undesired pre-
diction of abnormal events; a traditional Autoencoder (Mathieu et al.,
2015) without the shortcuts between layers, which is not capable of
properly encoding motion information; a Convolutional LSTM (Villegas
et al., 2017), capable of using historical motion information, thus mak-
ing it a proper candidate to provide information regarding anomalies
in the training set. Luo et al. (2017a) have shown that combining two-
dimensional convolutions with a Convolutional LSTM can encode both
spatial and temporal information for action recognition. MLEP proposes
to use a similar scheme, in which the first T frames of a sequence are
encoded individually, and these features are fed into a Convolutional
LSTM. Its output is fed into a decoder that produces the predicted frame
corresponding to the instant T+1.

It is important to consider that only a few abnormal events are
available to be used as part of the training set, and that many types
of anomalies that could appear in the future are unseen. Hence, it is not
sufficient to minimize the errors in the prediction of normal events, en-
larging the margins between abnormal and normal events in the feature

space is required. Liu et al. (2019) utilize margin learning for that pur-
pose. Abnormal events can be annotated in two separate ways: either
through video-level annotations, which indicate that a video contains
an anomaly but does not specify its location; or through frame-level
annotations, which indicate if a specific frame is normal or abnormal.
MLEP can handle annotations of both types and mixtures of the two. For
video-level annotation, a prediction network trained with only normal
data is used to predict a normality score for each frame. The frames
from abnormal videos that have a normalized score greater than 0.5
are added to the candidates of normal snippets, as a higher score indi-
cates normality, similarly to FFP. On the other hand, if their scores are
lower than that threshold, they are considered possible anomalies. For
frame-level annotations, the provided labels are used instead. To illus-
trate the effectiveness of the proposed method, Liu et al. also trained
a semi-supervised version of the proposed model, which served as the
baseline against which the increased performance could be measured.

3.3. Sultani et al.

Sultani et al. (2018) proposed to learn anomalies by exploring both
normal and abnormal sequences in surveillance videos. A Multiple In-
stance Learning scheme was utilised to avoid the need of providing
frame-level labels of the clips. Instead, video-level training labels are
leveraged to automatically learn a deep anomaly ranking model capa-
ble of predicting low anomaly scores for normal segments and high
anomaly scores for abnormal ones. Moreover, sparsity and temporal
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Fig. 3. Architecture of the network, as originally presented by Sultani et al. (2018).

constraints are introduced in the ranking loss function to improve the
detection of anomalies during the training process. The experimen-
tal results showed significant improvements when compared to semi-
supervised methods. These results will be fully explored in the bench-
mark. The source code for this project is open source and it consisted
of a significant shift in deep anomaly detection for video sequences,
thus making it an important method to analyse with more detail. The
architecture of the proposed network is illustrated in Fig. 3.

Firstly, each video was divided into 32 non-overlapping temporal
segments and the features that represent these video segments were
used as bag instances. Given each video segment, the 3D convolution
features for every 16-frame video clip in that segment were extracted,
followed by an #, normalization. To obtain the features that represent
the video segment, the average of all 16-frame clip features within that
segment was used. C3D (Tran et al., 2015) was the feature extractor
that was used, due to its computational efficiency and ability to capture
appearance and motion dynamics. As per the official recommendations,
the features were extracted from layer f£c6. These features were then
input into a three-layer fully connected neural network that used them
to produce an anomaly score for each segment.

3.4. RTFM

Tian et al. (2021) proposed Robust Temporal Feature Magnitude
learning (RTFM) to address some of the issues that were found to be
limiting the performance of the models that employed MIL to train a
deep anomaly detection model. Firstly, the top anomaly score in an ab-
normal bag may not correspond to an abnormal snippet, and if a video
contains more than one abnormal instance, more abnormal snippets per
video are disregarded in the ranking process. Additionally, the normal
snippets from normal sequences might not represent challenging situ-
ations, raising questions about training convergence. RTFM relies on
the top-k instance MIL (Li & Vasconcelos, 2015) that trains the classi-
fier using k instances with top classification scores from the abnormal
and normal videos to address some of the aforementioned limitations.
However, the proposed formulation assumes that the feature magnitude
of the abnormal snippets is larger than the one verified in the normal
snippets, instead of assuming the separability between the predicted
anomaly scores. The source code for this project is open source, and
several pretrained models are provided by the authors. Furthermore, its
state-of-the-art performance makes it a very relevant method to evalu-
ate in this benchmark. The architecture of RTFM is shown in Fig. 4.

The feature extraction process resembles the one applied by Sultani
et al. (2018), with each video being divided into 32 non-overlapping
segments. The features from every 16-frame sequence in each segment
were then extracted and averaged, using two different feature extrac-
tors: C3D (Tran et al., 2015) and I3D (Carreira & Zisserman, 2017). For

C3D, these features were extracted from layer f£c6, while for I3D layer
mix5c was chosen. According to notes from the authors found in the
official GitHub Repository (Tian, 2021), a ten-crop augmentation was
performed on the frames, i.e., the image was cropped into four corners
and the central crop plus the flipped version of these. Hence, each seg-
ment is represented by a set of ten features, one from each crop.

3.5. Score normalization requirements

In FFP and MLEP, the anomaly score is not directly predicted as
a value in the range [0,1] as it happens in the method proposed by
Sultani et al. and in RTFM; in the latter, a lower score is more likely to
represent a normal scene, whilst a higher score is linked to abnormal
instances. Instead, FFP and MLEP evaluated anomaly by calculating the
Peak Signal-to-Noise Ratio between the predicted frame and the ground
truth one, as shown in Equation (1). A higher PSNR indicates that a
frame is more likely to be normal than a frame that achieved a lower
PSNR.
[max i]z

PSNR(I,T)=10log, - (@)

~ Zicoi = 12

As these results were difficult to interpret, a normalization strategy
was proposed by the authors of FFP and MLEP. In FFP, after calculating
the anomaly scores for each frame in a specific testing video, the scores
were normalized to the range [0,1] in that specific video, as shown in
Equation (2). In this Equation, A represents the normalized anomaly
score for a given frame i contained in a video v.

(2)

B PSNR,; —min(PSNR,)
o T < max(PSNR,) — min(PSNR,) >

This strategy raises several questions about the applicability of
this method. Firstly, it artificially introduces large score gaps between
frames in a video without considering the magnitude of the original
PSNR score gaps. To illustrate this concept, one could assume that two
videos are being analysed, one containing only normal frames and an-
other one containing both normal and abnormal frames. Moreover, in
this example, the maximum PSNR score is 40 in both videos, while the
minimum score is 37 in the normal video and 20 in the one that contains
anomalous frames. Normalizing the scores with the proposed method
results in relabelling both frames with the score 0. Semi-supervised
strategies evaluate the performance of their models using only videos
that contain anomalies. Therefore, this normalization relies on the as-
sumption that at least one abnormal frame exists. If we choose any
valid threshold lower than 1, at least one frame will be detected. Fur-
thermore, defining a practical threshold becomes impossible, since the
normalization is not generic, it is specific to each video. This raises
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Fig. 4. Architecture of RTFM, as originally presented by Tian et al. (2021).

questions about the applicability of this method to real-world scenarios
that were explored in more detail in our benchmark.

As far as MLEP is concerned, the normalization process is not applied
to each video individually. It is instead applied on a per-scene basis, i.e.,
to all the frames captured under the same single surveillance camera,
at a certain angle and point of view, as shown in Equation (3). In this
Equation, A represents the normalized anomaly score for a given frame
i contained in a video v and corresponding to a scene s. Despite being
an improvement over FFP’s normalization strategy, it assumes that the
system cannot be applied to different backgrounds and scenes without,
at least, requiring a calibration process, i.e., the expected range of PSNR
scores is different for every scene.

3

B PSNR,; - min(PSNR,) :
o~ \ max(PSNR,)— min(PSNR,)

RTFM and the method proposed by Sultani et al. do not apply any
form of normalization to the scores generated for the analysed frames.
Therefore, these methods were designed to achieve a scene-independent
anomaly detector, theoretically making them more robust than FFP and
MLEP to new scenarios of application.

4. Methodology

This section describes in detail the methods and techniques in the
benchmark. It clearly presents the metrics, leveraged data, and analysis
structure. Furthermore, some potential limitations or biases in previous
studies were addressed.

4.1. Metrics

The traditional method for evaluating and comparing deep anomaly
detection methods relies heavily on the Receiver Operation Character-
istic (ROC) curve, which illustrates the relation between True Positive
Rate (TPR) and False Positive Rate (FPR) (Sultani et al., 2018, Liu et
al., 2018, 2019, Tian et al., 2021). Evaluating all the points in the ROC
curve would be inefficient, hence the area under the ROC curve pro-
vides an aggregate measure of performance across all possible classifica-
tion thresholds. This metric can be easily interpreted as the probability
that the model ranks a random positive example more highly than a
random negative example. Although this metric provides some insight
into the capabilities of the model, the false positive rate is an insuffi-
cient indicator for the false alarm rate. As Equation (4), where TP, TN,
FP and FN represent true positives, true negatives, false positives and
false negatives, demonstrates, FPR represents the ratio of negative sam-
ples that were mislabelled. However, for a highly unbalanced dataset,
for instance, one with 10% of positive samples and 90% of negative
ones, even if a perfect TPR was to be achieved, a typically low FPR of
11.1% means that the detector produced as many false alarms as correct
ones.

L’ FPR=L 4
TP+ FN TN+ FP

As the ROC curve and the corresponding AUC appear insufficient to
attain a deep analysis of the effectiveness of certain models, an expan-
sion of the typical benchmark of deep anomaly detection in videos is
proposed. The Precision-Recall curve was leveraged to comprehend the
impact of false alarms on the performance of the detector. As Equation
(5) shows, Precision is a metric that quantifies the number of correct
positive predictions made, by determining the ratio of True Positives
amongst the samples that were labelled as positive. Similarly to the
ROC curve, the area under the Precision-Recall curve is used as a scalar
to compare different curves without applying an extensive analysis to a
large set of thresholds. Additionally, the F1-score, the harmonic mean
of the precision and recall, was also implemented as a way to unify both
Precision and Recall as a function of the threshold. These metrics are
seldom used to evaluate anomaly detection in videos but are common
in benchmarks for other safety-critical applications, such as malicious
attack detection in peer-to-peer smart grid platforms (Maseer et al.,
2021). Accuracy generally describes how the model performs across
all classes and is often used to evaluate the performance of classifiers.
However, Equation (6) demonstrates that the traditional accuracy is not
reliable for unbalanced datasets (Machado et al., 2022); balanced accu-
racy could have also been explored as an alternative metric capable of
dealing with these unbalanced datasets (Jiang et al., 2014). If the pre-
vious example is considered, a model that classified all the samples as
negative would achieve an accuracy of 90%, although it failed to detect
any anomalies. Furthermore, a heuristic is proposed to automatically
define an optimal threshold for the analysed methods, as the one that
produces the highest Fl-score in the testing set. With this heuristic, it
was possible to generate a best-case scenario to draw a direct compar-
ison between different methods. Additionally, defining and evaluating
a strategy for automatically setting the optimal threshold is a desired
feature that could support an easier deployment of these models.

TPR=

Recall =TPR, Precision = _TP 5)
TP+ FP
F=2- Recall - Precz.s1.0n . Accuracy = TP+TN ®)
Recall + Precision TP+ FP+TN+FN
4.2. Datasets

The datasets used to train and test anomaly detectors for videos
are made up of both normal and abnormal videos. Normal videos con-
tain only normal frames, whereas abnormal videos contain both normal
frames and frames that represent anomalies. The methods analysed in
this benchmark present three strategies for splitting these videos be-
tween the training and testing sets:

+ Semi-Supervised Dataset: during the training process, the datasets
created for semi-supervised methods only use regular videos. As a
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Fig. 5. Visual representation of the splits employed by the different types of Deep Anomaly Detection methods.

Table 3

Distribution of normal and abnormal frames in the testing sets of the datasets used in this benchmark.

Dataset Semi-Supervised Few Anomalies Weakly-Supervised
Norm. Abn. Total Norm. Abn. Total Norm. Abn. Total
Avenue 68.4% 31.6% 15684 64.8% 35.2% 11751 - - -
ShanghaiTech 57.5% 42.5% 40791 56.5% 43.5% 32609 94.4% 5.6% 142912
UCF-Crime - - - - - 92.4% 7.6% 1114144
Table 4
Overview of the approaches employed by the benchmarked models for leveraging the available datasets.
Model Datasets Input Type Shape
Avenue Shanghai UCF RGB Features
FFP (Liu, 2018) v v v (5,256,256,3)
MLEP (Liu, 2019) v v v (5,256,256,3)
Sultani (Kosman, 2021) v v v (1,4096)
RTFM (Tian, 2021) v v v (10,2048)

result, the enforced data split is rather simple: normal videos com-
prise the training set, while abnormal videos comprise the testing
set. Because CUHK Avenue and ShanghaiTech Campus were orig-
inally intended to be used with semi-supervised methods such as
FFP, their original separation follows this process;

Few Anomalies Weakly-Supervised Dataset: MLEP’s approach,
which resembles a typical weakly-supervised strategy, altered both
datasets. The training set still includes all of the normal videos,
but it also includes a few anomalous videos to train the detector.
As a result, the testing set contains fewer videos, though the nor-
mal/abnormal frame ratio remains similar to the semi-supervised
splits;

Weakly-Supervised Dataset: datasets for training and evaluating
weakly-supervised methods are essentially different from the pre-
vious splits. Normal and abnormal videos are included in both the
training and testing datasets. As a result, normal frames dominate
the training and testing sets, raising concerns about the applicabil-
ity of some metrics to highly unbalanced datasets.

Fig. 5 depicts the process of splitting the datasets. Furthermore, for
the testing sets of the three datasets used in this benchmark, the distri-
bution of normal and abnormal frames for the three types of methods is
summarized in Table 3. The training set is irrelevant because the bench-
mark only looked at the set used to evaluate the methods.

Table 4 presents information on how the four different benchmarked
models use the datasets. Specifically, two of the models, FFP and MLEP,
use the RGB frames directly to make predictions. On the other hand, the

Sultani and RTFM models use extracted features with certain shapes
to make predictions. These features can be obtained by following the
instructions and download links provided in the official GitHub reposi-
tories for these models, that are also indicated in this table. There is less
flexibility in already having the extracted features, as it is not possible to
know exactly what is being analysed. Therefore, it becomes important
to also assess the soundness of the feature extraction in future work.

4.3. Benchmark structure

The proposed benchmark was divided into two main stages. Firstly,
the pretrained models are evaluated in the datasets they were trained
on. Secondly, a cross-dataset evaluation was performed by applying the
models trained on a certain dataset to a different one. This evaluation
strategy is summarized in Table 5 which also presents the available
models and the type of distribution used for each case. Table 5 presents
the naming scheme that was used in the following Sections of the bench-
mark to refer to the models. A model’s name is represented by the
method on which it is based (FFP, MLEP, Sultani or RTFM) and the
dataset it was trained on (Avenue, Shanghai or UCF). One of the MLEP
models trained on CUHK Avenue leveraged temporal annotations in the
training process, for which a T was added to its name; another exploited
video-tuned labels, hence a VT was added to its name.

In Subsection 3.5, several questions were raised about the influence
that the score normalization strategies employed by FFP (Equation (2))
and MLEP (Equation (3)) could have on the metrics used for evaluat-
ing the models. It was suggested that employing these strategies could
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Table 5

Matrix representing the two stages of the proposed
benchmark and the type of data distribution used
for each case. The first stage is identified in blue
and the second one in green. Abbreviations: SS =
Semi-Supervised; FA = Few Anomalies; WS = Weakly-
Supervised; T = Model leveraging Temporal Annota-
tions; VT = Model leveraging Video-Tuned Labels.

Method Model Datasets
Avenue Shanghai UCF
Avenue SS SS —
FFP Shanghai SS SS —
Avenue SS SS —
Shanghai SS SS —
MLEP Avenue T FA FA —
Avenue VT FA FA —
Sultani Shanghai — ws WS
UCF — WS WS
Shanghai — ws WS
RTFM UCF — WS WS

mask the limitations that these models theoretically possess in offering
scene-independent and coherent anomaly scores without requiring un-
desired calibration processes. To assess the possible influence of both
normalization processes, an alternative normalization process was pro-
posed in Equation (7), representing the anomaly score A for each frame
i. It was implemented in the models following Algorithm 1. This pro-
cess enables the study of a scene-independent strategy while making the
anomaly scores coherent with the ones produced by the other methods
by normalizing them in the desired range but considering the global
maximum and minimum PSNR scores. In the following Sections of the
benchmark, FFP’s normalization strategy was designated as ‘video nor-
malization’ or ‘per-video normalization’; MLEP’s normalization strategy
was renamed as ‘scene normalization’ or ‘per-scene normalization’; the
proposed strategy was named ‘global normalization’.

Algorithm 1 Global Normalization Strategy Algorithm.

Require: PSNR
MAX < maximum(PS N R)
MIN « minimum(PSN R)
A<0
for SCORE in PSNR do
A< 1-(SCORE - MIN)/(MAX — MIN)
end for

A=—

i

7)

PSNR; —min(PSNR)
max(PSN R) — min(PSNR)

For each of these stages, the evaluation compared the results
achieved by the models on a per-dataset basis. The ROC curve of each
model was plotted, and its AUC was determined, to set the traditional
evaluation process for such methods. Moreover, the Precision-Recall
curve and the F1-Score curve were plotted, and the former AUC was
determined. For the threshold value that maximised the F1-score for
each model, the associated precision and recall scores were leveraged
to draw a comparison between the effectiveness of the different models.
When required, figures illustrating the comparison between the pre-
dicted anomaly score and the ground truth for a selection of frames
were used to demonstrate some particularities in the performance of a
certain model. For CUHK Avenue the first 5000 frames are shown; for
ShanghaiTech Campus the first 7500 frames were chosen; UCF-Crime
demonstrates the scores produced for the first 40000 frames. These
selections of frames were chosen empirically: they covered videos in
the training sets that contained anomalies; they represented well the
behaviour indicated by the metrics; larger datasets required larger se-
lections of frames to illustrate the achieved results.

Intelligent Systems with Applications 18 (2023) 200236

The results presented in the following sections were obtained
through the use of open-source code made available in the referenced
GitHub repositories. The recommended data samples or extracted fea-
tures were used as input to feed the pretrained models, resulting in the
generation of the reported results. To visualize the obtained data, Mat -
plotlib (Caswell et al., 2023) was utilized to generate the necessary
plots. The use of these tools ensures the reproducibility of the results.

5. Intra-dataset evaluation results

Intra-dataset evaluation is a common approach for assessing a mod-
el’s ability to generalise to new, previously unseen data, and it entails
testing the models on the test set of the dataset they were trained on.
This section presents the results and analysis of the models performance
on the available test sets.

5.1. CUHK avenue

FFP and MLEP showed promising results on CUHK Avenue, as shown
by the results summarised in Table 6. Both models trained on normal
data only achieved similar ROC curves, as Fig. 6a demonstrates. Despite
this similarity, there is a clear advantage for the MLEP model in terms
of Precision and Recall, with Fig. 6b showing that the area under this
curve is 7.4 percentage points larger. The F1-score curves as illustrated
in Fig. 6¢ show that higher Fl-scores were achieved in MLEP when
compared to FFP. In other words, it is possible to select an optimal
threshold for the MLEP model such that both the Precision and Recall
are greater than the ones achieved by the optimal threshold of the FFP
model. The results contained in Table 6 show a notable improvement in
the Precision score, with an increase of 9.98 percentage points, i.e., the
rate of false alarms produced is lower. The consistent reduction of the
number of false positives that were identified indicates that MLEP was
able to learn normality better than FFP. Hence, the ConvLSTM-based
predictor of MLEP was able to introduce significant improvements when
compared to the one present in FFP.

By comparing the results achieved with FFP’s per-video normaliza-
tion with the ones achieved with the proposed global normalization, it
is possible to conclude that the original normalization strategy did not
result in an improvement for this dataset. There is even a marginal im-
provement in the performance when the per-video normalization was
not applied. However, the improvement is not large enough to draw
significant conclusions, besides per-video normalization not being sig-
nificant for this evaluation. These results were expected since CUHK
Avenue contains a single scene, consisting of the same camera position
and angle and recording the same setting with similar light conditions.
The scores per frame in Fig. 7 demonstrate that the scores generated
with the per-video normalization and global normalization are very sim-
ilar. Although the score gap increased when the per-video normalization
strategy was applied, the noise spikes also increased, which could ex-
plain the slight difference in performance.

A shorter testing set was leveraged for the evaluation of the models
trained with a few abnormal sequences of CUHK Avenue, as indicated
in Table 3. Nonetheless, the data distribution is close to the original
one, thus the results are comparable. The ROC curves of both models
show a large increase in performance when compared to those trained
using normal data only. The same trend is displayed by the Precision-
Recall curves and the F1-Score curves in Figs. 6b and 6¢, respectively.
When compared to the optimal threshold of the best-performing model
that leverages normal data only, the use of temporal information results
in an increase of 8.1 percentage points in the Recall score and 15.9
percentage points for the Precision. The video-tuning strategy was the
best performer, with an increase of 8.6 percentage points in the Recall
and 22.2 percentage points for the Precision. These results are compiled
in Table 6 and can be explained by Fig. 8, which demonstrates that the
gap in between the scores of normal and abnormal instances is large
for both models; however, this difference appears to be slightly larger
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Table 6

Summary and comparison of the results achieved on CUHK Avenue for the benchmark of the models trained on the corresponding dataset.

Model Video Normalization Global Normalization
AUC Top Prec. Rec. AUC Top Prec. Rec.
ROC P-R F1 ROC P-R F1
FFP Avenue 0.851 0.665 0.669 0.599 0.757 0.877 0.707 0.678 0.603 0.775
MLEP Avenue — — — — — 0.886 0.781 0.746 0.701 0.798
MLEP Avenue T — — — — — 0.956 0.938 0.871 0.864 0.879
MLEP Avenue VT — — — — — 0.969 0.953 0.903 0.923 0.884

for the model that leveraged video-tuned labels (VT). Therefore, the
false alarm rate was highly reduced and more anomalies were correctly
identified.

5.2. ShanghaiTech campus

The performance of the FFP and MLEP models on ShanghaiTech was
underwhelming when compared to the results achieved by their CUHK
Avenue counterparts, as Table 7 demonstrates. Both models trained us-
ing normal data only achieved similar ROC curves when their scores
were normalized, as Fig. 9a demonstrates, with a slight advantage for
the FFP model. The same tendency is observed in the Precision-Recall

curves in Fig. 9b and for the F1-Scores in Fig. 9c. The optimal thresh-
old produced by the proposed heuristic revealed that both models were
able to correctly identify a large portion of the anomalies, 81.7% for
FFP and 88.7% for MLEP, at the cost of producing many false alarms,
with Precision scores of 53.2% for the former and 50.1% for the latter.
The performance of these methods is even less competent when the data
distribution of the testing set present in Table 3 is analysed. This table
shows that 42.5% of the frames present in the training set correspond
to abnormal instances, thus classifying all the instances as abnormal
would produce a recall of 100% and a precision of 42.5%.

When a per-video or per-scene normalization was not applied, it
was not possible to grant a consistent performance, as the area under
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Fig. 10. Sample of the anomaly scores produced by the FFP model trained on ShanghaiTech Campus for the first 7500 frames of the corresponding dataset.

the ROC curves in Fig. 9a show and the results in Table 7 reiterates. Fur-
thermore, Fig. 9b shows that the precision-recall curves of both models
asymptotically converged to the classification of all data instances as
abnormal, and the heuristic for producing an optimal threshold gen-
erated similar results. To illustrate the effects produced by the score
normalization, the scores per frame for the FFP model are displayed in
Fig. 10, demonstrating that it is impossible to discern anomalies from
normality by looking at the generated scores when a per-video normal-
ization was not applied. Additionally, even when the normalization was
applied, the score gaps were low and prone to noise. It would have been
relevant to test the improvements produced by the inclusion of tempo-
ral annotations and self-labelling in ShanghaiTech but the MLEP models
were not provided and the source code that was made available by the
authors was not compatible with their training.

The ROC curve in Fig. 9a corresponding to the model trained on
ShanghaiTech and based on the architecture proposed by Sultani et al.
shows that the area under this curve is much higher than the ones at-
tained in FFP and MLEP, even if we consider the results obtained with a
per video normalization strategy. However, directly comparing these re-
sults is not straightforward. Firstly, the testing sets are far too different,
and the one that Sultani uses contains videos that were originally allo-
cated by Luo et al. (2017a) to the training set. This results in a highly
unbalanced distribution, as Table 3 demonstrates, containing 94.4% of
normal frames and 5.6% of abnormal ones. This is significantly differ-
ent from the 57.5% of normal frames and 42.5% of abnormal ones in
the original distribution.

Although diluting abnormal instances in a pool of normality poses
a more challenging evaluation scenario, it renders the ROC curve use-
less for defining an operating point and evaluating performance. The
number of normal samples is vastly larger; hence, a low false positive
rate might not be compatible with a high precision score. The precision-
recall curve in Fig. 9b and the Fl-score curve in Fig. 9c are consistent
with this premise; despite what the area under the ROC curve, the ref-
erence benchmark, indicated, the precision scores are not higher than
the ones attained by FFP and MLEP. On the other hand, the RTFM

10

model generates satisfactory results in terms of the precision and re-
call achieved by the proposed heuristic, when compared to the ones
achieved by the FFP and MLEP models in Table 7. Considering the
more challenging data distribution and the fact that a normalization
strategy was not applied, these results are indicators of a robust model.
Nonetheless, an AUC of 97.3% for the ROC curve is not a good indi-
cator of performance, especially when compared to what was achieved
by the MLEP video-tuned model with a lower score in CUHK Avenue.
As Fig. 11 shows, the anomaly scores per frame produced by Sultani
et al. and RTFM illustrate two tendencies: the detection of anomalies in
the former is not coherent, as it cannot consistently produce high scores
for the identified anomalous segments; the latter struggles with the de-
tection of the starting and end points of such events, generating false
positives.

5.3. UCF-crime

The results for UCF-Crime reiterate the inadequacy of the ROC curve
as a tool to evaluate the performance of anomaly detection methods
for highly unbalanced testing sets. UCF-Crime’s testing set comprises
92.4% of normal frames and 7.6% of abnormal ones, as Table 3 shows.
The areas under the ROC curves displayed in Fig. 12a do not reflect
the ability of the models to discern normality from abnormality. The
Precision-Recall curves in Fig. 12b reveal that the models produce very
low precision scores for acceptable recall scores, i.e., detecting at least
half of the existing anomalies. The results in Table 8 produced by the
proposed optimal threshold show that the RTFM model performs vastly
better than the Sultani one. Nonetheless, it is still not capable of detect-
ing more than 65.5% of the existing anomalies. Moreover, to achieve
that recall rate, more than 75% of the produced alarms were false.

The anomaly scores per frame in Fig. 13 indicate that the model
proposed by Sultani et al. did not appear to correctly and consistently
identify both normality and abnormality. As for RTFM, the results re-
veal that the model frequently failed to classify normal instances as
such. The main deficiency of this model was not its ability to produce
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Table 7

Summary and comparison of the results achieved on ShanghaiTech Campus for the benchmark of the models

trained on the corresponding dataset.

Model Video/Scene Normalization Global Normalization
AUC Top Prec. Rec. AUC Top Prec. Rec.
ROC P-R F1 ROC P-R F1
FFP Shanghai 0.729 0.666 0.644 0.532 0.817 0.583 0.525 0.614 0.447 0.979
MLEP Shanghai 0.695 0.600 0.639 0.501 0.881 0.521 0.440 0.608 0.443 0.967
Sult. Shanghai — — — — — 0.831 0.368 0.416 0.454 0.383
RTFM Shanghai — — — — — 0.973 0.592 0.665 0.605 0.740
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Fig. 12. Curves of the proposed benchmark metrics obtained when testing the models trained on UCF-Crime on the corresponding dataset.
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Fig. 13. Sample of the anomaly scores produced by the Sultani and RTFM models trained on UCF-Crime for the first 40000 frames of the corresponding dataset.

Table 8
Summary and comparison of the results achieved on UCF-Crime for the bench-
mark of the models trained on the corresponding dataset.

Model AUC Top t L. Recall
Precision
ROC P-R F1
RTFM UCF 0.844 0.284 0.359 0.247 0.655
Sult. UCF 0.696 0.171 0.247 0.162 0.521

high scores for abnormal instances, but rather producing low scores for
normal ones. UCF-Crime, in a different approach from other anomaly

11

detection datasets, limits abnormality to a set of 13 actions but does
not define boundaries for normality. The model recognized these ac-
tions as Fig. 13 shows; however, as it never learnt a consistent pattern
for normality, the scores for such sequences remain unpredictable.

6. Cross-dataset evaluation results

In the cross-dataset analysis, the results were evaluated and grouped
based on the testing dataset that was used. By evaluating and grouping
the results in this way, it is possible to understand the strengths and
weaknesses of applying the various models to the different datasets; as
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Fig. 14. Curves of the proposed benchmark metrics obtained when testing on CUHK Avenue the FFP and MLEP models trained on ShanghaiTech Campus.
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Fig. 15. Sample of the anomaly scores produced by the FFP models trained on ShanghaiTech Campus for the first 5000 frames of CUHK Avenue.

Table 9
Summary and comparison of the results achieved on CUHK Avenue for the benchmark of the models trained on
ShanghaiTech Campus.
Model Video Normalization Global Normalization
AUC Top Prec. Rec. AUC Top Prec. Rec
ROC P-R F1 ROC P-R F1
FFP Shanghai 0.823 0.609 0.609 0.510 0.758 0.806 0.626 0.612 0.545 0.698
MLEP Shanghai — — — — — 0.491 0.345 0.494 0.333 0.953

it mirrors the structure of the intra-dataset evaluation, it is also easier
to draw comparisons to the models that were trained and tested on the
same dataset.

6.1. CUHK avenue

The FFP model trained on ShanghaiTech achieved ROC curves that
are near the ones that characterise the modes trained on CUHK Av-
enue, as Fig. 14a shows. These results are valid for the scores that were
normalized on a per-video basis and for the globally normalized ones.
The analysis of the Precision-Recall curves in Fig. 14b and the F1-Score
curves in Fig. 14c reveals that the model struggles with false alarms
more than the model specifically trained on CUHK Avenue, which per-
formed significantly better as shown in Figs. 6b and 6c. The results
for the optimal threshold in Table 9 sustain this fact when compared
to their counterparts in Table 6: with FFP’s per-video normalization,
Precision dropped 8.9 percentage points while Recall remained simi-
lar; the proposed global normalization strategy resulted in a decrease of
5.8 percentage points in the Precision score and 7.7 percentage points
in the Recall. The analysis of the anomaly scores per frame in Fig. 15
demonstrates that although the distinction between normal and abnor-
mal scores is clear, the score gap is smaller than the one in Fig. 7, which
explains the performance decrease.

MLEP replaced the U-Net as the generator of the Generative Adver-
sarial Network. Instead, it used three separate modules: an encoder, a
Convolutional LSTM to extract temporal relations, and a decoder to out-
put the frame prediction. The ROC curve for the MLEP model in Fig. 14a
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reveals that the proposed method cannot apply a model trained on a
certain dataset to a different setting, at least with the referenced archi-
tecture for the generator. The other proposed metrics sustain this fact,
revealing that the model does not distinguish normal and abnormal in-
stances. These results were expected, as when the U-Net was replaced,
the shortcut connections were lost, ending the direct connection be-
tween the encoder and decoder. The training process results in a bias
of the encoder and decoder towards the dataset that was used. Hence,
MLEP loses its generalization capabilities.

6.2. ShanghaiTech campus

Due to a large number of different models, for the ones that applied
a per-video or a per-scene normalization strategy, only these results are
displayed in Fig. 16. For FFP, the normalized results achieved by the
model trained on CUHK Avenue and compiled in Table 10 rival those
achieved by the model trained on ShanghaiTech Campus, producing
very similar outcomes. Similarly, when a global normalization was not
applied, the model could not sustain a consistent level of performance.
As Fig. 16 shows, this was the only model that could achieve a reason-
able performance.

For the MLEP-based models, the explanation for their inability to
be applied to different datasets relies on their architecture, as it was
previously explored. However, Sultani and RTFM could theoretically
demonstrate some robustness in terms of scene independency. However,
the pool of anomalies that the model was trained to recognize on UCF-
Crime does not resemble the one that can be found in ShanghaiTech
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Fig. 16. Curves of the proposed benchmark metrics obtained when testing on ShanghaiTech Campus the FFP, MLEP, Sultani and RTFM models trained on CUHK

Avenue and UCF-Crime.

Table 10

Summary and comparison of the results achieved on ShanghaiTech Campus for the benchmark of the models

trained on CUHK Avenue and UCF-Crime.

Model Video Normalization Global Normalization
AUC Top Prec. Rec. AUC Top Prec. Rec.
ROC P-R F1 ROC P-R F1
FFP Avenue 0.738 0.691 0.648 0.538 0.812 0.485 0.430 0.609 0.438 0.998
MLEP Avenue 0.477 0.386 0.597 0.426 0.996 0.391 0.346 0.598 0.429 0.983
MLEP Avenue T 0.467 0.401 0.606 0.435 1.000 0.396 0.355 0.609 0.441 0.987
MLEP Avenue VT 0.532 0.449 0.608 0.443 0.972 0.432 0.388 0.611 0.441 0.992
RTFM UCF — — — — — 0.491 0.345 0.130 0.070 0.862
Sult. UCF — — — — — 0.519 0.072 0.128 0.109 0.156
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Fig. 17. Curves of the proposed benchmark metrics obtained when testing on UCF-Crime the Sultani and RTFM models trained on ShanghaiTech Campus.

Table 11
Summary and comparison of the results achieved on UCF-Crime for the bench-
mark of the models trained on ShanghaiTech Campus.

Model A T Precisi

ode! ucC op recision Recall
ROC P-R F1

RTFM Shanghai 0.471 0.067 0.144 0.079 0.782

Sult. Shanghai 0.447 0.070 0.143 0.077 0.987

Campus. Therefore, the models were not able to discern normal from
abnormal sequences, as they did not learn the concept of normality and
abnormality contextualized in this dataset.

6.3. UCF-crime

The results displayed in Fig. 17 show that neither model was capable
of meaningfully discerning normal from abnormal instances. The reason
for their lack of performance was explored in the previous analysis and
is connected to the pool of anomalies that the models were trained to
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recognize during the training process. The behaviours that constitute an
anomaly on ShanghaiTech are not the same that represent an anomaly
in UCF-Crime, thus rendering the detector useless in such a context.
(See Table 11.)

7. Discussion

The final goal of training an anomaly detection model is to imple-
ment it. For this purpose, during the training process, the model must
learn how to operate in several conditions and scenarios, i.e., an opti-
mal model would be universal. However, one could set a more realistic
goal: to achieve a model that can generalize well in a context but in dif-
ferent scenarios, for instance, the detection of pedestrian anomalies in
different areas of a city. To evaluate this capability, models trained on
one dataset were applied to a different dataset. Additionally, on meth-
ods that normalize scores on a per-sequence or per-video bases, such as
FFP and MLEP, a global normalization process was also evaluated.

FFP was able to generate competitive results in the cross-dataset test,
although the global normalization strategy identified significant defi-
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ciencies in the applicability of a single model to several settings, i.e.,
new camera positions and scenarios. The same can be said of MLEP, as
the absence of a direct link between the encoder and decoder rendered
the models useless when applied to other datasets rather than the ones
they were trained on. It would be interesting to test a generator based
on a U-Net, as the FFP results indicate that it is a reliable approach
to near a competent generalization. However, the training process of
methods trained on normal data only demonstrates an advantage when
compared to models that learn to recognize certain events as anoma-
lous, which is their ability to deal with novelty. As these models are
bounded on normalcy only, when confronted with a novel anomaly,
they remain unable to reconstruct those events.

The typical architecture of weakly-supervised methods is advanta-
geous in terms of generalization, as it has been shown that they can
generate anomaly scores independent of the camera position and the
background setting. Moreover, the training process of semi-supervised
methods is computationally more expensive, as it typically relies on ad-
versarial strategies for frame prediction. The state-of-the-art benchmark
techniques sustained that weakly-supervised methods could outperform
prediction-based methods by a large margin. However, our benchmark
found that the area under the ROC curve, the reference metric for com-
paring deep anomaly detection methods, is not a good metric for eval-
uating the performance of an anomaly detector, especially for highly
imbalanced testing sets. In addition, the area under the precision-recall
curve provides some insight into the effects of the dataset distribution.
It could be leveraged as a scalar for comparing the effectiveness of
different methods. The proposed heuristic for automatically setting a
threshold yielded a satisfactory compromise between the achieved re-
call and precision scores. The results compiled in this benchmark show
that the use of the area under the ROC curve as the reference metric led
to the misconception that, in general terms, weakly-supervised methods
always perform better. Since semi-supervised methods learn a model of
normality from familiar events, by training the models with normal data
only, this formulation results in a model that lacks knowledge of abnor-
mal examples, but that is not biased towards the detection of a limited
set of events. Weakly-supervised strategies propose a closed-set eval-
uation scenario, where training and test anomalies belong to the same
action categories. This approach fails to consider the importance of nov-
elty. Therefore, although improvements such as the ones proposed by
Liu et al. (2019) in MLEP, and that robust scene-independent solutions
should be explored, semi-supervised approaches are globally better at
detecting abnormal patterns than weakly-supervised ones.

Generating a universal detector also proved complex. The results for
UCF-Crime reveal a system that failed to learn normality patterns. The
main limiting factor is not that the UCF-Crime dataset defined anoma-
lies as a closed set; it is that it defined normalcy as an open set. This
is a structural flaw in UCF-Crime that makes this dataset not appropri-
ate for anomaly detection. An anomaly is an element that is different
from what is expected; this set is unbounded and difficult to define.
However, normality is not difficult to define because if it is expected, it
must be known. Hence, traditional datasets limit normality to a closed
set of actions that occur in a certain context. UCF-Crime takes the op-
posite approach and limits abnormality to a set of 13 actions. However,
as there is not a defined context for the normal sequences, normality
could be, as far as we know, any other actions besides the learnt 13
ones. Normality becomes unbounded and the scores of the model are
unpredictable for those sequences. The dataset is challenging, but it is
not fair, and it is not representative of real-world circumstances.

8. Conclusions

In this work, it could be concluded that the area under the ROC
curve is not a good metric for evaluating the performance of an anomaly
detector, particularly for highly unbalanced test sets. Furthermore, the
area under the precision-recall curve sheds light on the impact of
dataset distribution and it could be used as a scalar to compare the
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efficacy of various methods. The proposed heuristic for automatically
defining a threshold revealed an acceptable compromise between the
achieved recall and precision scores. The results compiled in this bench-
mark demonstrate that using the area under the ROC curve as the
reference metric led to the misconception that weakly-supervised meth-
ods consistently outperform the semi-supervised ones.

The UCF-Crime dataset, commonly used as the reference benchmark
for weakly-supervised methods, has a structural flaw that makes it an
unsuitable dataset for anomaly detection. An anomaly is a feature that
differs from what is expected. This set is illimitable and difficult to de-
fine. Normalcy, on the other hand, is not difficult to define because if
it is expected, it must be known. That is why traditional datasets limit
normalcy to a specific set of actions that occur in a particular context.
UCF-Crime takes a different approach, limiting abnormality to a set of
13 actions. However, because there is no defined context for the nor-
mal sequences, normality becomes unbounded and the model’s scores
for these sequences are unpredictable.

9. Future work

In terms of future work, the implementation of method-agnostic
solutions to reduce punctual false positives could prove essential to
improve the performance of current methods without requiring any
change in their architecture. One approach could be to apply a filter
to the anomaly scores to mitigate instances that are likely to be false
positives, thereby improving the overall accuracy of the system. Ad-
ditionally, there is an opportunity to improve solutions based on MIL
by leveraging temporal relationships within bags. By considering the
temporal relationships between instances, the ranking process could
achieve better results in selecting the potentially anomalous sequences
within the instances contained in the bag. This strategy could be com-
plemented with self-labelling techniques to improve the shortcomings
of weakly-supervised approaches. Self-labelling has been shown to be
effective in the context of MLEP and could also be a valuable approach
to improve MIL.

Finally, an additional experiment could be conducted by rebuilding
the current testing sets using only the videos that contain anomalies;
these videos contain both normal and abnormal portions. This strategy
could help to evaluate the ability of the methods to accurately localize
the anomalous events within videos in the temporal domain, which is
essential for a successful practical implementation of an anomaly detec-
tor.
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