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Abstract—Exciting new capabilities of modern trusted hard-
ware technologies allow for the execution of arbitrary code
within environments completely isolated from the rest of the
system and provide cryptographic mechanisms for securely
reporting on these executions to remote parties.

Rigorously proving security of protocols that rely on this
type of hardware faces two obstacles. The first is to develop
models appropriate for the induced trust assumptions (e.g.,
what is the correct notion of a party when the peer one wishes
to communicate with is a specific instance of an an outsourced
program). The second is to develop scalable analysis methods,
as the inherent stateful nature of the platforms precludes the
application of existing modular analysis techniques that require
high degrees of independence between the components.

We give the first steps in this direction by studying three
cryptographic tools which have been commonly associated with
this new generation of trusted hardware solutions. Specifically,
we provide formal security definitions, generic constructions
and security analysis for attested computation, key-exchange for
attestation and secure outsourced computation. Our approach
is incremental: each of the concepts relies on the previous ones
according to an approach that is quasi-modular. For example
we show how to build a secure outsourced computation scheme
from an arbitrary attestation protocol combined together with
a key-exchange and an encryption scheme.

1. Introduction

BACKGROUND. The many applications that routinely ma-
nipulate sensitive data require strong guarantees which en-
sure i. that adversaries cannot tamper with their execution;
and ii. that no sensitive information is leaked. Yet, satisfying
these guarantees on modern execution platforms rife with
vulnerabilities (e.g. in mobile devices, PCs) or inherently not
trustworthy (e.g., cloud infrastructures) is a major challenge.

A promising starting point for solutions are the remote
attestation capabilities offered by modern trusted hardware:
computational platforms equipped with this technology can
guarantee to a remote party various degrees of integrity for
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the software that it runs. For example the Trusted Platform
Module (TPM) can provide certified measurements on the
state of the platform and can be used to guarantee integrity
of BIOS and boot code right before it is executed. More
recent technologies (e.g., ARM’s TrustZone and Intel’s Soft-
ware Guard Extension (SGX) [19]) have significantly ex-
panded the scope and guarantees of trusted hardware. They
offer the ability to run applications in “clean-slate” isolated
execution environments (IEE) completely independent of
anything else running on the processor; the desired attes-
tation guarantees come from reports that are authenticated
cryptographically.

A second major challenge is to provide security guar-
antees that go beyond heuristic arguments. Here, the es-
tablished methodology is the “provable security" approach,
which advocates carrying out the analysis of systems with
respect to rigorously specified models that clarify the trust
relations, the powers of the adversary and what constitutes
a security breach. The approach offers well-established def-
initional paradigms for all basic primitives and some of the
more used protocols. On the other hand, the success of
applying this approach to new and more complex scenarios
fundamentally hinges on one’s ability to tame scalability
problems, as models and proofs, even for moderate size
systems, tend to be unwieldy. Some solutions to this issue
exist in the form of compositional principles that, when
incorporated as a native feature in the security abstractions,
allow to establish the guarantees of larger systems from the
guarantees on its components [9].

In this paper we take a provable security approach to
protocols that rely on the IEE-capabilities of modern trusted
hardware. It may be tempting to assume that, for the analysis
of such protocols, designing security models is a simple mat-
ter of overlaying/merging the trust model induced by the use
of such hardware over well-established security abstractions.
If this were true, one could rely on established models and
methodologies to perform the analysis. Unfortunately, this
is not the case.

Consider the problem of secure outsourced computation
of a program P to a remote machine. The owner of P wants
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to ensure that the (potentially malicious) remote platform
does not tamper with the execution of the program and
that it learns no information about the input/output (I/0O)
behavior of P. For remote machines with IEE capabilities,
the following straightforward design has been informally
proposed in the literature and should, intuitively, provide
the desired guarantees. First, execute a key-exchange with a
remote instance of an IEE; after the key exchange finishes,
use the key thus established to send encrypted inputs to
the IEE who can decrypt and pass them to P. The output
returned by P is encrypted within the IEE and sent to the
user. The construction relies on standard building blocks
(key-exchange, authenticated encryption) so the security of
the overall design should be reducible to that of the key ex-
change and authenticated encryption, for which we already
have widely-accepted security models and constructions.

We highlight two important issues that show that neither
existent models nor existent techniques are immediately
suitable for the analysis of IEE-based protocols in general,
and for the protocol above in particular. The first is the
concept of a party which is a key notion in specifying and
reasoning about the security of distributed systems. Tradi-
tionally, one considers security (e.g., of a key-exchange)
in a setting where there is a PKI and at least some of
the parties (e.g., the servers) have associated public keys.
Parties and their cryptographic material are then essentially
the same thing for the purpose of the security analysis. In
the context that we study, users (who wish to use trusted
hardware) are not expected to have long term keys; further-
more, privacy considerations require that the cryptographic
operations performed by the trusted hardware on remote
machines should not allow one to track different instances
— which makes long term cryptographic material inadequate
as a technical anchor of a party’s participation in such a
protocol. Indeed, the desirable functionality for many usages
of such systems is that the cryptographic material associated
with a computation outsourcing protocol (both for local and
remote parties) can be arbitrary and fixed on-the-fly, when
the protocol is executed. An interesting problem is therefore
how to define the security of outsourced computation in this
setting, and how to rely on the asymmetry afforded by the
trust model specific to IEE systems to realise it.

The second issue is composability. In the protocol for
outsourced computation that we present above, one might
be led to think that security simply follows if the key-
exchange is secure and the channel between the user and the
IEE uses authenticated encryption (with appropriate replay
protection): if the only information passed from the key
exchange to the channel is the encryption key, then one
can design and analyze the two parts separately. While in
more standard scenarios this may be true, reliance on the
IEE breaks the independence assumption that allows for
composability results: what the specification above hides is
that the code run by the IEE (i.e., the program for key-
exchange, the one for the secure channels and the program
that they protect) needs to be loaded at once, or else no

246

isolation guarantees are given by the trusted hardware.! This
means that the execution of the different parts of the program
is not necessarily independent, as they unavoidably share
the state of the IEE. An important question is therefore
whether the above intuitive construction is sound, and under
which conditions can one use it to perform IEE-enabled
outsourcing of computation.

To summarise the above discussion, two remarks help
motivate the work in this paper. Protocols relying on IEE are
likely to be deployed in applications with stringent security
requirements, so ensuring that they fall under the scope
of the provable security approach is important. Moreover,
such applications are likely to be complex: inherently, they
involve communication between remote parties, incorporate
diverse code executed at different levels of trust, and rely on
multiple cryptographic primitives and protocols as building
blocks (see, for example, the One-time password protocol
based on SGX[19]). However, we have concluded that key
aspects of existing cryptographic models do not naturally
translate to this new setting and, perhaps more worryingly,
that the type of compositional reasoning enabled by such
cryptographic models is clearly unsuitable for protocols that
rely on IEE.

OUR APPROACH. We will first outline the high-level de-
cisions that underly our approach, and then describe our
technical contributions more in detail. We use SGX and
TrustZone as inspiration, but we do not hardwire our models
to a specific platform, in order to ensure that the scope of
our work encompasses other similar technologies. Instead,
we use an abstract notion of a machine which captures the
relevant aspects that such platforms offer: their capability
to run processes with isolation guarantees and the ability
to directly use secure cryptography without going through
potentially untrusted software. Additionally, we target our
effort on the combination of remote attestation and key-
exchange protocols. The former is the raison d’étre for
trusted hardware, while the latter is the natural building
block towards adding secrecy guarantees for code running
under the protection of IEEs (per our example above).

As explained above, one challenge we set out to address
is to incorporate into our approach a new form of composi-
tional reasoning that permits dealing with potentially shared
state between all the code that is loaded into an IEE, which
means that a-priori there are no guarantees of independence
between the executions of different cryptographic primitives

1. Intuitively, mechanisms such as SGX and TrustZone are designed
to protect and provide attestation guarantees over monolithic pieces of
software, which must be fixed when an IEE is created and are identified
using a fingerprint of the code. To go around this restriction and compose
multiple programs, one has two options: i. to build a single composed
program and load it in its entirety into an IEE (this is the approach
we follow in this paper); or ii. to use multiple IEEs to host the various
programs, and employ cryptographic protocols to protect the interactions
between them using the (potentially malicious) host operating system as a
communications channel. We note that this latter option would again lead
to loading composed programs into each IEE, since cryptographic code
would need to be added to each of the individual programs, and this would
then lead to the same problem that we intend to solve with the framework
we propose in this paper.



that one could incorporate into the same program. Indeed,
at the very least, the reporting mechanisms for the IEE will
refer to the code of the full program, which immediately
constrains modular reasoning — a crucial tool to enable
scalability. We sidestep this problem by providing defini-
tions (for both syntax and security) that are composition-
aware: they explicitly assume that the code loaded into an
IEE may result from the composition of multiple programs.

Contributions. We focus on the interplay between composi-
tion and attestation in hardware-based settings. In particular,
we concentrate on a pervasive use case: attestation is often
used to protect a security-critical part of the code (P* in
our setting) whereas the remaining code () does not need
attestation: it can rely on guarantees established by P* (e.g.
an authenticated secret key), and can therefore be much
more efficient. As explained above and in footnote 1, the
stateful nature of the execution environment does not allow
for independent analysis of these two components and new
techniques for rigorous validation are needed.

Our starting point is therefore a program () that a
local user wishes to outsource to a remote machine. Such
a program will need to be transformed (compiled in the
cryptographic sense of the word) into another program that,
intuitively, will result from the composition of a hand-
shake/bootstrapping procedure P* that will establish a se-
cure channel with the IEE in which program Q will be
executed, and an instrumented version of @, say @, that
uses the aforementioned secure channel to ensure that () is
indeed securely executed.

Our approach to formalising and realising this composi-

tion pattern has three main stepping-stones: i. we introduce
attested computation as the formalisation of the raw guar-
antees provided by IEEs with cryptographic functionalities;
ii. we show how a passively secure key exchange can be
efficiently combined with an attested computation scheme
to obtain the bootstrapping procedure P* referred above;
and iii. we rely on our composition-aware formalisation
to show that by instrumenting program Q* using standard
cryptographic techniques one achieves secure outsourced
computation. Details follow.
ATTESTED COMPUTATION. Our first contribution is a for-
mal treatment of IEE-based remote attested computation. We
consider a setting where a user wishes to remotely execute
a program P and rely on the cryptographic infrastructure
available within the IEE to attest that some incarnation P*
of this program is indeed executing within an IEE of a
specific remote machine (or group of machines). We provide
a general solution to this problem in the form of a new
cryptographic concept called an attested computation. We
formalize two core guarantees.

First, we demand that the user’s local view of the
execution is “as expected", i.e., that the I/O behavior that is
reconstructed locally corresponds to an honest execution of
P. The second guarantee is more subtle and requires that
such an execution has actually occurred in an IEE within
a specific remote platform; in other words, the attested
computation client is given the assurance that its code is
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being run in isolation (and displays a given I/O behaviour)
within a prescribed remote physical machine (or group of
machines) associated with some authenticated public param-
eters. This latter guarantee is crucial for bootstrapping the
secure outsourcing of code: consider for example P to be
a key-exchange protocol, which will be followed by some
other program that relies on the derived key. It must be the
case that, at the end of the key exchange, the remote state
of the key-exchange is protected by an IEE.

The second guarantee we demand from attested compu-
tation follows easily from the previous observation. If the
attested program keeps sensitive information in its internal
state (which is not revealed by its I/O behaviour as in the
case of a key exchange protocol) then execution within
the remote IEE should safeguard its internal state. If this
were not the case, we would again run into problems when
trying to compose P* with some program that relies on
the security properties of P. We therefore exclude attested
computation schemes where the instrumented program P*
might leak more information in its I/O behaviour than P
itself by introducing the notion of minimal leakage, which
essentially states that the I/O of an attested program does
not leak any information beyond what is unavoidably leaked
by an honest execution.

Finally, we provide a scheme for attested computation

that relies on a remote machine offering a combination of
symmetric authentication and digital signatures (a capability
similar to what SGX provides) and show that our scheme
is secure in the sense that we define.
KEY-EXCHANGE FOR ATTESTED COMPUTATION. On its
own, attested computation only provides integrity guaran-
tees: the I/O behavior of the outsourced code is exposed to
untrusted code in the remote machine on which it is run.
The natural solution to the problem is to establish a secure
communication channel with the IEE via a key-exchange
protocol. It is unclear, however, how the standard security
models for key exchange protocols map into the attested
computation scenario, and how existing constructions for
secure key-exchange fare in the novel scenario that we study.
Indeed, for efficiency reasons one should use a key exchange
protocol that is just strong enough to achieve this goal.

To clarify this issue we formalize the notion of key-
exchange for attested computation. The name that we pro-
pose is intentional: key-exchange protocols as used in the
our context differ significantly in the syntax and security
models from their more traditional counterparts. For exam-
ple, our syntax reflects that the code of the key-exchange
is not fixed a-priori: a user can set parameters both for the
component to be run locally and for the one to be executed
within the IEE. This allows a user to hardwire in the code to
be run remotely a new nonce (or as in our examples some
cryptographic public key for which it knows the secret key).

As explained above, the notion of party in the context of
attested computation needs to be different from that adopted
by traditional notions of secure key-exchange. Our solution
is to rely on the trust model specific to IEE settings: we
can assign some arbitrary strings as identifiers for the users
of the local machine, and we allow these users to specify



arbitrary strings as identifiers for the remote code (a secure
instantiation would require that this identifier corresponds
to some cryptographic material possibly generated on the
fly as explained above). We then adapt the execution model
and definitions for key-exchange for the modified syntax
and the new notion of communicating parties to reflect
the expected guarantees: different local and remote sessions
agree on each other’s identifiers, derive the same key and
the key is unknown to the adversary. One crucial aspect
of our security model for key-exchange is that it explicitly
accounts for the fact that the remote process will be run
under attestation guarantees, which maps to a semi-active
adversarial environment.

To improve usability of our notion of secure key-

exchange for attested computation we provide two results.
The first result simplifies the design of such protocols.
Here, we show a generic construction that combines a key-
exchange protocol that is passively secure and a standard
signature scheme to derive a (potentially very efficient) key
exchange protocol for attestation. The second result sim-
plifies reasoning about the composition of a key-exchange
for attestation with an arbitrary protocol that relies on the
agreed key. Specifically, we provide a utility theorem which
specifically states what composition guarantees one gets for
an arbitrary program () that is run within a remote IEE and
relies on a shared key that was established via the attested
computation of a key exchange protocol that satisfies our
tailored definition.
SECURE OUTSOURCED COMPUTATION. The last layer in
our framework is a formalisation of secure outsourced com-
putation, the principal motivating use-case for our approach.
We provide syntax and two security notions for a secure
outsourced computation protocol, one for authenticity and
the second one for the privacy of the I/O of the outsourced
program. We then prove that the construction that combines
a key-exchange for attested computation with an authenti-
cated symmetric encryption scheme and replay protection
gives rise to a scheme for secure outsourced computation.
We present our result as a general formalisation (i.e., not
application specific) of the intuition that by relying on
more powerful hardware assumption such as those offered
by SGX, one can indeed efficiently achieve a well-defined
notion of secure outsourced computation that simultaneously
offers verifiability and privacy. The proof of this result
crucially relies on the utility theorem we defined for the
combination of attested computation with key exchange.

2. Other Related work

Work that looks at provable security of realistic pro-
tocols that use trusted hardware-based protocols has de-
veloped around the protocols offered by the Trusted Plat-
form Module (TPM) [6], [29], [7], [13], [12]. However,
the functionality and efficiency of the protocols offered by
the TPM makes them more suitable for static attestation
(i.e., ensuring integrity of programs right before they are
executed). Run-time guarantees, like those that we study
here are in principle possible but cumbersome to obtain.

248

Game Auth™4 (1)
List < ||
key +s Gen(1*)
(m, t) <5 AAUh (1)
Return Ver(key, m,t) = T Am ¢ List

Oracle Auth(m):
List < (m : List)
t + Mac(key, m)
Return t

Figure 1: Game defining the security of a MAC scheme [1.

Linking attestation guarantees provided by the TPM with
those offered by a secure channel onto a remote machine had
been studied before but only informally [17]. Although more
rigorous approaches used to analyze attestation guarantees
for protocols based on the TPM exist, they use more abstract
models (with weaker guarantees) [28], [11].

Another related line of research leverages the trusted
hardware to bootstrap entire platforms for secure software
execution (e.g. Flicker [23], Trusted Virtual Domains [10],
Haven [3]). These are large systems that are currently
outside the scope of provable-security techniques. Smaller
protocols which solve specific problems (secure disk encryp-
tion [24], one-time password authentication [19] outsourced
Map-Reduce computations [27], Secure Virtual Disk Im-
ages [14], secure embedded devices [25], [22]) are more
susceptible to rigorous analysis. Although some protocols
(e.g., those of Hoekstra et al. [19]) come only with intuition
regarding their security, others — most notably those by
Schuster et. al [27] which uses SGX platforms to outsource
map-reduce computation — come with a proof of security.
The constructions in that paper are close to those that we
abstract and analyze here.

Our construction of secure outsourced computation can
be seen as a solution to the problem of verifiable computa-
tion as specified by [15]. That rich line of work concen-
trates on the much harder problem of providing crypto-
only solutions and usually gives up privacy for efficiency
and verifiability (e.g., [5], [16], [26]). Here, we show how
to obtain a reasonably efficient and secure system with
technology that is likely to be deployed in the near future.

3. Preliminaries

MESSAGE AUTHENTICATION CODES. A message authen-
tication code scheme [1 is a triple of PPT algorithms
(Gen, Auth, Ver). On input 1%, where ) is the security
parameter, the randomized key generation algorithm returns
a fresh key. On input key and message m, the deterministic
MAC algorithm Auth returns a tag t. On input key, m and
t, the deterministic verification algorithm Ver returns T or
F indicating whether t is a valid MAC for m relative to key.
We require that, for all A € N, all key € [Gen(1*)] and all
m, it is the case that Ver(key, m, (Auth(key, m))) = T.

We use the standard notion of existential unforgeability
for MACs [4]. We say that [1 is existentially unforgeable if
AvaAL\LjH‘(/\) is negligible for every ppt adversary A, where
advantage is defined as the probability that the game in
Figure 1 returns T.

DIGITAL SIGNATURE SCHEMES. A signature scheme X
is a triple of PPT algorithms (Gen, Sign, Vrfy). On input



Game UF=A(12):
List < ||
(pk, sk) < Gen(1*)
(m, ) s ASEN (17, pk)
Return Vrfy(pk,m,o) = T Am ¢ List

Oracle Sign(m):
List < (m : List)
o < Sign(sk, m)
Return o

Figure 2: Game defining the security of a signature scheme ¥.

1*, where )\ is the security parameter, the randomized key
generation algorithm returns a fresh key pair (pk,sk). On
input secret key sk and message m, the possibly randomized
signing algorithm Sign returns a signature o. On input public
key pk, m and o, the deterministic verification algorithm
Vrfy returns T or F indicating whether o is a valid signature
for m relative to pk. We require that, for all A € N,
all (pk,sk) € [Gen(1*)] and all m, it is the case that
Vrfy(pk, m, (Sign(sk,m))) = T.

We use the standard notion of existential unforgeability
for signature schemes [18] . We say that ¥ is existentially
unforgeable if Adv%z(/\) is negligible for every ppt adver-
sary A, where advantage is defined as the probability that
the game in Figure 2 returns T.

PASSIVELY SECURE KEY EXCHANGE. We define a form
of key exchange protocol that does not rely on long term
secret/state or global setup and for which we require weak
security guarantees (essentially security against a passive
adversary); the classical Diffie-Hellman key exchange is a
standard example. Later we show how, combined with attes-
tation, such protocols yield secure key-exchange when fac-
ing active adversaries. A key exchange protocol is therefore
defined by a single ppt algorithm II used by communicating
parties. When analysing the security and correctness of the
protocol we will consider that each party with identifier id
can execute several instances of the protocol with different
parties. Throughout the paper we let identifiers be arbi-
trary strings, which will be given meaning by the higher-
level application relying on the protocol under analysis.
For s € N, we write I}, for the s instance of party id.
We assume that each instance maintains variables st, d, key
which record respectively, local state information, the state
of the key (derived, accept, reject or L) and the value of
the key. In addition, we assume variables for the role p
of the session (initiator or responder), the party identifier
of the owner of the session oid and that of its partner pid
and a session identifier sid. We require that key =1 unless
0 € {derived, accept}, that oid, p, sid, key are only assigned
once during the entire execution of the protocol (the first
two when the session is initialized). We denote running II
with message m, role p and state st to produce m’ and the
updated state st’ by (m’,st’) <—s II(1*, m, id, p,st), and will
omit the security parameter input throughout the paper for
the sake of compactness. A key exchange protocol is correct
if, after a complete (honest) run between two participants
with complementary roles, both reach the accept state, both
derive the same key and session identifier, and both obtain
correct partner identifier strings.

We will consider key exchange schemes that are secure

249

against passive adversaries. Our adopted security notion is
a restriction of the scenario considered in [21] that excludes
corruptions.? The execution model considers an adversary,
which is run on the security parameter, and which can
interact with the following oracles whose behaviour depends
on a secret sampled bit b and a shared list of pairs of keys
fake, which is initially empty:

Execute(i, j) runs a new instance of the protocol between
distinct parties ¢ and j. It then checks if the key derived for
the executed session exists in list fake. If not, it generates
a new key™ uniformly at random, and adds (key, key™) to
the list. Finally, it outputs the transcript of the protocol
execution and the session identifier associated with it.
Reveal(i, s) outputs the session key key of IIf.

Test(i,s) will return L if §7 # accept (i.e. if no execute
query actually created such a session). Otherwise, if b = 0
it outputs the key associated with II7. If b = 1, it searches
for the key associated with II; in list fake and returns the
associated key”.

When the adversary terminates interacting with the oracles,
it will eventually output a bit b’ which represents his guess
on what the challenge bit b is.

We define entity authentication following [8], and ob-
serve that in the case of passively secure key exchange, this
is essentially a correctness property. First we introduce a
notion of partnering, which informally states that two oracles
which have derived keys are partners if they share the same
session identifier. The definition makes use of the follow-
ing predicate on two instances II7 and HE- holding states
(stf, 07, pi,sid;, pid;, key;) and (st%, 0%, p;, sid?, pidﬁ-, keyz-),
respectively:

A 62,60

T if sid] = sid] S

F otherwise.

P(IIS, T} = { € {derived, accept}

Definition 1. Two players II] and H; are partnered if
P(T12, H;) =T.

Our authentication notion relies on three further defini-
tions, which demand that partnerings will need to be valid,
confirmed and unique. In short, these three requirements
ensure that any instance that accepts has a partner, that this
partner is unique and that partners share the same key.

Definition 2 (Valid Partners). A protocol 11 ensures valid
partners if the bad event notval does not occur, where notval
is defined as follows:

t ty __
303, 10 s P(IE, IT) = TA

(pid; # oid§- Y pidé— #oid; V p; = p; V key; # keyz- ).

2. The trust model we consider for attested computation excludes cor-
ruptions for the sake of simplicity, but all our results can be extended to
consider that possibility. Having said that, it seems reasonable to exclude
the possibility of isolated executed environment breach based on a hardware
assumption. The possibility of local machine corruption should, however,
be considered.



Definition 3 (Confirmed Partners). A protocol 11 ensures
confirmed partners if the bad event notconf does not occur,
where notconf is defined as follows:

I} st 67 = accept A VII, P(IT7,11%) = F.

Definition 4 (Unique Partners). A protocol 11 ensures unique
partners if the bad event notuni does not occur, where notuni
is defined as follows:

303, 10, 10, st

(4:t) # (k,r) A P(IT

Intuitively, we will consider that an adversary violates
two-sided entity authentication if he can lead an instance of
an honest party running the protocol to accept, and in doing
that cause one of the bad events notval, notconf, notuni.

We are now ready to present the security notion we
will be using for key exchange protocols. To exclude breaks
via trivial attacks, we define legitimate adversaries as those
who ensure the following freshness criteria is satisfied for
his Test(i, s) queries: i. Reveal(i, s) was not queried; and
ii. for all IT} such that P(II},1I5) = T, Reveal(j,t) was
not queried.” We only consider experiments in which the
adversary is found to be legitimate and define the winning
event guess to be b = b’ at the end of the experiment.

L) =T AP IG) =T

Definition 5. A protocol 11 is passively secure if, for any
legitimate ppt adversary: 1. the adversary violates two-sided
entity authentication with negligible probability; and 2. its
key secrecy advantage 2 - Pr[guess] — 1 is negligible.

4. 1IEEs, Programs, and Machines

ISOLATED EXECUTION ENVIRONMENTS. At the high-level,
an IEE can be seen as an idealised random access machine
running some fixed program P, whose behaviour can only
be influenced via a well-specified interface that permits
passing inputs to the program, and receiving its outputs.
Intuitively, an IEE gives the following security guarantees,
which we will formalise later in this section. The I/O
behaviour of a process running in an IEE is determined by
the program it is running, the semantics of the language in
which the program is written, and the inputs it receives. This
means, in particular, that there is strict isolation between
processes running in different IEEs (and any other program
running on the machine). Furthermore, the only information
that is revealed about a program running within an IEE
is contained in its input-output behaviour (which in most
hardware systems is simply shared memory between the
protected code and the untrusted software outside).

We emphasize that our notion of a machine is in-
tended to be inclusive of any hardware platform that sup-
ports some form of isolated execution. For this reason,
the syntax of this abstraction is minimalistic, so that it
can be restricted/extended to capture the specific guaran-
tees awarded by different concrete hardware architectures,
including TPM, TrustZone, SGX, etc. As an example, our
“vanilla” machine supports an arbitrary number of IEEs,
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where programs can be loaded only once, and where multi-
ple input/output interactions are allowed with the protected
code. This is a close match to the SGX/TrustZone func-
tionalities. However, for something like TPM, one could
consider a restricted machine where a limited number of
IEEs exist, with constrained input/output capabilities, and
running specific code (e.g., to provide key storage). Simi-
larly, we consider IEE environments where the underlying
hardware is assumed to only keep benevolent state, i.e., state
that cannot be used to introduce destructive correlations be-
tween multiple interactions with an IEE. Again, this closely
matches what happens in SGX/Trustzone, but different types
of state keeping could be allowed for scenarios where such
correlations are not a problem or where they must be dealt
with explicitly.

PROGRAMS. Implicit throughout the paper will be a pro-
gramming language £ in which programs are written. We
assume that this language is used by all computational
platforms, but we admit IEE-specific system calls giving
access to different cryptographic functionalities. These are
referred as the security module interface. An additional sys-
tem call rand is also assumed to be present in all platforms,
giving access to fresh random coins sampled uniformly at
random. Language £ is assumed to be deterministic modulo
the operation of system calls. As mentioned above, it is
important for our results that system calls cannot be used
by a program to store additional implicit state that would
escape our control. To this end, we impose that the results
of system calls within an IEE can depend only on: i. an
initially shared state that is defined when a program is loaded
(e.g., the cryptographic parameters of the machine, and the
code of the program); ii. the input explicitly passed on that
particular call; and iii. fresh random coins. As a consequence
of this, we may assume that system calls placed by different
parts of a program are identically distributed, assuming that
the same input is provided. This is particularly important
when we consider program composition below.

A program P must be written as a transition function,
mapping bit-strings to bit-strings. Such functions take a
current state st and an input ¢, and they will produce a
new output o and an updated state. We will refer to this
as an activation and express it as o < P[st](¢). Unless
otherwise stated, st will be assumed to be initially empty.
We impose that every output produced by a program in-
cludes a Boolean flag finished that indicates whether the
transition function will accept further input. The transition
function may return arbitrary output until it produces an
output where finished = T, at which point it can return
no further output or change its state. We extend our no-
tation as o « PJst;r|(¢) to account for the randomness
obtained via the rand system call as extra input r; and as
(01,...,0p) < Plst;7](i1,...,iy) to represent a sequence
of activations. We write Tracepist;,] (i1, - -, in) for the cor-

responding I/O trace (i1,01,...,0n,0n).

PROGRAM COMPOSITION. Given two programs P and @,
and a projection function between the internal states of the
two programs ¢, we will refer to the sequential composition



of the two programs as Compose (P, Q). This is defined as
a transition function R that has two execution stages, which
are signaled in its output via an additional stage bit. In the
first stage, every input to R will activate program P. This
will proceed until P’s last output indicates it has finished
(inclusively). The next activation will trigger the start of the
second stage, at which point R initialises the state of () using
¢(stp) before activating it for the first time. Additionally we
require that a constant indicating the current stage (termina-
tion being counted as a third stage) is appended to any output
of a composition. When dealing with such a composed
program, we will denote by ATraceg(s;r(i1,-..,%n) the
prefix of the trace that corresponds to the execution of P.
Intuitively, this denotes the attested trace where only the
initial part of the program must be protected via attestation.

MACHINES. A machine M is an abstract computational
device that captures the resources offered by a real world
computer or group of computers, whose hardware security
functionalities are initialised by a specific manufacturer
before being deployed, possibly in different end-users.

We will model machines via a simple external interface,
which we see as both the functionality that higher-level cryp-
tographic schemes can rely on when using the machine, and
the adversarial interface that will be the basis of our attack
models. Loosely speaking, this interface can be thought of
as the ideal functionality that captures a system such as
SGX [20]. The interface is as follows:

o Init(1?) is the global initialisation procedure which, on
input the security parameter, outputs the global parameters
prms. This algorithm represents the machine’s hardware
initialisation procedure, which is out of the user’s and the
adversary’s control. Intuitively, it initialises the internal
security module, the internal state of the remote machine
and returns any public cryptographic parameters that the
security module releases. We emphasize that the global
parameters of machines are the only pieces of informa-
tion that are assumed to be authenticated using external
mechanisms (such as a PKI) in the entire paper.
Load(P) is the IEE initialisation procedure. On input a
program/transition function P, the machine produces a
fresh handle hdl, creates a new IEE with handle hdl, loads
P into the new IEE and returns hdl. The machine interface
does not provide direct access to either the internal state
of an IEE nor to its randomness input. This means that
the only information that is leaked about internal state
and randomness input is that revealed (indirectly) via the
outputs of the program.

o Run(hdl, ) is the process activation procedure. On input a
handle hdl and an input i, it will activate process running
in isolated execution environment of handle hdl with ¢
as the next input. When the program/transition function
produces the next output o, this is returned to the caller.

We define the I/O trace Tracea (hdl) of a process hdl
running in some machine M as the tuple (i1, 01, ..., in,0n)
that includes the entire sequence of m inputs/outputs re-
sulting from all invocations of the Run procedure on
hdl; Program ,,(hdl) is the code (program) running inside

251

IEE
Outsourced
Program

einpony
funoes

Trusted Local Machine Untrusted code

Local Attested
Computation
Software

Remote Attested
Computation
Software

Untrusted

Network g

Operating system

Figure 3: Attested Computation scenario.

the process with handle hdl; Coinspq(hdl) represents the
coins given to the program by the rand system call, and
State(hdl) is the internal state of the program. Finally,
we will denote by AM the interaction of some algorithm
with a machine M, i.e., having access to the Load and Run
oracles defined above.

5. Attested Computation

We now formalise a cryptographic primitive that aims to
address the remote execution, i.e., outsourcing, of programs
as illustrated in Figure 3. In this setting, a user running
software in a trusted local machine wishes to use an un-
trusted network to access a pool of remote machines with
IEE facilities. The remote machines will be running general-
purpose operating systems and other untrusted software. The
goal of the user is to run a specific program P within an
IEE in one of the remote machines, and to obtain assurance
that, not only the program is indeed executing there, but also
that it is displaying a particular I/O behaviour.

SYNTAX. An Attested Computation (AC) scheme is defined
by the following algorithms:

o Compile(prms, P, ¢, Q) is the program compilation al-
gorithm. On input global parameters for some machine
Mg, and programs P and (), whose composition under
projection function ¢ will be outsourced, it will output
program R*, together with an initial (possibly empty) state
st for the verification algorithm. This algorithm is run
locally. R* is the code to be run as an isolated process in
the remote machine. Intuitively, P is the initial part of the
remote code that requires attestation guarantees, whereas
@ is any subsequent code that may be remotely executed
(generally leveraging the security guarantees that have
been bootstrapped using the initial attested execution).
Attest(prms, hdl, %) is the attestation algorithm. On input
global parameters for Mg, a process handle hdl and an
input ¢, it will use the interface of My to obtain attested
output o*. This algorithm is run remotely, but in an
unprotected environment: it is responsible for interacting
with the isolated process running R*, providing it with
inputs and recovering the (possibly attested) outputs that
should be returned to the local machine.



Verify(prms, 7, 0*, st) is the (stateful) output verification
algorithm. On input global parameters for Mg, an input
i, a (possibly attested) output o* and some state st, it will
produce an output value o and an updated state, or the
failure symbol L. This failure symbol is encoded so as
to be distinguishable from a valid output of a program,
resulting from a successful verification.This algorithm is
run locally on claimed outputs from the Attest algorithm.

In Figure 3, the local attested computation software block
corresponds to Compile (one initial usage per program) and
Verify (one usage per incoming attested output), whereas
the remote attested computation software block corresponds
to Attest (one usage per remote program activation, i.e.
per 1/O transition). The above syntax can be naturally ex-
tended to accommodate the simultaneous compilation of
multiple input programs and/or the possibility that Compile
may generate multiple output programs. This would allow
us to capture, e.g., map/reduce applications such as those
described in [27].

CORRECTNESS. Intuitively, an AC scheme is correct if,
for any given programs P and () and assuming an honest
execution of all components in the scheme, both locally and
remotely, the local user is able to accurately reconstruct
a view of the I/O sequence that took place in the remote
environment. The following definition formalizes the notion
of a local user correctly remotely executing program P using
attested computation.

Definition 6. An Attested Computation scheme AC is correct
if, for all )\, and all adversaries A, the experiment in
Figure 4 (top) always returns T.

The adversary in this correctness experiment definition
is choosing inputs, hoping to find a sequence that causes
the attestation protocol to behave inconsistently with respect
to the semantics of P (when these are made deterministic
by hardwiring the same random coins used remotely). We
use this approach to defining correctness because it makes
explicit what is an honest execution of an attested compu-
tation scheme, when compared to the security experiment
introduced next.

STRUCTURAL PRESERVATION. Since we are dealing with
composed programs, we extend the correctness requirements
on attested computation schemes to preserve the structure
of the input program (P, ¢,(Q), and to modify only the
part of the code that will be attested. Formally, we im-
pose that, given any program P, there exists a (unique)
compiled program P*, such that, for any mapping function
¢ and any program (), we have that Compose, (P*; Q) =
Compile(P, ¢, Q) .

SECURITY. Security of an attested computation scheme
imposes that an adversary with absolute control of the
remote machine cannot convince the local user that some
arbitrary remote execution of a program P has occurred,
when it has not (nothing is said about the subsequent remote
execution of program (). Formally, we allow the adversary
to freely interact with the remote machine, whilst providing
a sequence of (potentially forged) attested outputs. The ad-
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versary wins if the local user reconstructs an execution trace
without aborting (i.e., all attested outputs must be accepted
by the verification algorithm) and one of two conditions
occur: i. the execution trace that is validated by Verify is
inconsistent with the semantics of P (in which case an
adversary would be able to convince the local user of an I/O
sequence that could not possibly have occurred!); or ii. there
does not exist a remote process hdl™ exhibiting a consistent
execution trace (in which case, the adversary would be able
to convince the local user that a process running P was
executing in the remote machine, when it was not).

Since the adversary is free to interact with the remote
machine as it pleases, we can not hope to prevent it from
appending arbitrary inputs to the trace of any remote pro-
cess, while refusing to deliver all of the resulting attested
outputs to the local user. This justifies the winning condition
in our security game referring to a prefix of the trace in
the remote machine, rather than imposing trace equality.
Indeed, the definition’s essence is to impose that the locally
recovered trace and the remote trace share a common prefix
(E), which exactly corresponds to the part of the source
program’s behaviour that should be protected by attestation.

Formally, we need to account for the fact that the
actual I/O sequence of the remote program includes more
information than that of R, e.g., to allow for the crypto-
graphic enforcement of security guarantees. Our definition is
parametrised by a Translate algorithm that permits formalis-
ing this notion of semantic consistency. Another way to see
Translate(prms, ATrace, (hdl™)) is as a trace translation
procedure associated with a given AC scheme, which maps
remote traces into traces at the source level.

Definition 7. An attested computation scheme is secure if
there exists an efficient deterministic algorithm Translate
s.t., for all ppt adversaries A, the probability that experiment
in Figure 4 (bottom) returns T is negligible.

We note that the adversary loses the game as long as
there exists at least one remote process that matches the
locally reconstructed trace. This should be interpreted as
the guarantee that IEE resources are indeed being allocated
in a specific remote machine to run at least one instance of
the remote program (note that if the program is determin-
istic, many instances could exist with exactly the same I/O
behaviour, which is not seen as a legitimate attack).
MINIMUM LEAKAGE. From the discussion above, an AC
scheme should guarantee that the I/O behaviour of the pro-
gram in the remote machine includes at least the information
required to reconstruct an hypothetical local execution of
the source program. However, it is important to establish
an additional restriction on what AC compilation actually
does to a source program, to ensure that we are able to
take advantage of this primitive to achieve more ambitious
goals, namely to perform attestation of the remote execution
of cryptographic code.

The following definition imposes that nothing from the
internal state of the source programs (in addition to what is
public, i.e. the code and I/O sequence) is leaked in the trace
of the compiled program when it is remotely executed.



Game Corrac, 4 (17):

prms <3 M pg.Init(1*)

(P, ¢,Q,n,sta) +3$ Ay (prms)

(R™,sty) < Compile(prms, P, ¢, Q)

hdl* < M pg.Load(R™)

For k € [1..n]:
(ik,sta) s Az(o7,...,05_1,5ta)
oy Attest™ R (prms, hdl*, iy,)
(0R,k,sty) <« Verify(prms, iy, o}, sty)
If og,k

Return F

Define R := Compose,, (P; Q)

T 4= TraceRist;Coins pq p, (hat )] (11, - -

T « (i1, OR,15---5%n,0R,n)

Return 7' = T”

»in)

Game AttAc.A(l’\):

prms < M g.Init(1%)

(P, ¢,Q,n,sta)<s$ Aq(prms)

(R™,sty) + Compile(prms, P, ¢, Q)

For k € [1..n]:
(ir, 0f,sta) «s ALY R (sta)
(oR,k,sty) < Verify(prms, iy, o, sty)
If or,x =1 Return F

T’ + (i1,0R,1, -+ in,OR,n)

Define R := Composey (P; Q)

For hdl* s.t. ProgramMR(hdl*) = R*:
T 4= ATraceg[st;Coins pq p, (hat*)] (€15 -+ i)
IfT T T AT C Translate(prms, ATrace v, (hdl™)):

Return F
Return T

Figure 4: Games defining the correctness (top) and security (bot-
tom) of an AC scheme.

Game Leak-ReaIAc,A(lk):
PrgList < []
prms <5 Mp.Init(1*)
b<s A (prms)
Return b

Oracle Compile(P, ¢, Q):
(R, sty ) < Compile(prms, P, ¢, Q)
PrglList <+ R : PrglList
Return R

Oracle Run(hdl, 4):

Oracle Load(R):
Return M g.Run(hdl, ¢)

Return M .Load(R)

Game Leak-Idealac, 4.5 (1*): Oracle Compile(P, ¢, Q):

Prglist < [] (R, sty ) < Compile(prms, P, ¢, Q)
List + [] Prglist + (P, ¢, Q, R) : PrgList
hdl < 0 Return R

(prms, sts) <8 S1(17)
b<s A (prms)
Return b

Oracle Run(hdl, 4):
(R, st) «— List[hdl]
If (P, ¢,Q, R) € Prglist:

Oracle Load(R): R* < Compose, (P, Q)

hdl < hdl + 1 0* +s R*[st](7) ‘
List(hdl] « (R, €) (0,sts) =3 Sz(hdl, P, ¢, Q, R, i, 0", sts)
Return hdl Else: (o, st, sts) «$ S3(hdl, R, 1, st, sts)

List[hdl] < (R, st)
Return o

Figure 5: Games defining minimum leakage of an AC scheme.

Definition 8. Artested Computation scheme AC ensures
security with minimal leakage if it is secure according to
Definition 7 and there exists a ppt simulator S that, for every
adversary A, the following distributions are identical:

{ Leak-Realpc 4(1*) } ~ { Leak-ldealac _4.s(1*)}

where games lLeak-Realac. 4 and Leak-ldealac 4.5 are
shown in Figure 5.
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Notice that we allow the simulator to replace the global
parameters of the machine with some value prms for which
it can keep some trapdoor information. Intuitively this means
that one can construct a perfect simulation of the remote
trace by simply appending cryptographic material to the
local trace. This property is important when claiming that
the security of a cryptographic primitive is preserved when
it is run within an attested computation scheme (one can
simply reduce the advantage of an adversary attacking the
attested trace, to the security of the original scheme using
the minimum leakage simulator).

6. Attested Computation a la SGX

The remote attestation protocol we will consider is in-
spired in the Secure Guard Extensions (SGX) architecture
proposed by Intel [1]. The main feature of this system is
that the remote machine is equipped with a security module
that manages both short-term and long-term cryptographic
keys, with which it is capable of producing MACs that
enable authenticated communication between various IEEs
and digital signatures that can be publicly verified by anyone
holding the (long-term) public key for that machine (or
group of machines). We first formalise the operation of (a
simplified version of) this security module.

SECURITY MODULE. The security module relies on a sig-
nature scheme ¥ = (Gen, Sign, Vrfy) and a MAC scheme
M = (Gen, Mac, Ver), and it operates as follows:

o When the host machine is initialised, the security module
generates a key pair (pk, sk) using X.Gen and a symmetric
key key using 1.Gen. It also creates a special process
running code S* (see below for a description of S*) in
an IEE with handle 0. The security module then securely
stores the key material for future use, and outputs the
public key. In this case we will have that the output of
M.Init will be prms = pk.

o The operation of IEE with handle 0 will be different
from all other IEEs in the machine. Program S* will
permanently reside in this IEE, and it will be the only
one with direct access to both sk and key.

o The code of S* is dedicated to transforming messages
authenticated with key into messages signed with sk.
On each activation, it expects an input (m,t). It obtains
key from the security module and verifies the tag using
M.Ver(key,t, m). If the previous operation was successful,
it obtains sk from the security module, signs the message
using o <—s X.Sign(sk,m) and writes o to the output.
Otherwise, it writes L in the output.

« The security module exposes a single system call mac(m)
to code running in all other IEEs. On such a request from
a process running program P, the security module returns
a MAC tag t computed using key over both the code of
P and the input message (m).

We note that the operation of the security module allows
any process to produce an authenticated message that can
be validated by the special process running S* as coming
from within another IEE in the same machine.



We will assume that the message authentication code
scheme [1 and the signature scheme X satisfy the standard
notions of correctness and existential unforgeability detailed
in Section 3, and that the machine’s public key is authenti-
cated by some external PKI.

ATTESTED COMPUTATION SCHEME. We now define an AC
scheme that relies on a remote machine supporting a security
module with the above functionality. The operation of the
various algorithms is intuitive, except for the fact that basic
replay protection using a sequence number does not suffice
to bind a remote process to a full trace, since the adversary
could then run multiple copies of the same process and mix
and match outputs from various traces. Instead, the remote
process must commit to its entire trace whenever an attested
output is produced. Details follow:

o Compile(prms, P, ¢,Q) will generate a new program
R* = Compose,(P*,Q) and output it along with the
initial state of the verification algorithm (R*,[], 1), where
1 is an indicator of the stage in which remote program R*
is supposed to be executing. Program P~* is instrumented
as follows: it keeps a list ios of all the I/O pairs it has pre-
viously received and computed, i.e, its own trace; on each
activation with input ¢, P* first computes o s P[stp](4)
and updates the list by adding a new (i,0) pair; it then
requests from the security module a MAC of the updated
ios. Due to the operation of the security module, this will
correspond to a tag t on the tuple (R*,ios); it finally
outputs (o,t, R*,ios). We note that we include (R*,ios)
explicitly in the outputs of R* for clarity of presentation
only. This value would be kept in an insecure environment
by a stateful Attest program.

Attest(prms, hdl, i) invokes Mpg.Run(hdl, i) using the
handle and input value it has received. When the process
produces an output o, Attest parses it into (o', t, R*, i0s).
It may happen that parsing fails, e.g., if @ is already
executing, in which case Attest simply produces o as its
own output. Otherwise, it uses M g.Run(0, (R*,ios,t)) to
convert the tag into a signature o on the same message.
If this conversion fails, then Attest produces the original
output o as its own output. Otherwise, it outputs (o, o).
Verify(prms, i, 0*, (R*, ios, stage)) returns o* if stage =
2. Otherwise, it first parses o* into (o, o), appends (i, 0)
to ios, and verifies the digital signature o using prms and
(R*,i0s)). If parsing or verification fails, Verify outputs
L. If not, then Verify will check if output o indicates that
program P* has finished. If so, it will update stage to
value 2. In any case, it terminates outputting o.

It is easy to see that our AC scheme is correct. We
now analyse its security. Let Translate be the deterministic
function that receives the machine parameters and a list of
tuples of the form (7, (o,t, R*,ios)) and returns a list of
pairs of the form (%, 0).

Theorem 1. The AC scheme presented above provides se-
cure attestation if the underlying MAC scheme T and signa-
ture scheme X are existentially unforgeable. Furthermore, it
unconditionally ensures minimum leakage.
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The proof of the following theorem can be found in the
full version [2]. The intuition behind the proof of secure
attestation is straightforward: since all attested outputs (i.e.
those processed by Verify until stp.finished = T) are bound
to a full trace of the execution, all accepted messages that
pass AC.Verify must terminate a prefix of a remote trace for
some instance of R*. The only case in which the adversary
could win would be if the signature verification performed
by Verify accepts a message that was never authenticated
by an IEE running R*. However, in this case, the adversary
is either breaking the MAC (to dishonestly execute Attest)
or breaking the signature (and forging attested outputs di-
rectly). The minimum leakage property can be proven by
constructing the trivial simulator that generates the machine
parameters itself, simulates the entire machine for non-
attested processes, and attaches MACs to the source I/O
traces of attested programs.

7. AKE for Attested Computation

An intermediate step in constructing high-level applica-
tions that rely on attested computation is the establishment
of a secure communications channel with a process running
a particular program inside an IEE in the remote machine.
After such a channel has been established, standard crypto-
graphic techniques can be used to ensure (in combination
with the isolation provided by IEEs) the integrity and con-
fidentiality of subsequent computations. In this section we
will see how attested computation, in combination with a
specific flavour of a key exchange protocol can be seen as
a bootstrapping process for this scenario.

We first formalize the precise requirements for a key ex-
change protocol that can be used in this setting (we call this
authenticated key exchange for attested computation) and
show how a simple transformation can be used to construct
such protocols from any passively secure key exchange
protocol. Later on we present a utility theorem that precisely
describes what it means to use attested computation and a
suitable key exchange protocol to establish a secure channel
with an arbitrary remote program.

Definitions. SYNTAX. A Key Exchange for Attested Com-
putation (AttKE) protocol is defined by the following pair
of algorithms.

Setup(1*,id) is the remote program generation algorithm,
which is run on the local machine to initialise a fresh
instance of the AttKE protocol under party identifier id.
On input the security parameter and id, it will output the
code for a program Remgg and the initial state sty of the
Locke algorithm. This algorithm is run locally.

Remkg (which is generated dynamically by Setup) is a
program that will be run as a part of an IEE process in the
remote machine, and it will keep the entire remote state of
the key exchange protocol in that protected environment.
Locke(str, m) is the algorithm that runs the local end of
the AttKE protocol, interacting with Remgg. On input its
current state and an incoming message m, it will output
an updated state and an outgoing message.



When analysing the security of such a protocol we will
impose that the Lockg algorithm and all Remgg programs
that may be produced by Setup keep in their state the
same information that was imposed on general key exchange
algorithms in Section 3. We will refer to the instances of
local key exchange executions as Locgg, for s € N, as
we will concentrate on the simplified scenario of a single
local id. We will enumerate over remote instances as RemyiL
for 7,5 € N, and observe that the value of variable oid in
this case will be set during the execution of the program
itself. An AttKE is correct if, after a complete (honest) run
between two participants, one local and one remote, and
where the remote program is always the one to initiate the
communication, both reach the accept state, both derive the
same key and session identifier and have matching partner
identifier strings.

EXECUTION ENVIRONMENT. The specific flavour of key
exchange that we will be considering is clarified by the
execution environment in Figure 6. This follows the standard
modelling of active attackers, e.g. [21], when one excludes
the possibility of corruption (which we do only for the sake
of simplicity). There are, however, two modifications that
attend to the fact that AttKE remote programs are designed
to be executed under attested computation guarantees. On
one hand, the adversary is given the power to create as
many remote AttKE programs as it may need, by using the
NewLlocal oracle, revealing the entire code of the remote
AttKE program to the adversary. This captures the fact that
remote AttKE programs will be loaded into IEE execution
environments in an otherwise untrusted remote machine,
and it implies that remote AttKE programs cannot keep any
long term secret information. Intuitively, this limitation will
be compensated by the attested computation protocol. On
the other hand, the adversary is able to freely interact with
remote processes, but it is constrained in its interaction with
the local machine. Indeed, the SendLocal oracle filters which
messages the adversary can deliver to the local machine by
checking that these are consistent with at least one remote
process that the adversary is interacting with. This captures
the fact that AttKE is designed to interact over a partially
authenticated channel from the remote machine to the local
machine, which will be provided by an attested computation
protocol.

PARTNERING. We will consider the natural extension of the
partnering properties introduced for passive key exchange
in Section 3 to the AttKE setting. Due to space constraints,
we present only the modifications to the definitions and
give the details in the full version[2]. In addition to the
syntactic modifications that result from referring to Lockg
and Remyf, we further restrict validity so that partnering
is only valid when it occurs between local and remote
instances, in which the latter is the initiator. As before, we
will consider that an adversary violates entity authentication
if he can get a session to accept, but there is no unique and
confirmed valid session in its intended partner.

SECURITY. Again, the set of TestLoc and TestRem queries
must be restricted in order to exclude trivial attacks. An
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Game AttAttKEy_A(l)\)I
InsList «— [ ]; fake < []
i+ 0
b+s{0,1}

b s AC (17, id)
Return b = b’

Oracle NewLoc():
i i+ LT « |
(Rem'}’;E, st%) s Setup(1*,id)
InsList[z] < O
Return Remy¢

Oracle TestLoc(7):
If stf.é # accept return L
If b = O return st .key
Return fake(st7,.key)

Oracle SendLoc(m, 7):
If A5, (m: T}) C Tg? retun L
(m’, st} ) < Lockg(sty, m)
T} <+ m' :m: T}
If st .0 € {accept, derived}:
If (st} .key, key™) ¢ fake:

Oracle Revealloc(7):

Return st} .key

Oracle RevealRem(i, j):

Return st ;%j key

Oracle NewRem(4):

InsList[i] < InsList[:] 4 1
J <+ InsList[i]

Tp? « [listy < e
Return €

Oracle TestRem(z, j):

If sté‘j.é # accept_return 1
If b = 0 return st .key
Return fake(st}” . key)

Oracle SendRem(m, 2, j):
// No restriction
m’_ —$ RemKE[st%‘]]‘(m)
TR? «m':m: Ty’
If st}’ .6 € {accept, derived}:
If (st}” .key, key™) ¢ fake:

key* s {0, 1}
fake « (st .key, key™) : fake

i

7 sid, st .6, st .pid)

key* s {0, 1}
fake < (st7,.key, key™) : fake
Return (m’, st} .sid, st} .8, sty .pid) Return (m’,st

Figure 6: Execution environment for AttKEs.

adversary is legitimate if it respects the following freshness
criteria:
« For all TestLoc(%) queries, the following holds:
1. Revealloc(i) was not queried; and
2. for all RemJK’lEC s.t. P(Rem]K’IEC, Locie)
RevealRem(j, k) was not queried.
« For all TestRem(i, j) queries, the following holds:
1. RevealRem(i, j) was not queried; and
2. for all Locfe s.t. P(Locig, Remyl) = T, RevealLoc(7)
was not queried.
We only consider legitimate adversaries, and say that the
winning event guess occurs if b = ¥’ at the end of the
experiment. We define AttKE security by requiring both
mutual authentication of parties and and key secrecy.

Definition 9 (AttKE security). An AttKE protocol is secure
if, for any ppt adversary in Figure 6, and for any local
party identifier string id: 1. the adversary violates entity
authentication with negligible probability ; and 2. its key
secrecy advantage 2 - Pr[guess| — 1 is negligible.

Generic Construction. We now present a construction of
an AttKE scheme from any passively secure key exchange
protocol, relying additionally on a existentially unforgeable
signature scheme. The intuition here is that the attested
computation protocol guarantees correct remote execution
of a program, but does not ensure uniqueness, i.e., it does
not exclude that potentially many replicas of the same key
exchange protocol instance could be running in the remote
machine. By binding a fresh signature verification key with
the identifier for the remote party associated with the key
exchange protocol and generating a fresh nonce at the start
of every execution, we can remotely execute the key ex-
change code whilst ensuring one-to-one authentication at the
process level. This transformation can be seen as a weaker



Program Remge (IT, pk):
Upon activation with input m and state st:
Ifst=e
§ < L;if m # e then § < reject
t <« []; r<+3${0,1}*; oid « pk]|| s m’ €
Else:
Parse (m’, o) < m
If X.Vrfy(pk, o, m’ : t) =L then § < reject
(m*, st) «—s II(m’, oid, initiator, st)
m<« (m*,r);t<m:m' :t
If 6 = reject return €
Return m

Algorithm Setup(1?,id):
(pk, sk) <3 X.Gen(1%)
R* := Remgg (11, pk)
t[]

Stkg < €
str, < (id, stke, sk, t)
Return (stz, R™)

Algorithm Lockg (str,, m):
(id7 stke, sk, t) <+ st
Parse (m*,7) < m
(m’, stg) <% II(m*,id, responder, stkg)
t<m :m:t
o < X.Sign(sk, t)
sty < (id,StKE,Sk7 t)
Return ((m’, o), str)

Figure 7: Details of the AttKE construction.

version of the well-known passive-to-active compilation pro-
cess by Katz et al. [21], since our target security model is
not fully active. We now present the details.

Consider a passively-secure authenticated key exchange
protocol II and a signature scheme ¥ = (Gen, Sign, Vrfy).
Our construction splits the execution of II between the local
machine and a remote isolated execution environment: the
responder will run locally and the initiator will run remotely
within a program Remgg.? The code of the remote program
will have hardwired into it a unique verification key for the
signature scheme. The first activation of Remgg initialises an
internal state and computes a nonce, together with the first
message in the key exchange protocol. The party identifier
string of the remote process will then be defined to comprise
the verification key and the nonce. The local part of the pro-
tocol signs the full communication trace so far. Subsequent
activations of remote program Remgg will simply respond
according to the key exchange protocol description, rejecting
all inputs that fail signature verification. The details of our
construction are shown in Figure 7.

o Setup first generates a fresh key pair for the signature
scheme and constructs program Remgg, parametrised by
algorithm II and verification key pk, as described in
Figure 7 (top). In this program state variables d, p, key,
sid and pid are all shared with II (this is implicit in
the figure). The initial value of st; will store id, along
with the initially empty state for the key exchange stx F,
the signing key for the signature scheme and an initially
empty trace ¢ log.

Locke takes (stz,m) runs II(m,id, responder,stkg) to
compute the next message o, produces signature o of the
entire updated protocol trace, and returns the updated state
stz and message (0,0).

The following theorem establishes the correctness and
security of the generic construction.

3. Setting the remote machine as the initiator of the protocol is the most
common scenario. We considered it for simplicity; the converse can be
treated analogously.
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Theorem 2. Given a correct passively secure key ex-
change protocol 11 and an existentially unforgeable sig-
nature scheme Y, the generic construction above yields a
correct and secure AttKE protocol.

The full proof is given in the full version [2].The in-
tuition behind the proof is that each local instance of the
key exchange protocol is bound to a verification key for the
signature scheme which is hardwired into the party iden-
tifier of the associated remote program code. Each remote
instance of the code initialises its own party identifier by
attaching a nonce to the verification key. This nonce is also
transmitted along with every remote-to-local message. These
facts combined with the restriction on the SendLoc oracle
imply that the adversary is essentially restricted to function
in a passive way, by passing around messages between the
two Send oracles. Therefore, the security guarantees can
be reduced to the security of the underlying key exchange
protocol.

Utility. As an intermediate result building up to the construc-
tion of full-fledged authenticated and private remote attested
computation, we will now present a utility theorem that de-
scribes precisely the guarantees one obtains when combining
an attested computation protocol with an AttKE. Intuitively,
this theorem states that attested computation guarantees that
the authentication and secrecy assurance offered by AttKE
are retained when we use it to establish session keys with
remote IEEs, in the presence of fully active adversaries that
control the remote machine, and when the key exchange is
composed with arbitrary programs.

Figure 8 shows an idealised game where an adversary
must distinguish between two remote machines where an
AttKE scheme is executed in combination with an AC
scheme. Machine My, is any standard remote machine that
is supported by the attested computation protocol, whereas
MYy, represents a modification of M where one can tweak
the operation of Remyg programs. The differences of M/,
with respect to My are concentrated on the Run interface,
which now operates as follows:

It takes as additional parameters a list fake of pairs of keys
and Boolean flag tweak that, when activated, identifies a
process that is running an instance of Remgg composed
with some program (). This flag triggers the following
modifications with respect to the operations of Mpg.
When it detects that Remgg has transitioned into derived
or accept state, it will check if the derived key exists
in list fake. If not, it generates a new random key™, and
(key, key™) is added to the list.

When it detects that program () is set to start executing,
rather than using the key as an input to ¢, it uses fake(key)
instead.

The environment presented to the adversary models a
standard attested computation interaction, where it is given
total control over the remote machine using oracles Load
and Run (these oracles will either give access to Mg
or to M/, depending on a secret bit b generated in the
beginning of the game). The adversary is also able to obtain



challenge remote programs using a NewSession(Q)) oracle
that uses the attested computation scheme to compile Remgg
composed with arbitrary program @ of its choice under a
mapping function ¢y, that reveals the relevant parts of the
key exchange state (namely the secret key key, the party
identifiers oid and pid, the state § and the session identifier
sid). We observe that such arbitrary programs can leak all
of the information revealed by ¢y, to the attacker. If the
adversary chooses to Load a challenge program, and if

'» 1s being used in the game, then it will be tweaked as
described above. Whenever NewSession((Q) is called, the
environment creates a new local session ¢ that the adversary
can interact with using a Send(i, m) oracle. The Send oracle
uses the Verify algorithm of the attested computation scheme
to validate attested outputs and, if they are accepted, feeds
them to the Lockg instance (and also ensures that list fake is
updated). Finally, the adversary can explicitly choose to be
tested (as opposed to the implicit testing it may trigger using
arbitrary programs () by calling Test on a local instance.
This oracle will either return the true key, if b = 0, or the
associated random key that is kept in the fake list. As before,
we define the winning event guess to occur when b = b’ in
the end of the game.

Oracle NewSession(Q):
i1+ 1
(Rem®, stj;e) s Setup(1*,id)

Game Attagke, 4 (1)
prmsy s Mp.Init(1*)
prms, «s M. Init(1%)

Prglist + [] (R}, sty,) <—s Compile(prms;, Rem®, ¢yey, Q)
fake < [] Ny < €

i+ 0 Prglist <— R} : Prglist

b+s{0,1} Return R}

b s A° (prms,, id)

Return b = b’

Oracle Send(m’, 4):
(m, stiL) s Verify(prms,, inlzst, m’, sti)
If m =_L then return L
(m*, stie) <8 Locke (stie, m)
inf < m*
If stjz.6 € {derived, accept} A sti.key ¢ fake:
key* «s {0, 1}*
fake < (key, key™) : fake
Return m”™
Oracle Run(hdl, in):
00 +$ Mpg.Run(hdl,in)
tweak < F
If Prograth (hdl) € PrgList then flag < T
(01, fake) <8 M, .Run(hdl, in, tweak, fake)
Return oy

Oracle Load(R™):
hdlo « Mz.Load(R*)
hdl; < M, .Load(R*)
Return hdl,

Oracle Test(i):
If stjz.0 # accept:
Return L
If b = 0:
Return st’,i(E.key
Return fake(stj.key)

Figure 8: Game defining the utility of an AttKE scheme when used
in the context of attested computation.

The proof of the following theorem can be found in the
full version of the paper [2].

Theorem 3 (AttKE utility). If AttKE is correct and se-
cure and the AC protocol is correct, secure and ensures
minimum leakage, then for all ppt adversaries in the utility
experiment: 1. the probability that the adversary violates
ANtKE two-sided entity authentication is negligible; and the
key secrecy advantage 2 - Pr[guess| — 1 is negligible.

The intuition behind the proof is that one can use the
security of attested computation to exclude Send queries
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that do not match a legitimate remote trace. This essentially
maps to the restriction in the AttKE security game imposed
on the SendLoc oracle. The proof is concluded by applying
the minimum leakage property of the attested computation
protocol to show that any attack by the adversary against
AttKE when it is run inside a remote machine can be
transformed (via trace simulation) to an attack against the
original AttKE when it is run in source code form.

8. Secure Outsourced Computation

In this section we build on the results in previous sections
to design and analyze a protocol for secure outsourced com-
putation. Informally, we require two properties: i) that only
the legitimate local user can pass inputs to the outsourced
program and ii) that the I/O of the remote program is secret
from any observer (even an actively malicious one).

We first give syntax for the protocols that solve this
problem, then propose formal definitions for the proper-
ties that we outlined above, and conclude with a generic
construction that combines a key-exchange for attestation,
a scheme for attested computation and an authenticated
encryption scheme.

SYNTAX. A Secure Outsourced Computation scheme (SOC)
for a remote machine Mg is defined by the following
algorithms:

Compile(prms, P,id) is the program compilation algo-
rithm. On input public parameters prms, a program P and
a party identifier id, it outputs a compiled program P*,
together with an initial state st; for the local side algo-
rithms. We assume that initially st;.accept =_. Note that
unlike the AC compilation algorithm, this algorithm only
takes one program as input, as this scheme is intended for
providing guarantees for the whole trace and not only for
an initial segment.

BootStrap(prms, o, st;) is the client side initialization al-
gorithm. On input public parameters prms, o (presumably
the last message from the remote machine) and local state
st;, it returns the next message ¢ to be delivered to the
remote machine in the bootstrapping step step, together
with the updated local state. We assume BootStrap sets
an accept flag to T when the initialization process suc-
cessfully terminates.

Verify(prms, 0*, st;) is the verification algorithm. It fulfills
the same function as the AC verification algorithm. Note
that, as all the inputs are provided by the local machine,
we do not need to feed it the last input as it can be stored
in the state. It is expected to return L if st;.accept # T.
Encode(prms, i,st;) is the encoding algorithm. On input
the public parameters, local state and the next intended
input for P, it returns the next input ¢* for P* together
with the updated local state. It is expected to return L if
st;.accept # T.

Attest(prms, hdl, %) is, as in an AC scheme, the (untrusted)
attestation algorithm.

A party A with identifier id who wants to outsource pro-
gram P to the remote machine first compiles P with his id,



thus obtaining P* and some secret data st;. He then loads P*
on the remote machine using some untrusted protocol. As it
is, the program P* is not ready to receive inputs intended for
P: an initial bootstrapping phase (until BootStrap sets the
accept flag) is necessary to establish some shared secrets
between the IEE in which P* is executed and A. Then
when A wants to send an input to the remote execution, he
encodes it using Encode, sends it (using Attest) and verifies
the output provided by Attest using Verify.

In this section, for simplicity reasons, we assume that
the program P is deterministic. However, as for an AC
scheme it would be easy to extend all the definitions to
a non-deterministic program.

INPUT INTEGRITY. While security of attested computation
aims at ensuring that a trace was honestly produced on the
remote side, it does nothing to restrict the provenance of the
inputs received.

We provide a stronger notion named input integrity
which, intuitively, ensures that if a program is compiled
by a party with identifier id, then only that party may use
the remote compiled program. We ensure this property by
making sure that the local and remote views coincide (up
to the last message exchanged, which may not have yet
been delivered). The following formula ¥ which relates two
input/output traces captures this intuition.

(T, T):=T=T V Jo.(T=0:T)Fi(T'=i:T)

The formalization that we provide in Figure 9 is as follows.
The adversary chooses a program P that is compiled with
an honest party’s id yielding P* (which is given to the
adversary). The adversary is given access to two oracles. A
bootstrapping oracle that simply executes BootStrap hon-
estly; and a send oracle that verifies the last (presumed)
output of the remote program and encodes the next input
(which is provided by the adversary), while keeping track
of the local view of the trace. The goal of the adversary is
then create a mismatch between the local and remote view
of the trace.

Game Intsoc‘A(lk):
prms <% Mp.Init(1*)
(P,sta) < Ay (prms)
(P*,st;) «s Compile(prms, P, id)
tr ]
Run AS'MR (sta, P*)
If }B:l hdl such that
Program . (hdl) = P* A

Oracle Send(o”™, i):
o, st; < Verify(prms, o™, st;)
If o =1 Return L
i*, st; < Encode(prms, i, st;)
tr<—1i:0:tr
Return o, i*

Oracle BootStrap(o):
If st;.accept

Translate(prms, TraceMR(hd|)) # [ Return |
Return F ) i, st; < BootStrap(prms, o, st;)
hdl + ProgramXAR(P*) Return i

T < Translate(prms, TraceMR(th)
T « tr
Return ~U(T, T")

Figure 9: Input integrity of a SOC scheme

Definition 10 (Input Integrity). We say that a SOC scheme
satisfies input integrity if there exists a polynomial time
algorithm Translate such that for all ppt A the experiment
described in Figure 9 returns true with probability negligible
in the security parameter.
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INPUT PRIVACY. We define the privacy of I/O with an
indistinguishability game. One important point here is that
we chose to restrict the class of programs we consider to
length-uniform (written lu) programs. A program is length
uniform if the length of its outputs depends only on the
length of its inputs. Intuitively, this is because the encryption
scheme is allowed to leak the length of the messages, which
in turn would leak information about the inputs for a non
lu program.

The formalization described in Figure 10 is as follows.
We start by choosing a bit b that will determine whether
the adversary will be talking with the left send oracle or the
right send oracle (described later). As for input integrity,
the adversary then chooses a program P. We compile it
for an honest party’s identifier and give the resulting P*
to the adversary. The adversary is also given access to the
bootstrapping oracle. In addition, he is given access to a left
or right send oracle. This oracle, on a request with the last
candidate output of the remote machine and two inputs %o
and i, verifies the last candidate output and, depending on
the bit b, encodes either ig or 71 and returns the result. The
goal of the adversary is to guess the bit b with non-negligible
bias from 1/2.

Oracle Sendy, (0", i9, i1):
o,st; < Verify(prms, 0™, st;)
If |mo| # |m1| Return L
i*, st; < Encode(prms, ip, st;)
Return ¢*

Game Privsoc,A(lk):
b+s{0,1}
prms < M g.Init(1*)
(P,sta) <3 A1 (prms)
If = lu(P) Return b’ +—3 {0, 1}
(P*,st;) <s Compile(prms, P, id)
b Az (sta, P*)OMr
Return b = b’

Oracle BootStrap(o):
T If stj.accept
Return _L // (1 init max)
i, st; < BootStrap(prms, o, st;)
Return ¢

Figure 10: Input privacy of a SOC scheme

Definition 11. We say that a SOC scheme satisfies input
privacy if, for all ppt A, the experiment in Figure 10 returns
true with probability 1/2 up to a negligible function.

This definition ensures that there exist no two traces
(with messages of the same length) played by an honest
party over a SOC protocol that are distinguishable for an
(active) adversary. This means that no adversary can gain
information on the inputs sent out by a local machine using a
SOC scheme, besides the length of the messages exchanged,
achieving our goal of hiding the honest party’s inputs.

Definition 12. We say that a SOC scheme is secure if it
satisfies both input privacy and input integrity.

AN IMPLEMENTATION OF A SECURE SOC SCHEME. Hav-
ing defined what security we expect from a SOC scheme,
we now define a scheme that satisfies these requirements.
We base our construction on an AttKE, and an AC scheme.
The main idea is using the AttKE to establish a key between
the party agent and the IEE, and then communicate with the
IEE over the secure channel established with this key.
Formally, let (Compile, Attest, Verify) be an AC scheme,
(Setup, Lockg) be an AttKE and (E, D, K') be an authenti-
cated encryption scheme. Figure 11 defines a SOC scheme.



The most important part is the compilation part, which uses
the AC scheme compilation to compile the composition of
the Remyg program generated by Setup together with pro-
gram P running over a secure channel (denoted by C'(P)).
The initial local state is the union of the state provided by the
AC compilation and the AttKE setup. The program C(P)
simply decrypts the message it receives checks that the
sequence number of the message matches its view the passes
the decrypted message to P. It then retrieves the output
of P, appends the corresponding next sequence number
and outputs it. This mechanism ensures that all messages
received (resp. sent out) by P* after the bootstrapping phase
have the form E(i#m,k) where i is the position of the
message in the trace, m is the message intended to (resp.
produced by) P, and k is the key established by the AttKE.

On the local side, the bootstrapping mechanism simply
consists of running the local KE over the AC protocol as
already described in the utility definition. Once the key has
been established, the local state keeps track of the local
view of the sequence number. Verifying an output consists in
decrypting it and checking that the sequence number against
the local view of it. Encoding an input, is just appending the
correct sequence number and encrypting it with the shared
key.

Program Compile®*(prms, P, id)
Remke, stke <+ Setup(lk, id)
P*,stac «— Compile(prms, Remke, Prey, C(P))
st; < stkg W stac
Return P~ st;

Program C'(P)|st](m)
st.count < st.count + 1
(initialised at 0)
¢ < D(m, st.key)

Program Verify**“(prms, o*, st;)
stj.c < stp.c+ 1
m < D(o",st;.key)
If m =1 Return L

If ¢ =1 Return L i#o <—m
i#m' ¢ If 4 # st;.c Return L
If ¢ # st.count Return L Return o, st;

st.count < st.count + 1

0 « PJ[st](m’)

0™ « E(st.count#o, st.key)
Return o*

Program BootStrap(prms, o, st;)
m < Verify(prms, st;injst, 0, st;)
If m =1 Return L
st;, i < Locke(st;, m)
sty.iNpst <— ©
Return ¢

Program Encode(prms, ¢, st;)
stj.c +stj.c+1
Return E(i#st;.c, st;.key), st;

Figure 11: SOC algorithms

Theorem 4. If (Compile, Attest, Verify) is a correct and
secure AC scheme, {Setup, Lockg, Remke} is a secure At-
tKE and (E, D, KQG) is an secure authenticated encryption
scheme, then the SOC presented in Figure 11 is secure.

The complete proof can be found in the full version of
the paper[2], we provide here a sketch of proof, following
the game hopping paradigm. We first do a game hop that
consists in replacing the key established by P* and the
party using the AttKE by a “magically” shared fresh key.
The utility property of the AttKE provides us with the fact
that we can replace the key shared by the remote machine
and the local agent by a freshly generated key. We are left
with showing that this key is shared with an IEE which
is indeed running P* and not Compile(Remke, Prey, @) for
some other (), this is provided by the security of the AC
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scheme.

We then prove input integrity by remarking that injecting
new messages in the trace would contradict the unforgeabil-
ity of the authenticated encryption scheme. The sequence
number ensures that the messages are delivered in the right
order and that replays are impossible.

We remark that the input integrity property ensures that
we know that the only meaningful action the adversary can
take is to forward messages between the remote and local
machines. Taking advantage of that fact we can reduce
the input privacy game to the IND-CPA property of the
authenticated encryption.

9. Conclusion

This paper offers a set of building blocks for constructing
protocols that leverage the guarantees of IEEs. First, we
define and construct attested computation based on IEEs.
In the process we identify and formalize two key properties
that such protocols need to satisfy to be useful: composition
awareness and minimal leakage. Our instantiation of attested
computation relies on SGX.

Next, we provide key-exchange protocols between a
remote party and an IEE. These protocols are essential com-
ponents for any construction where secrecy of data commu-
nicated to and from the IEE is important. Our contribution is
to adapt existing models of security for key-exchange to the
novel setting where protocol participants do not necessarily
have an a-priori identity — IEEs cannot be uniquely identified
before actively communicating with them. For constructions,
we present a modular approach where by combining a
passively secure key exchange protocol with an arbitrary
attested computation protocol we obtain a fully secure key-
exchange protocol. As an application, we show how to use
attested computation, key-exchange and symmetric authenti-
cated encryption to generically construct a secure outsourced
computation scheme for arbitrary functionalities.

In terms of follow-up work, the natural next step is
to use the building blocks that we provide to construct
other protocols. One interesting target (which generalizes the
application in this paper) is to construct secure multi-party
computation based on IEEs and experimentally compare
their efficiency with the existent software-only alternatives.
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