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Abstract The verification process is mandatory in the critical software realm. To
improve this process, static analysis tools can make significant contributions. Static
analysismeets a variety of goals, including error detection, security analysis, and pro-
gram verification, which is why standards for critical software development recom-
mend the use of static analysis to identify errors that are difficult to detect at run-time.
Thus, this chapter presents a case study on the use of Frama-C as a static analyzer
for formal verification of critical software and a lightweight semantic-extractor tool;
the former uses an abstract interpretation technique, and the latter allows for the
extraction of semantic information to provide a better understanding of source code.
In practical terms, the chapter shows how Frama-C can support the development life
cycle of an inertial system in aerospace applications, reporting a list of pros and cons.
The final results indicate the benefits obtained in terms of software safety, software
quality assurance and, consequently, the software verification process.
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14.1 Is Static Analysis Worthwhile?

A verification process is mandatory in the critical software development life cycle.
Static analysis can be included in this process to make it more efficient. Furthermore,
it is recommended by space standards and researchers in the scientific community.

The European Cooperation for Space Standardization standard ECSS-E-ST-40C
on Space engineering–Software (2009) recognizes that static analysis is a useful
resource in terms of code verification activity, e.g., [22]:

f. The supplier shall verify source code robustness (e.g. resource sharing, division by zero,
pointers, run-time errors).
AIM: use static analysis for the errors that are difficult to detect at run-time.

The National Aeronautics and Space Administration Procedural Requirements
NPR-7150.2D–NASA Software Engineering Requirements (2022) recommend the
use of static analysis to define software management requirements and software
engineering life cycle requirements, e.g., [43]:

3.11.5 The project manager shall test the software and record test results for the required
software cybersecurity mitigation implementations identified from the security vulnerabili-
ties and security weaknesses analysis. [SWE-159]
Note: Include assessments for security vulnerabilities during Peer Review/Inspections of
software requirements and design. Utilize automated security static analysis as well as cod-
ing standard static analyses of software code to find potential security vulnerabilities.

3.11.7 The project manager shall verify that the software code meets the project’s secure
coding standard by using the results from static analysis tool(s). [SWE-185]

4.4.4 The project manager shall use static analysis tools to analyze the code during the
development and testing phases to, at a minimum, detect defects, software security, code
coverage, and software complexity. [SWE-135]

According to the International Standard ISO/IEC/IEEE 24765 (2017), static anal-
ysis is the process of evaluating a system or component based on its form, structure,
content, or documentation [37]. From an implementation point of view, static analy-
sis of source code is the science of computing synthetic information about the source
code without executing it [4].

Static analysis can be applied to meet a variety of objectives: type checking, style
checking, program understanding, program verification and property checking, bug
finding, and security review [15].

To meet the aforementioned recommendations related to program understanding,
bug finding, and program verification, in this chapter, we exploit the application of
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the Framework for Modular Analysis of C (Frama-C).1 Frama-C gathers several
static analysis techniques into a single collaborative framework [4].

The objective of this chapter is to present useful insights into the benefits and
challenges associated with the use of Frama-C and its practical feasibility as a
tool for use in the software verification process. We aim to share our experience in
applying Frama-C in a case study from a real project in the aerospace domain with
both the scientific community and software engineering teams interested in verifying
their software.

14.2 Literature Review of Frama-C Applications

In the industrial and scientific communities, the most common use of Frama-C is
related to plug-ins based on formal methods. An important benefit of formal methods
is that they produce sound analyses, i.e., every finding is correct; they never assert a
property to be true when it is not true. Formal methods help to find bugs during the
early phases of the software development life cycle, particularly through the use of
software verification techniques. Formal software verification can be employed in
a manner that is complementary to testing and simulation activities to help ensure
critical system reliability.

Source code testing and inspection activities can become very expensive depend-
ing on the size of the application and the coverage criterion adopted [49]. In addition,
techniques such as model checking, run-time verification, deductive verification, and
abstract interpretation can be used to complement these activities by trying to main-
tain the cost-benefit relationship inherent to each of them. Model checking analyzes
a program’s model automatically; however, it presents the well-known problem of
state space explosion [16]. Run-time verification also automatically analyzes a con-
crete execution of a program but not exhaustively. Deductive verification generates
logical formulas (proof obligations) to be proven by other mechanisms in a powerful
way, but it is not completely automatic. Abstract interpretation overapproximates the
behavior of a program nearly automatically but generates false alarms.

Severalworks have employedFrama-C to analyze systems fromdifferent applica-
tion areas. Approaches that improve the usability of formal methods in the software
development life cycle with Frama-C were presented in [40]. In another related
work [20], the main goal was to establish a scalable methodology for using static
analysis through the development process by a development team. The authors pre-
sentedmodular analysis andbottom-up strategies involving theEva andWpplug-ins.
In the safety context, they proposed a framework for safe software development in
which the integrated code is analyzed statically to verify the system’s critical safety
properties using Eva and the formal specification language ACSL [33].

In addition, several published works have demonstrated the application of formal
methods in the verification of critical software in specific domains. We select some

1 https://frama-c.com.
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works that apply Frama-C in security- and safety-critical systems in the Internet of
Things (IoT), avionics, and nuclear domains.

In the IoT domain, an example of how formal verification can be applied using
Frama-C is shown in [7]. The growing number of connected devices around the
world, applied or not to critical systems, require security and formal methods as a
way to ensure improved reliability. The work is based on a combination of three
verification techniques: static analysis to guarantee the absence of run-time errors
(Eva plug-in), deductive verification for functional correctness (Wp plug-in), and
dynamic verification for parts of the source code that cannot be proven using deduc-
tive verification (E-ACSL plug-in).

In the avionics domain, a method of detecting software security vulnerabilities in
real time was developed in such a way that it automatically combines static Eva and
dynamic E-ACSL analyses in the Frama-C suite [14]. The results confirmed that
Frama-C is capable of identifying families of cybersecurity weaknesses and analyz-
ing applications more robustly while delivering the required performance for indus-
trial scale-up. Additionally, formal methods have been applied to the new avionics
software products developed at Airbus [9]. TheWp plug-in and the ACSL specifica-
tion language of Frama-C are used in the verification processes. Finally, the formal
verification of the Compact Position Reporting (CPR) algorithm, which is part of
the Automatic Dependent Surveillance-Broadcast (ADS-B) system for aircrafts, was
performed [21]. TheWp plug-in was used to generate verification conditions, which
were discharged with the aid of the Gappa and Alt-Ergo automatic solvers.

In the nuclear domain, a comparative analysis based on the abstract interpretation
method of different tools, including the Frama-C Value plug-in, was used to assess
safety-critical software employed in nuclear power plants [44]. The article describes
practical experimentation and presents an overview of the results and limitations of
these tools.

In addition to the aforementioned areas, research projects have applied
Frama-C to carry out analyses in industrial case studies. To facilitate the develop-
ment of safe software systems, an engineeringmethod that consists of four stageswas
proposed: system modeling and validation, code generation and integration, static
code analysis, and dynamic code analysis. In the static analysis stage, the source
code was annotated using ACSL, and it was analyzed through the Eva plug-in to
verify the critical safety properties. The proposed method was applied in several
industrial and research projects [32]. The Verification Engineering of Safety- and
security-Critical Dynamic Industrial Applications (VESSEDIA) project proposed to
enhance and scale upmodern software analysis tools, namely, themostly open source
Frama-C analysis platform, to allow developers to rapidly benefit from them when
developing connected applications and to provide safety and security to many new
software applications and devices [55].

Some works have evaluated Frama-C by comparison with other static analysis
tools. Frama-C was appointed as one of the best open-source static analysis tools
available for C even though it is not specifically focused on security [29]. Other
research has evaluated how much time tools, including Frama-C, need to detect
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run-time errors in programs with and without slicing. In the case of Frama-C, the
Slicing plug-in improved the verification process time [39].

Frama-C has also been used as a basis for developing the commercial tool TrustIn-
Soft Analyzer, which is a C and C++ source code analyzer and the industrial version
of the open-source Frama-C [54].

Two important aspects of Frama-C that must be considered are (1) its capability
to satisfy tool qualification requirements, which shows that it is a reliable tool and
worth the effort to use, and (2) its ability to help applications achieve the requirements
established in certification standards, including, for example, those established by
organizations such as the National Institute of Standards and Technology (NIST) and
Bureau Veritas.

The Frama-C Eva plug-in is one of the few tools in the world to have passed
the NIST 6th Static Analysis Tool Exposition (SATE VI) Ockham Sound Analysis
Criteria. According to the three evaluated criteria, Frama-C Eva: (1) is a sound
tool; (2) produces at least 75% of the program findings; and (3) all findings are cor-
rect [6]. A partnership between Bureau Veritas and CEA-List produced a guideline
for Software Development & Assessment using Frama-C as part of its proof of
concept and concluded that Frama-C makes it possible to analyze and verify soft-
ware to ensure it meets recommended standards at optimal cost [12]. Furthermore,
Frama-C is able to correlate outputs with the entries of the Common Weakness
Enumeration (CWE) and of the SEI CERT C Coding Standard [17].

The fact that the Frama-C Eva plug-in has also satisfied the SATE VI criterion
is an indicator that it can assist in accomplishing the certification requirements of
critical software.A source code analysis activitymust achieve two certification objec-
tives: (1) accuracy and consistency and (2) verifiability [47]. The former determines
the correctness of the source code (e.g., floating-point arithmetic, use of uninitial-
ized variables, and unused variables), which can be shown by the absence of some
classes of run-time errors that were established through the technique of abstract
interpretation. The latter ensures that the source code does not contain statements
and structures that cannot be verified and that the code does not have to be altered to
test it.

14.3 Overview of IAE Satellite Launcher Projects

Brazilian space projects aim at scientific technological research, innovation, and
development to consolidate national air and space power, space launch operations,
and services in aviation, space and defense systems [41].

The Institute of Aeronautics and Space (IAE) is a military organization of the
Aeronautical Command (COMAER) within the Department of Aerospace Science
and Technology (DCTA). As shown in Fig. 14.1, IAE and several public and private
institutions are involved in the space program coordinated by the Brazilian Space
Agency (AEB) [10]. IAE has developed two satellite launcher projects and a series
of sounding vehicles (VS) [1].
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Fig. 14.1 Institutions coordinated by AEB [10]

IAE has been developing satellite launcher projects, as illustrated in Fig. 14.2. The
Satellite Launch Vehicle 1 (VLS-1) was the first Brazilian satellite launch vehicle.
This project aimed to provide Brazil with the ability to design, manufacture, launch,
control, stabilize, and deliver a payload in orbit autonomously. A real-time embedded
software, named SOAB, was developed for VLS-1 to control flight based on a set
of control, navigation, and guidance algorithms as well as the sequence of events
that occur in the various launching phases. SOAB was also responsible for sending
telemetry data to the ground station [36].

Due to technological challenges and limited financial and human resources, the
need to realign the VLS-1 development strategy has arisen, taking advantage of its
legacy and adapting it to the current scenario. The new proposal encompasses the
development of a simpler controlled suborbital vehicle [36].

TheMicrosatellite Launch Vehicle (VLM-1) project aims to develop a three-stage
solid propellant vehicle for the launch of microsatellites in equatorial or re-entry low
Earth orbits (LEO). IAE and the German Aerospace Center (Deutsches Zentrum für
Luft- und Raumfahrt–DLR) are jointly developing the VLM-1. The Brazilian part of
the project first comprises the development of VS-50 for in-flight qualification of the
S50 motor, the electrical and pyrotechnic networks, and the guidance, control and
navigation system that will later be used in VLM-1, mitigating the technical risks of
the project [1, 2]. The VS-50 project concerns a two-stage solid propellant suborbital
vehicle. The first stage of both vehicles is almost identical, and the second stage of
VS-50 has the same configuration as the third stage of VLM-1 [1].
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Fig. 14.2 IAE Launch
vehicle projects. Adapted
from [1]

14.3.1 Case Study: Embedded Aerospace INS Software

During the development of launch and suborbital vehicles at IAE, the need for reli-
able inertial navigation, guidance, and control systems has arisen [35]. Therefore,
the SISNAV (Sistema de Navegação Inercial–inertial navigation system) is under
development to provide a national inertial navigation system (INS), replacing the
current imported system. To avoid a trade embargo, the objective is to update the
involved technology. Initially, conceived to be used in VLS-1, SISNAV will be a
subsystem in VS-50 and VLM-1 [35, 45].

An INS consists of an inertial measurement unit (IMU) and a computational
unit. The SISNAV is a strapdown INS whose IMU has three accelerometers and
three fiber optic gyrometers (FOGs) that measure acceleration and angular velocity,
respectively. SISNAV’s computational unit encompasses a floating-point digital sig-
nal processor (DSP) with 256K internal memory, a field-programmable gate array
(FPGA), a voltage-to-frequency (V/F) card (accelerometer interface), serial channels
(connecting to FOG), and additional A/D and I/O interfaces [45].

SISNAV’s software (SSISNAV) is a critical real-time software embedded in aDSP
that processes data from the IMU and performs calculations to determine position,
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velocity, and attitude. SSISNAV implements algorithms for testing, calibration, and
compensation of inertial sensor signals, self-alignment, navigation, and data storage
and transmission [52]. A Very High Speed Integrated Circuit (VHSIC) Hardware
Description Language (VHDL) code embedded in FPGA is responsible for data
acquisition, which is out of the scope of this work.

SSISNAV is a natural candidate for Frama-C analysis because it is a highly crit-
ical embedded software implemented in the C programming language. Embedded
code is adequate to be analyzed by Frama-C due to its characteristics, such as the
absence of recursion, dynamic memory allocation, and calls to external libraries.
SSISNAV source code consists of ninety-nine functions and 43,699 physical source
lines of code (SLOC). It contains main algorithms (accelerometer and gyrometer
calibration, coarse and fine alignments, and navigation) with many numerical cal-
culations based on floating-point arithmetic, whose computation depends on six C
library mathematical functions. The implementation contains function-like macros
and static memory allocations. The SSISNAV team has been testing and modify-
ing the source code and extending the documentation. Its development follows the
processes proposed by the ECSS standards [22, 24].

Components have been developed and tested individually in the Laboratory of
Identification, Control and Simulation (LINCS) [35, 45]. Furthermore, integrated
configurations have been tested in roller coaster rides, aircraft flights and compact
electric utility vehicle rides. The plan is that SISNAVwill be embedded in a Brazilian
launcher in a future flight. A series of tests is planned in advance, including a flight
as a payload onboard the vehicle HANBIT-TLV, which was developed by the South
Korean company INNOSPACE [34]. The performance of SISNAV is assessed using
a hybrid simulation environment. This is a hardware-in-the-loop simulation of the
complete system, including the following components: the onboard computer with
the control laws, the vehicle dynamics, the actuator dynamics, and the sensor dynam-
ics [13]. Since the simulation data are recorded according to the state, preparation or
navigation, the static code analysis is executed in two parts. We used the simulation
output obtained by the control system team. Because the data of the selected case
study are classified, this work presents only a limited subset of the results. For the
same reason, some information pertaining to the algorithms (such as function names)
is not disclosed.

14.4 Employing Frama-C in Space Software

This section presents our experiments in applying Frama-C to space software. First,
we provide an overview of the results obtained from our former experiment, whose
approach relied on abstract interpretation and deductive verification techniques. Sec-
ond, we focus on presenting our current experience in using Eva as a static analyzer
for formal verification and Callgraph and SpareCode as lightweight semantic-
extractor tools. Our current approach to static analysis by abstract interpretation
slightly improves on our previous work, and we present here in detail our experi-
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ments in the context of SSISNAV. Furthermore, this section describes the tools and
equipment used, the experiments carried out, and the results obtained.

14.4.1 Former Experiment: Embedded Aerospace Control
Software

Our first experience in applying Frama-C started with a research project whose
objective was to develop an approach to formal verification activity in the context
of spatial critical software. Our case study was the SOAB, which is the software
onboard the VLS-1. The results suggested that this activity is relevant in the software
verification process and can be used to complement validation activities, including
testing and simulation [50].

The main contribution of this research project was to disseminate our experience
in applying formal software verification to the scientific community and to soft-
ware engineering teams interested in verifying their software. We used formal static
analysis based on two techniques: abstract interpretation [18] and deductive verifi-
cation [31], which were implemented using Frama-C through the Value (currently
named Eva) and Jessie plug-ins, respectively. Moreover, InOut and Metrics were
used as auxiliary plug-ins.

At the end of the research project, the Frama-C analysis did not emit any alarms.
This result was expected considering that the case study concerned a product that
had been in production for many years. Nevertheless, we detected anomalies related
to two software products: documentation and implementation. According to Value,
three anomalies in the documentation and four in the source code were detected,
while Jessie allowed us to detect seven anomalies in the documentation and six in
the source code. Although the results obtained with Frama-C are limited to alarms,
they can indirectly lead to identifying anomalies in the software documentation and
implementation. Both kinds of anomalies were detected in our approach usingValue
and Jessie.

Our experience with the code inspection process for space software made it rel-
atively easy and intuitive to detect anomalies visually (specifically implementation
anomalies). The anomalies detected in the source code were related to unneces-
sary and/or duplicate library inclusions, dead code, redundant code, global variables
passed as function arguments, inconsistency in the argument type between the func-
tion definition and function body, implicit typecasts, and incorrect comments.

Anomalies in the documentation were discovered by using Value when infor-
mation about the sensor input data was needed. In the data dictionary (DD) of the
software requirements specification (SRS), an incorrect variation domain was dis-
covered, and it was related to sensor input data that were examined to parameter-
ize the analysis. In the software design document (SDD) and DD of the SDD, the
descriptions of two sensor vector components were inverted, and anomalies in docu-
mentation were found when ACSL function contracts were required to use Jessie.
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In the SDD, anomalies in the structure charts were identified: one missing output
variable and two incorrect parameters. In the DD of the SDD, there were anomalies
in the type definition and names of variable and function parameters.

Perhaps these anomalies could remain unnoticed by other approaches to inspec-
tion. Although they did not directly impact the final result of the application, they
might create difficulties in understanding, documenting, and maintaining the source
code, which could potentially lead to serious failures in the future. For instance, dur-
ing the software maintenance process, developers might implement some incorrect
modifications in the source code based on incorrect documentation. Additionally,
finding and reporting anomalies can assist in the evaluation of quality attributes such
as reliability and productivity and in process improvement.

The preliminary results were obtained by using the Frama-C 6 (Carbon) release.
The final results were later published in [50] with results updated using the Frama-C
10 (Neon) release.

14.4.2 Current Experiment: Embedded Aerospace INS
Software

The context of the current selected case study is different from the previous one;
SOAB was a legacy project, while SSISNAV is currently under development and
has not yet been embedded in a launcher and evaluated during flight. On the other
hand, we were able to reduce the effort necessary to carry out the current verification
because it is based on the approach that was previously developed for the formal
verification activity of SOAB, which provided us with a background for the abstract
interpretation technique and familiarity with the tool. In addition to Eva and Met-
rics, which were already used in the previous project, the use of Callgraph and
SpareCode is also investigated in this new case study. Frama-C plug-ins can be
categorized according to the intended analyses. Specifically, the plug-ins employed
in our experiment can be divided into the following [5]:

• Verification plug-in–Eva;
• Understanding plug-ins–Callgraph and Metrics;
• Simplification plug-in–SpareCode.

Frama-C is a collaborative platform, and some plug-ins work on results that were
already computed by other plug-ins in the framework [17]. This dependency rela-
tionship can help the user establish a sequence for running the plug-ins.SpareCode
relies on Eva except for the -sparecode-rm-unused-globals option.Met-
rics relies on Eva for the -metrics-eva-cover and -eva options. Callgraph
does not depend onEva, but its precisionmay be improved by using the-eva option.
Figure14.3 shows which plug-ins (identified by their prefix) are running according
to the command and options entered by the user in the terminal. The figure also
shows the dependencies (or absence thereof) and running order among the employed
plug-ins. Parsing of files is executed by the kernel independently of any plug-in.
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Fig. 14.3 Examples of dependencies among plug-ins running on the terminal

To conduct the SSISNAV experiments, we used the Frama-C 23 (Vanadium)
release on a 2.9GHz notebook with 8 GB of memory and a 1 TB hard disk running
the MacOS X Yosemite 10.10.5 release. To plot the graphs, we used Plot2 version
2.6.17. To translate from DOT to PNG format, we used dot/graphviz version 2.40.1.
To draw figures, we used the Papyrus release 2022–03 and Apache OpenOffice 4.1.2.

14.4.3 SSISNAV Analysis with the Callgraph Plug-In

The call graph is a directed graph that represents relationships between functions in
the program: the nodes are functions, and the edges represent one ormore invocations
of a function by another function [48]. Call graphs can be used to aid software engi-
neering teams in the following tasks: software documentation to improve program
understanding [25], detection of program execution anomalies [28], and analysis of
the impact of program changes [42].

The Callgraph plug-in automatically computes the program’s call graph [3].
Its output is saved to a dot file [27] that requires an appropriate application to be
visualized, or it can be translated into the PNG format.

We have generated call graphs for SSISNAV main functions with some auxiliary
functions omitted for simplification purposes. For example, Fig. 14.4 shows the call
graph of the main navigation function, which can be generated and translated into
the PNG format with the following command lines:
$ frama-c -cg out.dot./DIR1/f1.c./DIR2/f2.c./DIR2/f2.h
$ dot out.dot -Tpng -o f1.png

Figure14.5 shows the call graph of the fine alignment function, and it can be
observed that the function5b4 is not called. Therefore, it is necessary to look at other
call graphs to investigate if it is called in any other source code file; otherwise, it
should be reported as an anomaly. A complete call graph generated from a main
function could be used to detect functions that are never called. However, this call
graph could be very large and difficult to visualize. Therefore, we have generated
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Fig. 14.4 Call graph of the main navigation function

Fig. 14.5 Call graph of the fine alignment function

call graphs for the functions encoding the main algorithms, which are smaller and
easier to examine.

After analyzing the applicability of call graphs in our context, we identified that
call graphs can assist inwriting theSDDsection<5.4.6><Subordinates>, help detect
functions that are never called, and contribute to program understanding because they
depict the structure of the program with all subordinate functions.

The plug-in does not handle function-like macros, i.e., they were not shown in the
call graphs. Additionally, we noticed that a missing function definition is shown as a
dotted line, and any function called from it is not shown in the graph, generating an
incomplete call hierarchy. This depends on how the source code files are organized.
If all function definitions are implemented in a single file, the Frama-C command
line will require only this file to generate a complete graph; otherwise, all of the files
will be required. The #include directives of the analyzed function, e.g., for navigation
or fine alignment, can be examined to select the necessary files.

The option -eva generates a call graph according to the analysis, so some
branches may not be reached and functions called from them will not be shown.
Comparing different call graphs generated with and without the -eva option for
valid and invalid intervals can be useful in assessing the coverage of functions and
visually identifying unused source code.
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14.4.4 SSISNAV Analysis with the SpareCode Plug-In

The SpareCode plug-in removes spare code, i.e., code that does not contribute to
the final results of the program, and it produces an output program that is guaranteed
to be a compilable C program [4].

Attention

A piece of source code that does not contribute to the final state of the program
is not necessarily dead code; we can only be sure that all its side effects are
shadowed by further instructions [53].

The plug-in includes the option -sparecode-rmunused-globals, which
removes unused global types and variables. Nevertheless, as it prevents the global
variables from being listed explicitly, the generated code requires inspection (visu-
ally or through a file comparison tool) to detect unused variables. According to a
discussion in the Frama-C forum, the debug key globs must be enabled, and the
debugging level must be assigned the minimum value of 2 to generate the output,
including unused global variables preceded by the expression remove var. Thus,
the grep command can be employed to extract only the list of unused variables.

Detecting local static variables is slightly different. According to the same forum
discussion, unused local static variables are removed while parsing the source code
regardless of whether SpareCode is executed or not. Nevertheless, it is possible to
extract the desired information using the option -kernel-msg-key parser:
rmtmps.

There are two reasons to detect unused variables. First, this is one of several items
thatmay be helpful as preliminary steps to obtain guarantees of code correctness [47].
Second, for embedded applications, a good programming practice is to keep the
source code as lean as possible. Despite not improving safety assurance, it might
impact the consumption/optimization of memory and impair code readability.

The command used to detect declared but unused global variables in the naviga-
tion algorithm in SSISNAV, and its output are the following:
$ frama-c navigation.c -sparecode-rmunused-globals -spa-
recode-msgkey globs -sparecode-debug 2 | grep "remove
var"
[sparecode:globs] remove var senLc_2
[sparecode:globs] remove var senLc_4

For the navigation algorithm, there were two declared but unused global variables
detected in the source code; for the sensor calibration and alignment algorithms, the
plug-in did not detect any declared but unused global variables.

To detect declared but unused local static variables, the command and its output
for the gyrometer calibration algorithm are given as follows:
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$ frama-c -main function3a1 calibrationG.c -sparecode-
rmunused-globals -sparecode-msgkey globs -sparecode-
debug 2 -kernel-msg-key parser:rmtmps | grep "removing
local"
[kernel:parser:rmtmps] removing local: proc_giros_dado-
Giros

For the coarse alignment algorithm, the command and its output are the following:
$ frama-c -main function5c1 alignment1.c -sparecode-
rmunused-globals -sparecode-msgkey globs -sparecode-
debug 2 -kernel-msg-key parser:rmtmps | grep "removing
local"
[kernel:parser:rmtmps] removing local: alingr_ciclo_M2_
dVc
[kernel:parser:rmtmps] removing local: alingr_ciclo_M2_
dThetac

Thenumber of declaredbut unused static local variables detected for the gyrometer
calibration and coarse alignment algorithms was one and two, respectively; for the
accelerometer calibration, navigation, and fine alignment algorithms, the command
execution did not detect any unused local static variables.

14.4.5 SSISNAV Analysis with theMetrics Plug-In

Metrics are the only way to quantitatively assess the quality of development pro-
cesses and products, and they are typically used to manage development [23, 24]. It
is recommended to generate at least basic metrics such as size (code), complexity
(code) and test coverage. An important metric is the cyclomatic complexity, which
can directly affect the quality and maintenance of a source code. Standards recom-
mend that safety-critical software components have a defined value of cyclomatic
complexity [23, 43].

The Metrics plug-in implements the automatic computation of a set of measures
on the source code, e.g., McCabe’s cyclomatic complexity, Halstead complexity,
SLOC, and the Eva coverage estimate [4]. The option -metrics-eva-cover
provides theEva coverage statistics, which include the semantic and syntactic reach-
ability coverages, the coverage estimation, and the number of statements reached in
each analyzed function. It can be used to compare the code effectively analyzed
by Eva with what Metrics are considered reachable from the main function [8].
Therefore, the user is able to perform a coverage analysis to count how many
unreached functions exist, accounting for the number of syntactically reachable func-
tions. Additionally,Metrics provides the number of lines of code containing calls to
non-analyzed functions.

The SSISNAV metrics shown in Table14.1 are delivered to the software qual-
ity team because these metrics allow them to perform risk management, indicating
whether risks have to beminimized and controlled and thereby reported to developers.



14 Exploring Frama-C Resources by Verifying Space Software 597

Table 14.1 Global metrics by phase in Scenario 2
Accelerometer
calibration

Gyrometer
calibration

Coarse
alignment

Fine
alignment

Navigation

Cyclomatic
complexity

4 6 30 28 25

SLOC 34 67 124 166 148

In our software development processes, there is no requirement related to complex-
ity based on the cyclomatic complexity metric. Therefore, we adopted a maximum
cyclomatic complexity level of 20 based on standards [23, 43]. It is necessary to
assess the source code when this threshold is exceeded to determine whether it is
acceptable or needs to be modified. For the latter, the suggested corrective actions,
in addition to reviewing the algorithm logic to reduce complexity, include writ-
ing smaller functions, minimizing the number of decision structures, and removing
unused source code.

14.4.6 SSISNAV Analysis with the Eva Plug-In

In the Frama-C 15 (Phosphorus) release, the support for the legacy Value plug-in
was abandoned and replaced by Evolved Value Analysis (Eva), which provides more
precise and extensible abstract domains [11]. The Eva plug-in is a forward dataflow
analysis based on the principles of abstract interpretation, and it performs whole-
program analyses [38]. Eva is both context-sensitive and path-sensitive [11], i.e.,
function calls are handled through a symbolic inlining of function bodies [38] and
infeasible paths are excluded. Its main objective is to automatically compute sets of
possible values for the variables in an analyzed program [11]. An additional purpose
of the plug-in is to find alarms, i.e., errors that could occur at run-time and/or to
demonstrate their absence. It might be employed to assist in the following tasks [11]:
familiarization with foreign code, automatic document production, bug detection,
and guaranteeing the absence of bugs.

With respect to our previous research project, the workflow of the software veri-
fication approach employing Eva was updated in relation to its inputs and outputs,
which are highlighted in red in Fig. 14.6.

The approach begins with preparing the application context, i.e., identifying the
information required to perform the verification. There are two scenarios in which
the sensor measurements are treated differently. Scenario 1 considers the range of
maximum and minimum values accepted by the sensors, which illustrates a typical
application of Eva. Scenario 2 is an unusual application of Eva in which it is used
as a C interpreter [19]. It becomes very useful when a specific input dataset is known
in advance [26], e.g., the values of sensor measurements obtained from a simulation.
These values are deterministic, i.e., a specific value obtained from the sensor is
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Fig. 14.6 Updated approach overview for verification by abstract interpretation with the Frama-C
Eva plug-in. Adapted from [50]

considered for each instant, and thus, Frama-C acts as a simulation tool. Scenario
2 can adequately run a sufficiently deep analysis; it is completely deterministic and
does not generate false alarms, while undefined behaviors (not detectable by testing)
are still detected. The output results include alarms and the variation domains for
the variables, which are presented in graphs and tables to facilitate data visualization
and analysis.

The detailed approach is presented as an activity diagram with the updates high-
lighted in red in Fig. 14.7. The activities are grouped into two main phases: context
definition and implementation and refinement. The former consists of executing the
following activities: defining the entry point function, identifying the input data, and
identifying the output data to be evaluated. For each inserted function, the latter con-
sists of addressing library function inclusion, addressing missing functions, address-
ing alarm/nonalarm/message, and analyzing the variation domain. This process is
iterative and interactive because it requires user intervention, and it is performed
repeatedly until the intended result has been obtained. The user could adjust the
accuracy of the analysis through the plug-in parameters to account for the trade-off
between efficiency and accuracy.

In the context definition phase, an artifact set that may vary from project to project
due to each particular need and availability is required. Some artifacts that assist in
this phase are described below:

• Data flow diagram (DFD) from SRS, which contains the input data needed to
execute the algorithms and their output data.

• DD from SRS, which contains detailed descriptions of each control and data flow.
• SDD, whose software component design section identifies the variables in the
source code.

• DD from SDD, which contains the variable ranges (i.e., maximum and minimum
values).
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Fig. 14.7 Updated activity diagram for verification by abstract interpretation with the Frama-C
Eva plug-in. Adapted from [50]

• System documentation, which can be useful for understanding source code that
implements specific algorithms.

• Source code whose implementation itself and/or comments can assist in the iden-
tification of data, algorithms, etc.

Thus, with respect to our previous project, the artifact set was updated from soft-
ware documentation to software/system artifacts to include system documentation
and source code.

In the implementation and refinement phase, we expanded the activities from
Addressing alarms to Addressing alarm/non-alarm/message, given that we are also
handling nonalarms and messages that may correspond to loss of precision. An
alarm is a guard against some undesirable behavior and corresponds to a particular
warning category [3]. In practice, alarms are warning messages emitted by Eva that
start with the prefix [eva:alarm]. Additionally, there are warning messages that
are classified as nonalarms, startingwith thewordWarning. Finally, amessage is only
informative text that does not begin with the word Warning and is not prefixed with
[eva:alarm] [11]. In relation to the output update, we have added an anomaly
form that gathers all of the emitted alarms, which is described in Sect. 4.7.
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14.4.6.1 SSISNAV Formal Verification

Eva analysis is executed in two parts corresponding to the preparation and naviga-
tion states. The sensor calibration and alignment algorithms are verified during the
preparation state, and the navigation algorithm is verified in the navigation state. The
experiments were run through the Eva plug-in batch mode.

Following the activity diagram shown in Fig.14.7, we first describe the con-
text definition phase. Figure14.8 depicts the required input artifacts to each activity
step to define the context for SSISNAV compared to SOAB. The software artifacts
employed are SRS, SDD, and the source code, while the system artifact concerns the
documentation related to the implementation of SSISNAV algorithms. The activities
in this phase are succinctly described in the following paragraphs.

For the defining the entry point function activity, the main function in the source
code was identified as the entry point function, which was corroborated by its call
graph.

In the identifying input data activity, we used the context diagram (level 0 DFD)–
SRS as an initial source together with the DD–SRS to understand the flows, as shown
in Fig. 14.8. The input data required are mission, configuration, and sensor data. For
both states and scenarios, it is necessary to set parameters related to specific mission
requirement data, e.g., sensor calibration; reference data such as Earth’s rotation;
and launch site data such as local latitude. We used acceleration, angular velocity,
and temperature (all raw data) as sensor input data in the preparation state and the
calibrated sensor measurements in the navigation state. After that, we mapped the
data/control flow into variables with the aid of the SDD, source code, and system
documentation.

To address the input data in a nondeterministic way, we asked the system analyst
to identify the numeric domain (range) of the input variables. We modified sensor
reading functions, replacing hardware function calls with Frama-C built-in primi-
tives to address intervals.

Fig. 14.8 Diagram for context definition of SSISNAV compared to SOAB
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To address the input data in a deterministic way, we extracted deterministic val-
ues from two CSV simulation files, which contain 25,828 and 7,644 rows, for the
preparation and navigation states, respectively. We wrote an additional program to
extract data from these CSV files and created C functions that assign the extracted
data to arrays, emulating the hardware functions. Then, the sensor reading functions
were adapted to include these C functions in place of the hardware function calls.

When identifying output data, we used the context diagram–SRS and the DD–
SRS.Weused the following sensor output data: calibrated sensormeasurements in the
preparation state and inertial linear velocity, inertial position, and Euler angles in the
navigation state. We modified the function that composes the telemetry data frames,
replacing hardware function calls with Frama-C built-in primitives to display the
telemetry data frames.

Now,we discuss the implementation and refinement phase and describe the related
activities.

In the inserting new function activity, as proposed in our approach, we insert
functions one by one to perform the analysis incrementally. In this activity, the loop
global metric (i.e., number of loops) can be used as an input indicator of the number
of loop unroll annotations required for each function.

During the addressing library function activity, we performed library inclusion
treatment because Eva does not support certain external libraries (e.g., the hardware
library). Therefore, because keeping these libraries in the code implies the introduc-
tion of a dependency chain that could not be provided, we decided to remove all
included directives from the source code and later reinsert them incrementally as
needed.

For the addressing missing function activity, we identified two missing function
types. The input hardware functions were treated in one of two ways: either parame-
terizing the analysis by providing value intervals throughFrama-C functions or using
simulation data. The output hardware function was replaced by Frama-C functions
to allow the results to be observed. We noticed the introduction of recent Frama-C
improvements in its math library. Currently, Frama-C provides implementations for
the six employed math functions that are different from our former experience when
we had to write C code for functions such as sin, fabs, and modf.

In the addressing alarm/non-alarm/message activity, we evaluated and addressed
the alarms as soon as they were detected, and we subsequently reran the analysis.
Eva detected alarms related to accessing out-of-bounds indices in the navigation init
function, uninitialized variables in the coarse alignment function, and NaN or infinite
floating-point values in the fine alignment function. These results are presented in
Table14.4, identified by the expression Eva alarm. In addition to those alarms, others
related to infinite floating-point values were detected in the alignment and navigation
functions, which could not be eliminated. Nevertheless,Eva terminated the analysis,
resulting in some intervals corresponding to the data type ranges that cannot be
considered sufficiently accurate when evaluating the domain of an output variable.

For example, the emitted messages starting to merge loop iterations indicate
the necessity of unrolling a loop. Instead of the option -eva-slevel, which
was used in the previous experiment, we decided to annotate the loops because
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the source code is under development and it was easier for us to edit it and test
other ways to unroll loops. Adding loop unroll annotations is more precise and sta-
ble than -eva-slevel; however, it has the drawback of requiring source code
changes [11]. Even if modifications to the source code preserve the semantics, it
is still recommended to keep the code used for testing and verification as close as
possible to the original. For the preparation and navigation states, the numbers of
loop unroll annotations inserted were 34 and 33, respectively. The nonalarms emitted
by Eva are related to implicit function declarations, missing function specifications,
and floating-point constant representations.

Comparing our previous and current Frama-C experiments, we noticed that the
obtained nonalarms and messages are quite different for reasons related to differ-
ences in the case studies (e.g., implementation particularities) and to the evolution
of Frama-C itself. This can make it difficult to use the grep command to obtain
a specific message from a log file if the displayed messages are unknown. For this
reason, it is necessary, after every analysis execution, to visually look for messages in
the log file and catalog them. Thus, familiarity with Eva and its previous application
in similar case studies make this activity easier.

For the analysis of variation domain activity, we applied the following treatment
to make the analysis more precise: we used the option -eva-slevel to improve
the analysis precision when evaluating if or switch conditional statements. In its
default configuration,Eva produces results that are too approximate to handle loops.
Loop unroll annotations ensure that Eva unrolls the loops and keeps the analysis
precise; otherwise, Eva might generate alarms due to imprecisions [11]. After this
treatment, the variation domain for the variables needs to be evaluated, and the
analysis continues until valid values for the observedmagnitudes have been obtained.
To help in this evaluation, we observed intermediate graphs of some variables. We
wrote an auxiliary program to extract data from the Eva output to be plotted in graph
form.

In the producing final results activity, the final results of the verification are pre-
sented for each scenario. We generated six and twelve graphs for Scenario 1 and
Scenario 2, respectively. We compared the Frama-C output to the simulation output
to determine whether the computed variables were valid. In Scenario 1, we com-
pared the intervals computed by Eva with the deterministic values obtained from
simulation data. In Scenario 2, we compared the deterministic values computed by
Eva with the deterministic simulation values.

The graphs generated for Scenario 1 plot the variation domain for the output
variables of the gyrometer and accelerometer calibration algorithms. Figure14.9
shows the maximum and minimum values at each time instant for the calibrated
accelerometer data on the X-axis (AX). The graph shows that the AX intervals
computed by Frama-C contain all simulation values, i.e., there exists no AX value
from the simulation that is below the minimum limit or above the maximum limit
of the interval computed by Frama-C. We remark that if the Frama-C bounds did
not contain the simulation results, this would raise serious concerns regarding the
correctness of the case study source code.
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Fig. 14.9 Graph of calibrated accelerometer data on the X-axis in Scenario 1

Fig. 14.10 Graph of position data on the X-axis in Scenario 2 with a zoomed-in section

Figures14.10 and 14.11 show the graphs generated for Scenario 2 regarding the
position data on the X-axis and the Euler angles, respectively. Eva produced profiles
so similar to those obtained from the simulation that the curves are coincident.

During the implementation and refinement phase, the plug-in issues alarms that
represent run-time errors and should thus be recorded as anomalies. In addition to
these alarms, as was done in our former experiment as described in Sect. 14.4.1, we
applied the same methodology to prepare the case study source code to be executed
by Eva. We detected anomalies indirectly during this process in both the context
definition and implementation and refinement phases. During implementation, when
we found an imprecise or incorrect variable domain, we examined its dependencies in
the source code, often findingmultiple statements per line related to each dependency.
This poor readability made the task of evaluating the domain more difficult. In the
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Fig. 14.11 Graph of Euler angles in Scenario 2

documentation, we detected one anomaly in the source code listing of the navigation
algorithm, which is attached to a system document. This is presented in Sect. 4.7.

14.4.6.2 SSISNAV Metrics from Eva Coverage Statistics

The common method prescribed by standards to assure the dependability and safety
of critical software is to apply measures such as source code statement coverage
by test suites [22]. In the context of testing, statement coverage is a measure of the
part of the program within which every executable source code statement has been
invoked at least once [24].

Eva is currently able to produce semantic coverage metrics. Starting with the
Frama-C 19 (Potassium) release, Eva prints an analysis summary outlining the
analysis coverage through two measures: the ratio of functions that have been cov-
ered by the analysis and the percentage of statements that are reached within these
functions. In our interactive approach, the percentage examination is useful for two
reasons: it is possible to use these values to confirm if the insertion of a new function
or an Eva resource improved the coverage during the analysis, and additionally, this
ratio may help in reasoning about statements that are not reached at the end of the
analysis.

Tip

The coverage percentages are useful in terms of observing the evolution of the
interactive approach, e.g., when a missing function is provided, the coverage
increases!

The metrics obtained from Eva and Metrics related to the number of functions
analyzed and their reached statements were compared for the preparation phase
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Table 14.2 Eva coverage statistics for Scenarios 1 and 2 in the preparation state
Scenario 1 Scenario 2

Syntactically reachable
functions

70 (out of 70) 76 (out of 76)

Semantically reached
functions

70 76

Coverage estimation 100.0% 100.0%

Statements reached 1,563 (out of 1,904) 311,478 (out of 311,854)

% statements reached 82% 99%

in Scenario 2. Both plug-ins indicated 100% coverage related to the number of
functions analyzed. For the statements reached in these functions, Eva indicated
99% coverage (311,429 statements reached), andMetrics indicated 99.9% coverage
(311,478 statements reached). The source code analyzed by Eva was provided as an
argument for the Metrics plug-in.

Table14.2 presents the output of the analysis coverage usingMetrics for Scenarios
1 and 2. Scenario 2 presented better results due to the limited dataset in contrast to
Scenario 1, where intervals were used. Metrics depends on the results from Eva,
but sinceMetrics itself runs much faster than Eva, the run-times of theMetrics and
Eva plug-ins are similar. At the end of the Eva analysis, if any function has not been
reached and detecting it by manual verification is difficult, there are two auxiliary
options: the Metrics option -metrics-cover can identify the functions that are
not syntactically reached from the main function, and Callgraph identifies functions
that are not called.

The graph in Fig. 14.12 shows the number of functions grouped by the reached
statement percentage for the preparation phase in Scenario 2. The unreached function
statements depend on our context definition. The unreached statements are located
inside branches related to the handling of invalid sensor input data and static memory
allocation. This information is only shown by the Frama-C GUI in which it is
highlighted.

The functions with the highest coverage mostly contain assignment statements,
while the functions with lower coverage contain if—else statements to address error
conditions (e.g., alignment functions). In our experiments, we have considered only
valid input data obtained from a simulation; therefore, the condition for invalid inputs
is never satisfied, which is one of the reasons why analysis does not move into some
error-handling branches. Branches that are not analyzed must not be considered for-
mally verified and may contain some errors. In poorly covered functions, it is not
assured that the software meets the specified requirements correctly or reliably. In
well-covered functions, this assurance is usually better, that is, the probability of
guaranteeing that it is error-free is higher. One way to improve the coverage is to cre-
ate scenarios for addressing non-analyzed functions. In addition, to prevent specific
behaviors, the safety team develops new techniques and tools and puts in place new
approaches to both system and software engineering. These are all intended to sup-
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Fig. 14.12 Analyzed function number grouped by reachable statement percentage

port safety analysis, which belongs to the verification activity under the developer’s
responsibility.

14.4.6.3 SSISNAV Analysis Performance

Considering the high time consumption and cost of the human resources required for
formal software verification activity, it is important to measure how time is employed
by the analysis, which can be provided by Eva plug-in options.

Option -eva-show-perf computes and provides a summary of the time spent
analyzing function calls [3] from two perspectives: the first shows the time of all
function calls, and the second shows the time considering the sequential order of the
function calls.

Option -eva-flamegraph, from the Frama-C 14 (Silicon) release, dumps a
summary of the time spent to analyze function calls in a format suitable for the flame
graph tool [3].

A flame graph is an adjacency diagram with an inverted icicle layout employed to
view stack traces [30]. A stack trace is represented as a column of boxes, where each
box represents a function. Flame graphs have been adopted bymany languages, prod-
ucts, and companies and have become a standard tool for performance analysis [30].
They may help visualize the Eva analysis performance either during execution or
later. Interestingly, the flame graph can be generated while the analysis is still run-
ning, which is useful when an analysis seems frozen at a certain point but does
not display any messages. Running the “frama-c-script flamegraph” creates a flame
graph of the probe’s current state, while the trace file is still being updated by the
probe in progress.

To generate a flame graph while running an analysis, it is sufficient to add the
option -eva-flamegraph and a name for the output file, as shown in the first
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Fig. 14.13 Flame graph of the navigation algorithm for Scenario 2

command below. To visualize a flame graph,Frama-C offers a script to help the user,
as shown in the second command below. The command generates the flamegraph.svg
and flamegraph.html files in the default directory (or in the FRAMAC_SESSION
directory) and opens the html file in a browser [3].
$ frama-c -eva file.c -evaflamegraph flamegraph.txt
$ frama-c-script flamegraph flamegraph.txt

Figure14.13 shows the flame graph obtained for the navigation algorithm. The
stacks start from the top with the main function (red color), and each called function
is stacked underneath. The length of the bar corresponds to the amount of time spent
in it. Hovering over a bar shows the function name and the percentage of time spent
in it. In the example, clicking on a bar will zoom in on it, increasing the size of its
children for better readability. Note that bar colors do not have any special meaning.
In addition to hovering, it is possible to search for a function name. The result is a
function bar shown in magenta displaying the consumed time percentage.

In addition to theEva options, it is possible to obtain analysis processing times by
using the Unix time command. In Scenario 2, the spent times were 108m 18.860s
and 38m 20.947s in the preparation and navigation states, respectively, while in
Scenario 1, they were 79m 56.044s and 89m 49.306s, respectively.

14.4.6.4 SSISNAV Analysis Limitations

The case study contains one volatile variable whose analysis results in a wide domain
that makes it imprecise. Information concerning this restriction can be found in the
Eva manual [11]. A second restriction we faced concerns the maximum number of
assignments that are allowed in a function, but this can be easily circumvented by
using additional functions. For Scenario 2, a function for storing sensor data in a
two-dimensional array [25828][6] exceeded the number of statements that Eva is
currently able to process in a single function. To solve this problem, we had to split
the function into smaller functions.

14.4.7 Reporting of Anomalies Found in the Analyses

Wehave considered static analysis as a technique in our software verification process,
in the software design & implementation engineering process, and as part of the code
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Fig. 14.14 Frama-C plug-ins applied to the software development activities

review activity [15].After our experiments,we associated theFrama-C plug-inswith
the processes and activities in the software development life cycle as proposed by
ECSS-E-ST-40C and shown in Fig. 14.14.

In the software design & implementation engineering process, Callgraph can
contribute to SDD elaboration because it helps developers by providing an accurate
view of function calls. Additionally, the call graphs can be inserted as new figures
and/or be compared to other control-flow graphs already present in the SDD.

During the software verification process, the static analysis results can be syn-
thesized as follows: (1) the anomaly form is sent to the configuration management
process, which involves discrepancies found in documents, code, and call graphs
in the cases of functions that are never called; and (2) code coverage analysis and
metrics reports, which are sent to the quality assurance process. Both reports can be
useful in the elaboration of the software code verification report since the quality
assurance process and the configuration management process, which are responsible
for analyzing and approving the results, depend on each other to support the activities
in the software development life cycle.

We proposed an anomaly form as shown in Table14.3, which has been only par-
tially filled in for illustrative purposes. The form fields are based on the IEEE Std
1044–2009 [51] and manual code inspection [46]. Each record of the form con-
tains an anomaly with its attributes, where asset and artifact are the software asset
(product, component, module, etc.) and the specific software work product that con-
tains the anomaly, respectively; lin/pg specifies the anomaly location in the artifact,
description defines the anomaly, severity is the degree of impact that the anomaly
could cause (inconsequential, minor, major, critical), suggested corrective action is
the alteration recommended to fix the anomaly, and plug-in is the Frama-C plug-
in responsible for anomaly detection, either directly or indirectly. The type attribute
encompasses the anomaly category.We propose the following abridged list of types:

• Function: an anomaly in a function definition,mapping, access, or use, e.g., unused
return value of function calls;

• Variable and constant: an anomaly in data definition, initialization, mapping (data
traceability), access, or use, e.g., declared but unused variable;

• Program flow control: an anomaly in control statements, e.g., loop variable not
properly initialized, incremented and tested;
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• Logic: an anomaly in sequencing, branching, or algorithm definition as found
in natural language specifications or in implementation language, e.g., excessive
branching;

• Defensive programming: an anomaly related to problematic issues that may arise
due to unforeseen circumstances, e.g., divisors not tested for zero;

• Unused source code: unnecessary code, such as redundant code, unexecuted code
due to a lack of flow control to reach it, code whose results are never used, or even
commented code, e.g., code inserted for testing that should have been discarded
later;

• Comment: an anomaly in the comments, e.g., incorrect comments that do not
contribute to software understanding and maintenance;

• Readability and legibility: an anomaly that makes a program harder to read and
understand and more difficult for its elements to be identified, e.g., the presence
of multiple statements per line.

Table14.4 presents a summary in which anomalies are categorized by type and
associated with the number of occurrences and the plug-ins responsible for their
detection. We remark that the items detected by Eva can occur both in the context
definition phase and in the implementation and refinement phase. In the latter phase,
the plug-in issues alarms representing errors that occur at run-time. In our case study,
these alarms were reported as anomalies and classified as having critical severity. All
of the emitted alarms must be corrected before running the analysis with Eva again.

In addition to anomalies, call graphs, code coverage analysis, and metrics reports,
the context definition activities, which required a deep program understanding, have
contributed to the elaboration of the DD-SRS, detailed DFDs, and DD-SDD.

14.5 Conclusion

The results we obtained indicate that it is a good practice to adopt static analy-
sis techniques during the software verification process because they are capable of
guaranteeing greater reliability in the final software product. Since it is not neces-
sary to run the software, static analysis can be used in a step prior to the testing
activity, making it possible to start detecting bugs and correcting them even before
testing. In addition, it can be a way to validate the software’s behavior and to make
adjustments before actually starting the testing activity. This can save both money
and time because it is easier to modify the software during an initial stage than at
later stages of the development life cycle. Implementation efforts are minimized if
bugs are found earlier since less reworking is needed.

The adoption of this technique can have a direct impact on other processes in
the software development life cycle, including software product assurance, the soft-
ware maintenance process, and the software design & implementation engineering
process. We can say that the obtained benefits are valuable.
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Table 14.4 Summary of anomalies related to the source code
Occurrence
number

Type Description Plug-in

1 Program flow control Loop variable not
properly initialized,
incremented and tested

Eva alarm

5 Variable and constant Uninitialized variable Eva alarm

2 Defensive programming Divisor that is untested
for zero or incorrect
values

Eva alarm

36 Readability and
legibility

More than one statement
per line

Eva

2 Unused source code Redundant code Eva
3 Variables and constants Equality comparison by

the operator == between
two floating-point
numbers

Eva

17 Unused source code Commented code,
unused or in parts of the
program that never runs

Eva

7 Comment Comment that does not
contribute to
understanding and
maintenance

Eva

12 Function Return values from
function calls that are
unused

Eva

2 Variable and constant Unused variable SpareCode
3 Variable and constant Unused variable kernel

3 Logic Excessive branching
(cyclomatic complexity
>20)

Metrics

Static analysis can aid in successfully achieving the very important software prop-
erty of program correctness through the detection and removal of development errors
to build safer, cheaper, and more reliable source code. Analysis code coverage is an
important metric in terms of guaranteeing the quality of software products, which is
essential for certified and critical software. The higher the percentage of code cov-
ered by analysis, the lesser the likelihood that it will contain errors. In general, the
definition of acceptable code coverage shall be agreed upon between the customer
and the supplier based on the software criticality degree.

Static analysis based on formal methods requires a deep level of understanding of
the application to be verified, both in terms of execution and evaluation of the results.
Before running an analysis, a study of the application context is required, e.g., which
and how the external entities interact with software (input/output data). Furthermore,
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the interpretation of results depends on knowledge of the system algorithms and an
existing database (e.g., simulation data) to compare the outputs. Software documen-
tation is an important resource to support analysis. This obtained program under-
standing may help in performing and improving a software maintenance process
and, in general, for software engineering processes for new or outsourced software
systems of the same type.

The use of static analysis in the software design & implementation engineering
process may well affect the coding and software item design activities. One of the
most obvious applications of static analysis is in coding activity. It can identify
weaknesses in source code that lead to potential vulnerabilities. Additionally, the
elaboration of an SDD, an output of the software item design activity, can employ
call graphs obtained from static analysis. On the one hand, users can face significant
challenges when applying Frama-C. The interaction demanded by some plug-ins,
such asEva andWp, requires considerable knowledge.Additionally, for experiments
involving large volumes of input data, the analysis can be time-consuming.

Despite these challenges, the benefits outweigh the costs. Frama-C is an open-
source platform organized into a modular architecture, and its collaborative extensi-
ble framework permits developers to implement their own plug-ins and make them
available to other users. It is advantageous to have several analyzers in the same
framework since the user can perform a variety of analyses using the same tool.
Frama-C is regularly updated and effectively maintained by the Frama-C devel-
opment team, which seeks to meet user requests, as exemplified by our need for a
trigonometric function.

Finally, our work has shown that the described development process can be used
in the industrial context as well. The integration of Frama-C in the industrial process
can be a solution to improve quality by employing static analysis for run-time error
detection.
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